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ABouT THis GUuIDE

PUrRPOSE

AUDIENCE

This guid e gives specific informa tion on how to operate
CLIto mana ge this switch.

The guide is intended for use by network administ rators who
are responsib le for operating and main tainin g networ k
equipmen t; consequentl y, it assume s a basic working
knowledge of general switch functi ons, the RS-232 Console,
Int ernet Protocol (1P), and Telnet Protocol
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CLI Management

Theéoll owing description is the brief of the network connectd.i

-Locate the9Re2zB)zatb|l BBwit h9 feomand ec2tB®Br .carhS e i s used for conne

termémal at or to the RMadpbpagpedt Swatcbedbki hbdei coenmhade.

-AttacRJ4sBea i al por t& ofnr drhte pawidlchwhi ch used to connect to th

-Attach the oth®@rcamlde of otdre ABCI I tesdmi Ralpoemul &toor exra mPC eC
Mi crosoft Windows Hyper Ter mi nal utility.
-At ACom Port Propertiesd Menu, configure the parameters as

Baud rate 115200
Stop bits 1
Data bits 8
Parity N

FIl ow contrmdne



1-1 Login

The comMmameae i nt eirsf ascbed f(e@L li)nt er f ace. User can access the
connection to the de(vDecfea wlrt all Brzd déR eTess sdiedmul t user and pas

the Managed Switch are |listed bel ow:

User naméni n
Passwogrmane >

Note: <none> means empty string
After you |l ogin successfuldsyys _tn@Eme> Septt iwel 1 oHenewmimesgyytoms fii
behave as an administrator and have thel pgitdh®e! agtni hdsetsat toirn
prompt will fiklsey ss mawre >anse ans you behave as a guesthe asiylstaem onl

under mihrei satdBmg@thoCLl command has its privilege

Username: admin
Password:

VX- GPU2610 9#



1-2 Commands of CLI

The CLI is divided into seagweriati moglesto lfum asmgar thiasulearou
run the command in the correct mode. To ?68eaftéaer tbemansdgstemfp
all commands will be |isted in the screen. The command modes

Command Modes
MODE PROMPT COMMAND FUNCTI OMODE
exec <sys_name># Di spl ay current con

mai ntenance

config <sys_name>(config)#4Configure features o
Confiifg <sys_namebfitenfige)Configure ports
Confifgan <sys_name-bf{lanfi#g Configure static vl a
Confliige <sys_nameb(oentig Line Configuration
Confi imgper of i | e <sys_name-» (mepornoffiig efl PMC Profil e
Confsingalpo st <sys_namesgopoadti g# SNMP Server Host
Conf{fsit-gpggr <sys_name-s(poqrf)#H STP Aggregation
Con{fdihgppo o | <sys_name-dfepponcfli)g¢ DHCP Pool Configurat
Confrifg 2brdoif i | e |[<sys_name»(cephafgi IIRFC2544 Profile
Commandcsmesi det he correspon drinuhny imo dtelsatc mode. I f a user want
command, the user has to change to the appropriate mode. The
start to in enabl e mode.howhaea of awlhlammwien d rtoarb loen ee xnwldaei m anot he
Change Between Command Modes

MODE

ENTER MODE

LEAVE MODE




exec

confi

g

Configure terminallexi

conf ngerfcae I nterfattepapdymorsie xi

con-fl gn

I nterf a&wd awnl_dn st > [exi

1-3GIl obal

Commands of CL I

VX- GPU2610C 9# ?
CableDiag Cable Diagnostic keyword
clear Reset functions
configure Enter configuration mode
copy Copy from source to destination
debug Debugging functions
delete Delete one file in flash: file system
dir  Directory of all files in flash: file system

disable Turn off privileged commands

do To run exec commands in config mode
dotlx IEEE Standard for port - based Network Access
Control

enable Turn on privileged commands

exit  Exit from EXEC mode

firmware Firmware upgrade/swap

help Des cription of the interactive help system
ip IPv4 commands

logout  Exit from EXEC mode

more  Display file

no Negate a command or set its defaults
ping  Send ICMP echo messages

reload Reload system.

send Send a message to other tty lines
show  Show running system information
terminal  Set terminal line parameters

traceroute traceroute program




Exit
Exit from EXEC mode.

Synt ax:
exit

Parameter
None.

Exampl e:

VX- GPU2610 9(config)# exit
VX- GPU2610 9#

Hel p

Description of the interactive help system.

Synt ax:
hel p

Parameter
None.

Exampl e:

VX- GPU2610 9# help
Help may be  requested at any point in a command by entering
a question mark '?". If nothing matches, the help list will
be empty and you must backup until entering a '?* shows the
available options.
Two styles of help are provided:
1. Full help is available when you are ready to enter a
command argument (e.g. 'show ?') and describes each
possible
argument.
2. Partial help is provided when an abbreviated argument is
entered
and you want to know what arguments match the input

(e.g. 'show pr?'.)

| ogout



Exit from EXEC mode

Synt ax:
|l ogout
Parameter
none

Exampl e:

VX- GPU2610 94 logout

press ENTER to get started

end
Go back to EXEC mode.

Synt ax:
end

Exampl e:

(config)# end
VX- GPU2610 9#



CABLEDIAG of CLI

Cabl e Diagnostic keywor

Synt ax:

Cabl ebinagrface Gi<gaolritt Htylper_n «t>
Parameter

I nterface I nterface keyword
GigabitEtherheGigabit Ethernet Port
<port_type_iBort IR26in 1/1

Exampl e:

VX- GPU2610 9# CableDiag interface GigabitEthernet 1/1
Starting Cable Diagnostic - Please wait

Interface Link Status Test Result Length
GigabitEthernet 1/1 Link Down detect error or check cable
length is between 7 - 120 meters

VX- GPU2610 9# CableDiag interface GigabitEthernet 1/1
Starting Cable Diagnostic - Please wait

Interface Link Statu s Test Result Length
GigabitEthernet 1/1 Link Down detect error or check cable
length is between 7 - 120 meters

VX- GPU2610 9#



CLEAR of CLI

Table: CLEAR Com mands

Command Function

access Access management

access -list Access list

dotlx IEEE Standard for port -based Network Access Control
ip Interface Internet Protocol config commands
ipv6 IPv6 configuration commands

lacp Clear LACP statistics

lldp Clears LLDP statistics.

logging Syslog

mac MAC Address Table

mvr Multicast VLAN Registration configuration
sflow Statistics flow.

spanning -tree STP Bridge

statistics Clear statistics for a given interface

access

Access management

Synt ax:
cl emoccesmanagemerntat i stics
Parameter
managementAccess manacagrefmegur ati on
statisticsStatistics data

Exampl e:

VX- GPU2610 9# clear access management statistics

VX- GPU2610 9#

accelsisst



Access | ist

Synt ax:

Cl eaccelsiasctest ati stics
Parameter

ace Access |list entry

statistlrcasf fic statistics

Exampl e:

VX- GPU2610 9# clear access - list ace statistics
VX- GPU2610 9#

t 1x
| EEE St and arad efdorNepomotr k . Access Contr ol

Synt ax

Cl eadot Isxt ati stics
Cledptsltxatiisnti e6f gadi t EPORKIN&FYPE> LI ST

Par ameter

statistics Clears the statistics counters
interface I nterface
GigabitEthertheGigabit Ethernet Port
PORTYPEI ST Port 1/i2s6to1i nGi gabitethernet

EXAMPLE

VX- GPU2610 9# clear dotlx statistics interface GigabitEthernet 1/1 - 26
VX- GPU2610 9#

Interface I nternet Protocol config commands

Synt ax

cl earparp

cleadhdp detailed statdmdopmgisnd |sermeleay || cHelemear

[ <in_port_list> 1 ) 1]

al



cleadhdep relay statistics
cleadhdp server binding <ip>
cleadhdep server binding { automatic | manual | expired }

cleadhdp server statistics

cl eadhdmooping statistics [ interface ( <port_type> [ <i
cl eairgmp snooping [ vlian <v_vlan_list> ] statistics
cleagt atpi stics [ system ] [ intermsage<tvypmpe> <Jv_vlan_1list>

Par ameter

arp Clear ARP cache
dhcp Dynamic Host Configuration Protocol
i gmp I nternet Group Management Protocol

statisticsTraffic statistics

rel ay DHCP relay agent configuration
snooping DHCP snooping

interface Select an interface to configure

Gigabit Et lerGigtabi t Et hernet Port

vl an Il P4 affic interface
<vlan_Ilisty* AN identifier(s): VID
EXAMPLE

VX- GPU2610 9# clear ip arp

VX- GPU2610 9# clear ip dhcp de tailed statistics all
interface GigabitEthernet 1/1 - 26

VX- GPU2610 9# clear ip dhcp relay statistics

VX- GPU2610 9# clear ip dhcp server binding
192.168.1.11

VX- GPU2610 9# clear ip dhcp server binding automatic
VX- GPU2610 9# clear ip dhcp server statistic S
VX- GPU2610 9# Clear ip dhcp snooping statistics
interface GigabitEthernet 1/1 - 26

VX- GPU2610 9# clear ip igmp snooping vlan 1 statistics
VX- GPU2610 9# clear ip statistics system interface

VX- GPU2610 9# clear ip statistics system interface

i pveo6

| Pv6 configuration commands

Synt ax



clearmigvénooping [ vlian <v_vlian_Ilist> ] statistics
clearnéipglbors

clearsipwvibstics [ system ] [ int emipag e<tvpen> <]Jv_viIan_1I1i st
Par ameter

ml d Mul ti casat Listener Discovery

nei ghbors I pv6é neighbors

statisticsTraffic statistics

snooping Snooping MLD

statisticsRunning MLD snooping counters

vian |l pvéterface traffic

<vlan_Ilistvt*tAN identifier(s): VID

i cmp Il Pv6e I CMP traffic

i cmps g |l Pve I CMP traffic for designated message type
interface Select an interface to configure

system |l Pve system traffic

< 0~255> | CMP mgestype ranges from 0O to 255

EXAMPLE

VX- GPU2610 9# clear ipv6 mld snooping vlan 3
statistics
VX- GPU2610 9# clear ipv6 neighbors

VX- GPU2610 9# Clear ipv6 statistics system icmp icmp -

l acp
Clear LACP statistics

Synt ax
Cl elaacspg ati stics

Par ameter

statistClcesar al l LACP statistics

EXAMPLE

VX- GPU2610- 9# clear lacp statistics
VX- GPU2610 9#

1 dp
Clears LLDP statistics.

Synt ax



Cl elalrdpt ati stics

Cl elalrdpt at |bsetgiiemsc | |u de I>ud kb NE

Par ameter

statistClcesar s

LLDP statistics.

| Out put modifiers

begin Begin with the Iine that
excludeExclude |l ines that match
includelnclude | ines that match
<L | NE String to match output |
EXAMPLE

VX- GPU2610 9# clear lldp statistics | begin LINE
VX- GPU2610 9#

| ogging
Syslog
Synt ax
clear

Ifogignifnog ] [

Par ameter

error

i nfo

warning ] |

Error

I nformati on

warni ngWar ni ng

EXAMPLE

VX- GPU2610 9# clear logging info error warning

VX- GPU2610 9#

ma C

MAC Addr ess

Synt ax

Tabl e

Clear ahdc-eabl e

Par ameter

addreadl e FI

EXAMPLE

ush MAC Address

tabl e

matches

i nes

error ] [

switch

<switch_1Ii



VX- GPU2610 9# clear mac address - table
VX- GPU2610 9#

mvr

Mul ticast VLAN Regi.stration configuration

Synt ax
clear[ mwlran <v_vlan_Ilist> | name <mvr_name> ] statistics

Par ameter

name MVR mul ticast name
statisticsRunning MVR protocol counters
vian MVR mul ticast vl an

< wordl6> MVR multicast VLAN name
<vlan_listvwwR multicast VLAN | i st
EXAMPLE

VX- GPU2610 9# clear mvr vlan 25 statistics
VX- GPU2610 9#

sfl ow

Statistics fl ow.

Synt ax
cl ear sstfaltowti csrgceeveirvemndlex_Iist> 1 | samplers [ intert
[ <v_port _type_list> 1 ) 1 1}

Parameter

interface I nterface

receiver Clear statistics for receiver.
<port_type> GigabitEthernet

<Samplers : ophé Dm>

<port_type_| Pett 1/it26Btoli nGi gabitethernet
EXAMPLE



VX- GPU2610 9# clear sflow statistics interface
GigabitEthernet 1/1 - 26

Sspannt mge
STP Bridge

Synt ax

clear spangrei{ngst ati st<dposr t[_tiynpe> fl[acev (port _tpymd olciodts> ]
[ interface ( <port_type> [ <v_port _type_I|ist_1> 71 ) ]
Par ameter

det eeptreodd ocolSet the STP migration check

statistics STP statistics

interface Choose port

<port_type> GigabitEthernet

<port_type_| Pett 1/i2Btoli nGi gabitethernet

EXAMPLE

VX- GPU2610 9# clear spanning - tree detected - protocols interface
GigabitEthernet 1/1 - 26

statistics

Clear statisitntcesr ffadaode a gi ven

Synt ax
cl easrt at iisntiersfpaocret _type> <port_type_I|list>
cl easrt at i<ptoirastype> <port_type_1list>

Parameter
<port_type> GigabitEthernet
<port_type_| Pett 1U/i2Btoli nGi gabitethernet
EXAMPLE

VX- GPU2610 9# clear statistics GigabitEthernet 1/1 - 26
VX- GPU2610 9#



CONFIGURE Commands of CLI

Table: CONFIGURE Com mands

Command Function

terminal Configure from the terminal

aaa Authentication,  Authorization and Accounting
access Access management

access - list Access list

aggregation Aggregation mode

banner Define a login banner

clock Configure time -of-day clock

default Set a command to its defaults

dms Enable DMS Maste

do To run exec commands in config mode

dotlx IEEE Standard for port  -based Network Access Control
enable Modify enab le password parameters

end Go back to EXEC mode

exit Exit from Configuration mode

event Trap event severity level

green -ethernet Green ethernet (Power reduction)

gvrp Enable GVRP feature

help Description of the interactive help system

hostname Set system's network name



interface

ip

ipmc

ipv6

lacp

line

lldp

logging

loop - protect

mac

monitor

mvr

no

non - stop - poe

ntp

poe

port -security

Privilege

qos

radius -server

rmon

sflow

smtp

snmp -server

spanning -tree

switch2go -management

Select an interface to configure

Internet Protocol

IPv4/IPv6 multicast configuration

IPv6 configuration commands

LACP settings

Configure a terminal line

LLDP configurations.

Syslog

Loop protection configuration

MAC table entries/configuration

Set monitor configuration.

Multicast VLAN Registration configuration

Negate a command or set its defaults

Enable Non -Stop PoE

Configure NTP

power over ethernet

Enable/disable port security globally.

Command privilege parameters

Quality of Service

Configure RADIUS

Remote Monitoring

Statistics flow.

Set email information

Set SNMP server's configurations

Spanning Tree protocol

Switch2go Management configuration



system Set the SNMP server's  configurations

tacacs -server Configure TACACS+

upnp Set UPnP's configurations

username Establish User Name Authentication
vlan VLAN commands

voice Voice appliance attributes

web Web

ter mi nal

Configure from the terminal

Synt ax
configermi nal

EXAMPLE

VX- GPU2610 9# configure terminal
VX- GPU2610 9(config)#

aaa
Aut hentication, Authorization and Accounting
SYNTAX
aaaut hentication |l ogin {{cbnbotal || tebhdetus]| | sshchcht} p[}
[ { local | radius | tacacs } ] 1 }

Par ameter

aut henti catuitchrenti cati on

l ogin Login



consol e Configure Consol e

httop Configure HTTP

ssh Configure SSH

telnet Configure Telnet

| ocal Use | ocal database for authentication
radi us Use RADIUS for authentication

tacacs Use TACACS+ for authentication

EXAMPLE

VX- GPU2610 9(config)# aaa authentication login http radius
VX GPU2610 9(config)#

access

Access management

SYNTAX

accemanagement

accemasnagement <access_id> <access_vid> <start_addr> [ t

Par ameter

management Access management configuration

< -6 > | D accfcess management entry

< -4094> The VLAN I D for the access management entry
< ipvd4d_addr>Start | Pv4d address

< ipv6_addr>Start | Pv6é address

al | Al | services

snmp SNMP service

telnet TELNET/ SSH service

t o End address of the range



we b Web service

EXAMPLE

VX- GPU2610 9(config)# access management 10 3 192.168.1.1 all
VX- GPU2610 9(config)#

accelsisst

Table : configure T access -list Com mands
Command Function
ace Access list entry
rate -limiter Rate limiter
ace
Access List entry
SYNTAX

accelsissd{a p d alt-2e5 6/|>1-2 5 6}fa c t <doenn|§/ i || g ermrmi t
accelsissd{al pd &lt-2e5 6/>1-2 5 6}}d matcy granlybr oadjecnaud tt ijcraisca st

accelsissa{e pd &lt-2e5 6|>1-2 56} r amedaympyar et yp @ Vidpvy £ mppyt £|p pv 4
udpi pVyibpv @ mppyt &[p pué p]

accelsissd{a pd &lt-2e5 6/|>1-256}>i hgfesisngress interface { <port_type

<port_type> <port_type_list> 1} | any } ]
accelsissa{fas pd &t-2e5 6|/>1-256}%4 | ogging [ disable ] ]
accelsissd{fas pd &lt-2e5 6/|>1-256}%4 | ookup [ disable ] ]
accelsissa{fas pd &lt-2e5 6|/>1-256}4 mirror [ disable ] ]
accelsissd{ai pdalt2e56/>1-256}% nex25§><|1 | ast } ]
accelsissa{fas pd &lt-2e5 6|>1-256}% pol-28y><PDbpomasiP xFFx0 ] ]
accelsissd{as p d &alt-2e5 6/|>1-2 5 6}% rlaitmei t-@6>{ | <di sabl e } ]

accelsissd{as p d alt-2e5 6/|>1-2 56}  redi rect | interface { <port_type>



<port_type_Ilist> } | disable } ]

accelsissd{as p d &alt-2e5 6/|>1-2 5 6}% s hut]down

accelsissd{a p d alt-2e5 6/|>1-256}%4 tag { tagged | wuntagged | any } ]

accelsissd{a p d ait-2e5 6/|>1-2 5 6}% tpagd or i7t>y |{ anly } ]

accelsissd{a p d alt-2e5 6|>1-256}p vi @4 0P95«1| any } ]

Par ameter

action Access | ist action

dmatype The type of destination MAC address

frametype Frame type

ingress Il ngress

l ogging Logging frame information

| ookup Second | ookup

mirror Mirror frame itrora@respomtati on m

next insert the current ACE before the next ACE ID
policy Policy

rat e miter Rate | imiter

redirect Redirect frame to specific port

shut down Shutdown incoming port

tag Tag

tagrioritylag priority

vid VI D field

deny Deny

filter Filter

per mit Per mit

any Doncdre the type of destination MAC address

broadcast Broadcast destination MAC address



mul ticast Multicast deaddmeas s on MAC

uni cast Unicast destination MAC address
any Doncdare the frame type
arp Frame type of ARP

etype Frame type of etype

i pv4 Frame type of | Pv4

i p¥4 mp Frame type of |1 Pv4 | CMP
i pLp Frame type of |1 Pv4 TCP

i pwdp Frame type of | Pv4 TCP
i pve6 Frame type of |1 Pv4

i pd¥ & mp Frame type of | Pv6é | CMP
i pM& p Frame type of |1 Pv6é TCP

i pwép Frame type of | Pvée UDP

interface Sel ect antad nctoenrffiagcuer e

<port_typetgabitethernet

* Al switches or Al ports

GigabitetHherGigtabi t Ethernet port

<port_typeoird>1D in thenof/lopnomatl, /- & os wiGt ghbi tethernet

<port_type>or Gigabitethernet

* AlSlwi t ches or Al |l ports

GigabitetHherGigtabi t Ethernet Port

<port _typeolritst A2s6t i n

any Doncdare the ingress interface

<B@255> Policy I D

pol ibcy masRhe bitmask for policy 1|ID

<0 x0x FF > The value of policy bitmask



<14 095> The value of VI D
< Q7 > The value of tag
EXAMPLE

fi

pr

el d

iority

VX- GPU2610 9(config) # access - list ace 10 action deny

VX- GPU26L0- 9(config) #

rad e miter

Rate |limiter

SYNTAX

accelsissgat emi ter [ <132B67Q0H
Par ameter

100kbps 100k bits per

<RatelLimiterLisRat:.e 1ll~ili>t er |

<PpsRat3 7.6 700> Rate value

<0-10000 > Rate value

EXAMPLE

VX- GPU2610 9(config)# access
100kbps 111
VX- GPU2610 9(config)#

aggregation

Aggregation mode

SYNTAX
aggr egaro dea { I

Par ameter

- list rate

dmac ] |

- limiter

[p plO @B p s} <O

second

D

] [ dmac ]

[

port

]



mo d e Traffic distribution mode

d mac Destination MAC affects the distribution
i p I P address affects the distribution

port I'P port affects the distribution

s mac Source MAC affects the distribution
EXAMPLE

VX- GPU2610 9(config)# aggregation mode ip port dmac smac
VX- GPU2610 9(config)#

banner

Define a |l ogin banner

SYNTAX

bannfermotd ] <banner >

bannexec <banner >

bannleaogi n <banner >

Par ameter

<Ll MNE c baanrmarn c, where 'c¢c' is a delimiting character
exec Set EXEC process creation banner

l ogin Set |l ogin banner

mot d Set Message of the Day banner

EXAMPLE

VX- GPU2610 9(config)# banner exec LINE
Enter TEXT message. End with the character 'L'.
L

VX- GPU2610 9(config)#



cl

oc k

Configuofdayi mbock

SYNTAX
cl osd&t

cl

<end_mon

cl

<start _h
cl
Par ameter
set set
summ€¢i me
ti mezone

<dat e>
<ti me>
<20Q097>
hh: mm

<1 2>
<131>
<20Q097>
hh: mm
<11440>
<15 >

< 17 >

<112>

<

ogskmmer me

ocsekmmer me

ockkmezone

cli Date> <icli Ti me>

<wordl6> date [ <start_month_watar&shaut _dat

th_var> <end_date_var> <end_year _var> <end_hour _

<wordl6> rweakrvamg>|[<stsdratrtday_var > <start _ mc

our _var > <end_week_var> <end_day_var> <end_month

<word_var > <hour _var> [ <minute_var> ]

clock
Configure summer (daylight savings) ti me
Configure time zone
yyyy/ mm/ dd
hh: mm: ss
Year to start
Time to start (hh: mm)
Month to end
Date to end
Ye are ntdo
Time to end (hh: mm)
Of fset to add in minutes

Week number to start

Weekday to start

Month to start



EXAMPLE

VX- GPU2610 9(config)# clock set 201 6/ 09/ 30 10:22:03
2016- 09- 30T10:22:03+00:00

VX- GPU2610 9(config)# do show clock

System Time : 201 6- 09- 30T10:22 :48+00:00

def aul t

Set a command to its defaults
SYNTAX
def aauclctelsiss t-I irmitteer [ <rate_Ilimiter _1list> ]

Par ameter

accelsisst Access | ist

rade miter Rate | imiter

<RatelLi mi-x@&>x Rdte Limiter I D

EXAMPLE

VX- GPU2610 9(config)# default access - list rate - limiter 3
VX- GPU2610 9(config)#

dms

Enabl e DMS Mast e

SYNTAX

dmsmodai[sabled | @mablredy| ]high

Par ameter

mo d e DMS mode
di sabl ed DMS mode is disabl ed
enabl ed DMS mode is enabl ed

highriority DMS mode is high priority



EXAMPLE

VX- GPU2610 9(config)# dms mode high - priority
VX- GPU2610 9(config)#

To run exec commagn?dmoda

SYNTAX

do <L I NEQL I NE}

Par ameter

<Ll NE Exec Command

EXAMPLE

VX- GPU2610 9(config)# do show vian
VLAN Name Ports

1 default GigabitEthernet 1/1, GigabitEthernet 1/2,
GigabitEthernet 1/3,

GigabitEthernet 1/4, GigabitEthernet 1/5
VX- GPU2610 9(config)#

dot 1x

| EEE St andaradcks efdo rNepomwotr k . Access Control

SYNTAX
dot 4t hentication timer inactivity <v_10_to_100000>

dotdut henti cafaiuametitmeratree <v_1_to_3600>



dotfleat ur e-v{l aln dJuogoesstr ddivdsaadiu$ *1

dotgdgueswltan <value>

dotduewsltan supplicant

dot hax eautly <val ue>

dotd®@®mut henticati on

dot 4 xs taecumiclont r ol

dottimeoutpgmuied <v_10_to_1000000>

dottkmeopedr itxd <v_1_to_65535>

Par ameter

authenticati dothentication

feature Gl obally enables/ disables a dot 1x
gue-st an Guest VLAN
ma x e a trtefg Guest VLAN I D used when enteri

reaeut henticat$Setn-aRit hentication state

syst-aumtchont ro$et the gl obal NAS state

ti meout ti meout
ti mer ti mer
inactivity Ti me iomdsebet ween check for activity

addresses.

feature

seconds

reeut henticat®he peri od-alugathweeen crag i on attempts

N

10000000 > seconds

<13600> seconds

gue-st an Gl obaehbadlhl es/ di sablesastate of

r adiquwss Gl obally enables/ di saalligsn edt toeS. o f
radivd san Gl obally enables/ di saslsli gsn edt &/tLeA Na f
<14 095> The number of times a Requeadt

RADI US

RADI US

I dentity



supplicant
<1255>
qui-pdri od
typeriod

<10000000>

<1 5535>

without response before considering entering

The switch remembers if an EAPOL frame has b

the port -tfiame tohfe tlhief port. Once the switch

considers whether AN, entewithefGuest VL

check i f this option is enabled or disabl ed.

(unchecked; default), the switch will only e

VLAN if an EAPOL frame has not been received

t he-tliimee of the port. | f enabled (checked), t
wi || consider entering the Guest VLAN even i
has been received 4n mehefparmte fportthe 1ife

number of ti mes

Time in secondadibdetesetaaMAC€Cail ed

authentication gets a new authentication cha

the time between EAPOL retransmissions.

seconds

seconds

EXAMPLE
VX- GPU2610 9(config)# dotlx authentication timer inactivity 1000
VX- GPU2610 9(config)# dotlx feature guest -vlanradius - gosradius -vlan
VX- GPU2610 9(config)# dotlx guest - vlan 33
VX- GPU2610 9(config)# dotlx max -reauth -req3
VX- GPU2610 9(config)# dotlx re - authentication
VX- GPU2610 9(config)# dotlx system - auth - control
VX- GPU2610 9(config)# dotlx timeout quiet - period 3000

enabl e
Modi fy enabl e password parameters



SYNTAX
enabplass swelradvdtl 5> ]| <WORD>
enabsleecret Il eOv¢gtl5>}] [ <WORD>

Par ameter

password Assign the privileged | evel cl ear
secret Assign the privileged |l evel secret
WORD The UNENCRYPTEDp ascdweaarrd ext)

l evel Set exec |l evel password

<115> Level number

0 Specifies an UNENCRYPTED password wi
5 Specifies an ENCRYPTED secret will fol
EXAMPLE

VX- GPU2610 9(config)# enable password level 10 999
VX- GPU2610 9(config)#

event
Trap event severity | evel
SYNTAX

evegtoupACL - o AACIL-SAANVTIAONG | -MAgant e $-B Aiult hd-St aCo |l i n€Conf i ®dMS
Fi r mwhprger aldrep-Extp ¢ r L ACP8k aflucsgliiogdu o ePpr ot|Mg mt hanjge
Mo duChean|g eN A3 s|s wOhr aln|Peo A u tCch e ¢Ko+Ste c u fSptayn nTirngdd/a r -Bit gr t

[ ( i push | smtp | syslog |-7T*rJap )
Parameter

ACL Group | D ACL

ACLLog Group I D ACL Log

AUTGSAVI NG Group | D Auto Savin

(di sabl e

password

ow

e

)

]



Ac c eNMgmt

Authail ed

Col-Xit ar t

Con flingf o

DMS

Firmwdp@gr ade

| mpeErxtpor t

LACP

Li .Sk at us

Login

Logout

LooRrotect

Mgmt & hange

ModuCRange

NAS

Passw@&€hdnge

PoBRut®heck

PofStecurity

Sp amgflir ee

War 48t ar t

i push

| evel

smt p

syslog

trap

di sabl e

Gr o

Gr o

Gro

Gro

Gr o

Gro

Gr o

Gro

s mt

sys

er

p

| o

trap

i pu

s h

I D Access Management
I' D Auth Fail

I D Cold Start

I D Config Info

| D DMS

I D BFp g mavdhe e

I' D I mport Export
I D LACP

I'D Link Status

I' D Login

I D Logout

I D Loop Protect

I D Management | P Change
I D Modul e Change

I D NAS

I D Password Change
I D PoE Auto Check
1Se cRuorritt y

I D Spanning Tree
I' D Warm Start

mo d e

ity | evel

mo d e

g mode

mo d e

mode disabl e



enabl e i push mode enabl e

< Q7 > <0> Emergency ,Kilti dbkrit<3=2Egr<BGor No<t4>x eWar<nei>ng
I nformationl , <7> Debug
di sabl e smiVpysitagnpde di sabl e
enabl e smipy sitagnpde enabl e
EXAMPLE
VX- GPU2610 9(config)# event group Config - Info level 6

VX- GPU2610 9(config)#

greehhernet

Green ethernet (Power reduction)

SYNTAX
greebhherretpt i mbpeoewer

Par ameter

eee Powering down of PHYs when there is no traff
opti miiopewer Set if EEE shall be optimized for | east powe
for least traffic | atency).
EXAMPLE
VX- GPU2610 9(config)# green - ethernet eee optimize - for - power

VX- GPU2610 9(config)#

gvrp

Enabl e GVRP feature

SYNTAX

gvrp



gvrmpax | and 095>

gvrtppme {ime&¥n] i he-d0®C ] -altlilmaveDO®G ] } *1

Par ameter

ti me config gvrp timer value in units of centi se
EXAMPLE
VX- GPU2610 9(config)# gvrp max- vlans 333
VX- GPU2610 9(config)# gvrp time join -time 13  leave -all -time 3000 leave -time
200

host name

Set system's .networ k name

SYNTAX

host naWeRrD

Par ameter

WORD This system's. network name

EXAMPLE

VX- GPU2610 9(config)# hostname abc

abc(config)#

interface

Select an interface to configure
SYNTAX

inter(f a<cpeort type> [ <plist> 1 )
i nt ervflaacne <vIl i st >

Par ameter



<port_type> GigabitEthernet

vian VLAN intenfagarations
<vlan_Ilist> List of VLAN i nt4dr9fS5ace number s, 1
<port_type_ | Pett 1/i2Btoli nGi gabitethernet

EXAMPLE

VX- GPU2610 9(config)# interface GigabitEthernet 1/1 -8
VX- GPU2610 9(config - if)# poe weekday Fri hour 22

VX- GPU2610 9(config -if)j# VX GPU2610 9(config)# interface vlan 3
VX- GPU2610 9(config -if - vlan)# ip address dhcp

VX- GPU2610 9(config - if - vlan)#

I nternet. Protocol

SYNTAX
i aripnspecti on

i aripnspection entry Khhepbatetypertdtyprogban_var> <mac_va

i marpspection translate [ interface <port_type> <in_port _
i ar pspiencti on vlian <in_vlan_Ilist>
i arppeosion vlian <in_vlan_lalslt >} logging { deny | per mit

imhcp exazdddesils <l ow_ip> [ <high_ip> ]

i@mhcp pool <pool _name>

ipmhcp relay

ighcp relay information option

ipmhcp relay information policy { drop | keep | replace }
immhcp server

ipmhcp snooping



i @ns proxy

i melaeddress <v_ipvd _ucast >

i Mttp geddidrect

i Mttp secuwree

i p gmp -throsxy -prbrgve

i pPgmp snooping

i mgmp snooping vlian <v_vlian_Ilist>

i Pgmp -rsssmge <v_ipv4d_mcast> <ipvd_prefix_length>

i P gmp unfkin@avehi ng

i mamegerver { <v_ipvd4d_addr> | dhcp [ interface vlan <v_vl
i poute <v_ipvd_addr> <v_ipvd_netmask> <v_ipvd_gw>

i pouting

i pource binding inteofaceypport>typbkan<ivarp <ipv4d_var> <
i Bsh

i werify source

iwmerify source transl ate

Par ameter

arp Address Resolution Protocol
dhcp Dynamic Host Configuration Protocol
dns Domain Name System

hel pedrdr e s PHCP r el ay server

http Hypertext Transfer Protocol

i gmp I nternet Group Management Protocol

nameerver Domain Name System

rout e Add | P route

routing Enable routing for |1 Pv4 and | Pveé6



sour ce source command

ssh Secure Shell

verify verify command

inspecti omMRP inspection

entry arp inspection entry

interfacearp inspection entry interface config

<port_typéeé>ort type in Fast, Giga ethernet

<port_typeoird>1D in thenof/lopnoomatt of switch

<vlan_id>Select a VLAN id to configure

<mac_ucastSel ect a MAC address to configure

<ipv4d4d_ucasStex ect an | P Address to configure
deny |l og deniiesd entr

per mit |l og permitted entries

al | l og all entries

transl atearp inspection translate all entries
vian arp inspection vlan setting
<vlan_listaxp inspection vlian |ist

rel ay DHCP rel ay agent information

informati dDHCP i nf orphatoinom Opti on 82>

option DHCP opti on

informati ®HCP information option(Option 82)

policy Policy for handling the receiving DHCP packet a
drop Drop the package when receive a DHCP message th
keep Keep the original relay informatalomeadhegncortcai n
repl ace Repl ace the original relay information when rec

contains



server Enabl e DHCP server

snooping DHCP snooping

proxy DNS proxy service

secureedi re8dcure HTTP web rediction

secusreer verSecur e HTTP web server

snooping Snooping | GMP

<wordl6> Profile name in 16 char's

vian | GMP VLAN

ssmange | Pv4d address range of Source Specific Multicast
<ipvd4d_mcasvtarid | Pv4d multicast address

<432> Prefix |l ength ranges from 4 to 32
unknofwihnoodRlnogodi ng unregistered | Pv4d multicast traffic
<ipvd4d_ucasAt valid | Pv4 unicast address

dhcp Dynamic Host Configuration Protocol

interface Select an interface to configure

vian VLAN I nterface

<vlan_id>VLAN identifier(s): VID

<ipv4d_addrNet wor k

<i pv4d4d_net Maedkrask

<ipv4d_addrGat eway

binding ip source binding

nterfaceip source binding entry interface config

< p o rytp_et> * or Gigibitethernet

* Al switches or Al ports

GigabitetHHerGigtabi tethernet Port



<port_typeoird>1D in thenof/lopnoonatl £& os wiGt ghbitethernet
<vlan_id>Select a VLAN id to configure

<i pvd4d_ucasStel ect an | P Address to configure
<ipvd_net Maedkext a subnet mask to configure

<mac_ucastSel ect a MAC address to configure

sour ce verify source

i mit l'imit command

<02 > the number of | imit

translateip verify source translate all entries
l oggin ARP inspection vlian | oging mode config
EXAMPLE

VX- GPU2610 9(config)# ip arp inspection

VX- GPU2610 9(config)# ip dhcp relay

VX- GPU2610 9(config)# ip dns proxy

VX- GPU2610 9(config)# ip helper - address 192.168.1.1
VX- GPU2610 9(config)# ip http secure - server

VX- GPU2610- 9(config)# ip igmp snooping vian 3

VX- GPU2610 9(config)# ip name - server 192.168.1.6

VX- GPU2610 9(config)# ip route 192.168.1.1 255.255.255.0 192.168.1.100
VX- GPU2610 9(config)# ip routing

VX- GPU2610 9(config)# ip ssh

VX- GPU2610 9(config)# ip verify source translate

IP Source Guard:

Translate 0 dynamic entries into static entries.
i pmc

| Pv4/ 1 Pv6 multi.cast configuration

SYNTAX

i pnxerofil e



i pnperofile <profile_name>

i pnrcange <entry_name> { <v_ipv4d_mcast> [ <v_ipvd_mcast _

Par ameter

profile | PMC profile configuration

range A range of | Pv4/ 1 Pv6e nurldfiiclhst addresses
< wordl6é>Range entry name in 16 char's
<ipvd4d_mcasvtarid | Pv4d multicast address
<ipv6_mcasvtarid | Pv6 multicast address

EXAMPLE

VX- GPU2610 9(config)# ipmc profile test
VX- GPU2610 9(config - ipmc - profile)#

i pvo6

| Pe®nfiguration commands

SYNTAX

i pwe d poeoxy -prbrwve

i pw8 d snooping

i pvwwme d snooping vlian <v_vlan_Ilist>

i pwB d samge <v_ipv6_mcast> <ipvé_prefix_Ilength>

i pwwe d und¥nownding

i pyute <v_ipv6b6_subnet> de <wl_dmpvsobv _uwlaasmn > d>i<auw eirgvab _addr

Parameter

ml d Mul ti casat Listener Discovery
route Configure static routes
hosptr oxy MLD proxy configuration

snooping Snooping MLD

t

1:



ssmange | Pv6 addreSsuraergé&petific Multicast

unknofwinoodi ngdl ooding unregistered | Pv6é multicast traffic
|l eaproxy MLD proxy for |l eave configuration

vian MLD VLAN

<vlan_Ilist> VLAN identifier(s): VID

<i pv6_mcast>Valid I Pv6é multicast address

XXX : X866 | Pv6e prefix x:x::ylz
EXAMPLE

VX- GPU2610 9(config)# ipv6 mld host - proxy leave - proxy
VX- GPU2610 9(config)# ipv6 mld snooping vian 1
VX- GPU2610 9(config)#

| acp

LACP settings

SYNTAX
| acsystperm or-6 3 %354
Parameter

syst-gmi ority System priority

<16 5535> Priority value, | ower means higher priority
EXAMPLE
VX- GPU2610 9(config)# lacp system - priority 333

VX GPU2610 9(config)#

l i ne

Configure a. terminal line



SYNTAX

|l i ife<0~16> | console O | vty <0~15> 1}

Par ameter

<0~16> List of Iline numbers
consol e Console terminal l'ine
0 Console Line number
vty Virtual terminal
<0~15> List of vty numbers
EXAMPLE

VX- GPU2610 9(config)# line console 0

VX- GPU2610 9(config - line)#

1 dp

LACP configurations

SYNTAX
1 dpl dt i-InDe> <2
|l chpd datum { wgs84 | nad83_navd88 | nad83_ml |l w }

I chpd f alsk> <1

|l Il chpd | othviahtitude { meters | floors } <wordll->

I I chpd | ot Avi-aodhdvri ¢c{ country | state | countygt f-@ietieacyt ijondi]|s
traisltireeftfi xspf bt xapt hohewseusfe i xat kIl pnaidafi o i onmdomdes || zi p
building | apar-bmmbér |{ypeapegpmmminimeg-obopg | adddei pnal

<string250>

| 1 dhpd | o-thvia@lirn <dword25>

|l 1 dhpd | othvibatitude<fyomed8*h | south }

Il chpd | othvi bongitude { west | east } <word9>



I Il chpd mediaan -pobtcyrange_I| ist>

Il 1 dhpd medipan | i €8yl ><J v oiscdegn|alvionigo xiegumed ti nvgoi|c egule sstof t phon
voice -tornf deenaimgadgldeont $eé gndeiong } { tagged il arai_tiyd ><(
7> ] [ 6dBsscpg <O

1 dpinld><1

Il dp me-B2%68>

Il dpansmidisebkaguno? >

Par ameter

hol dti me Sets LLDP hold tswet ¢Ahwi hleighbor
di scarded the LLDP information after "hold t
mul tiplied with "timer" seconds ).

me d Medi a Endpoint Discovery.

reinit LLDP tx reinitialization delay in seconds.

t iem Sets LLDP TX interval (The time between each
frame transmitted in seconds).

trans midsesliaoyn Set s LLDP tdrealnasymi si bbDP transmi ssion del ay

(the amount ofansiminesilbat of he LDP

frames wildl del ayed after LLDP configuratio
changed) in seconds.)

<210> 210 seconds.

<110 > 1-10 seconds.

<532768> 532768 seconds.

<18192> 1-819s2econds.

dat um Datum (geodetic system) type.

fast Number of times to repeat LLDP frame transmi

fast start.



|l ocati @n LLDWMED Location Type Length Value parameter.

medivd ool i cy Use thevimpmi acy to create a policy, which
can be assigned to an interface.

nad83_ml | w Mean | ower | ow water datum 1983

nad83_navd88North American vertical datum 1983

wgs 84 Wod!| Geodetic System 1984

altitude Altitude parameter

met er Altitude value

floors Altitude value

ci vadedr Civic address information and postal infor ma

country The -tewbter | SO 3166 country-Exampliea: cip, tRE

us.

state Nati onal subdivisions (state, cant on, region

county County, parish, gun (Japan), district.

city City, townshibxamplie:( Japmennhagen.

di strict City division, borough, city district, ward,

bl ock Nei ghbour hood, bl ock.

street StreEextampl e: Poppel vej

|l eadsnhmgedetrtectlieadi ng st r-deexta mpil ree c tNi. o n

traidtimgeffi x Trailing sBxaeneptl es:ufIFW.x

streef fix Street-Exafmipil x : Av e, Pl at z.

houase House nuEnxxbaempl e: 21.

housesuf fix House numbE&xampfei x A, 1/ 2.

l andmar k Landmar k or v-Exiatmp| ®ddCed uebsaty.
addit-i ahal Additional -Examplien Sofibh Wi ng.

name Name (residence anExampliee Blcemmiamg )Jahn.



zi-pode

building
apartment
floor

r oomumber

pl actepe

postcalmmunndarme

p-0-b 0 x

additcodalAddi ti onlEx anplde:

<string25W0al ue f

eladdr

or NENA.

Postal / zE>xa mmplde:

2791.

Buil di ng -Esxtarmpdteur d)ow Li brary.
Unit (Apartiheampl sui At 42.
Fl oo&xampl e: 4.
Room nu-Bxempl e: 450F.
Pl ace-Bxyapmepl|l e: Of fi ce.
Post amunbmy -Hxaamep | e: Leoni a.
Post office bEbxamP. ©. BDXJ5.

or

Emergency

<dword25>ELIN valu
north Setting |
sout h Setting |
<wor ds8> Latitude
pol iladywt Assi gnmen
<range_I|i sPtot i cies
<B31> Policy id
voi ce Create a

voi-skegnal iGQrgeate a

guesbi-siegnal iCngat e

gue-sbi ce

Create a

softpivone €r eat e a

vi deonf er eGrceiantge a

streamidgdcreate

angtveamo

t he

Locatni oNwu mbdeernt i(fei.cgat iE 11

e

atitude d

atitude d

corresponding

i recti

i recti

d e g9r0e. e0s0 0(00)..0000

t of poli

to assign
for the
voice pol
vopokisyg
a guest
guest voi
softphone

video

ci es.
to th
policy
icy.
nal i ng
voi ce
ce pol
voi ce

conferenci

policy.

1320300003.

on to

on to

e inte

which i s

signaling

icy.

policy.

ng

selected

and

nort h.

sout h.

rface.

civic

addr

ot hers)

created.

policy.

policy.



vidsebgnal iCreate a video signaling policy.
tagged The policy uses tagged frames.

<vlan_id>The VLAN the policy uses tagged frames.
untagged The pol i ctyagged furnames.

|l drioritylLayer 2 priority.

<07 > Priof7fity O

dscp Di fferentiated Services Code Point.
<06 3> DSCP vadu.e O

EXAMPLE

VX- GPU2610 9(config)# lldp holdtime 5
VX- GPU2610 9(config)# lldp med fast 5
VX- GPU2610 9(config)# lldp reinit 3

VX- GPU2610 9(config)# lldp timer 555
VX- GPU2610 9(confi  g)# lldp transmission - delay 333
Note: According to IEEE 802.1AB - clause 10.5.4.2 the transmission - delay must

not be larger than LLDP timer * 0.25. LLDP timer changed to 13332

l oggi ng

Syslog

SYNTAX

|l ogghoagt { <ipv4d _ucast > <hostname> }
|l oggomg

|l oggpogt

Par ameter

host host

<ipvd4d_ucast>IP address of the | og server

<hostname> Donain name of the | og server



on Enabl e syslog server
port Ser vi creu rphoe rt

EXAMPLE

VX- GPU2610 9(config)# logging on
VX- GPU26L0- 9(config)#

| oeppr ot ect

Loop protection configuration

SYNTAX

| oeppr ot ec t

| oeppr otseltut dtoiwne6 64080 0 >

| o eppr otterca n-simmél O >

Par ameter

shut dowme Loop protection shutdown time interval

<6 04800> Shutdown time in second

t r an-simmne Loop protection transmit time interval
<110> Transmit time in second
EXAMPLE
VX- GPU2610 9(config)# loop - protect

VX- GPU2610 9(config)# loop - protect shutdown - time 333
VX- GPU2610 9(config)# loop - protect transmit -time 3
VX- GPU2610 9(confio)#

ma C

MAC table entries/configuration

SYNTAX

maaddr-eabkl e-tagneng 000000 >



maaddr-eabl e static <mac_iardtder>f avd ea n< xosrl tant_yiple> <port _type

Par ameter

addreadl e Mac Address Tabl e

agi-hgme Mac address aging ti me

<0, 1000000> Aging time in seconds, O disables aging

static Static MAC address

<mac_addr > 48 bit MAC addrx:exxs:IXXX: XX: XX:X
vl an VLAN keyword

<vlan_id> VLAN 1-4D0s9 51

interface Select an interface to configure

<port_type> Port type * or Gigabitethernet

* All switches or All ports

GigabitetherheGigabit Ethernet port

<port_type_| Pett 1U/i2Btoi nGi gabitethernet

EXAMPLE

VX- GPU2610 9(config)# mac address - table aging - time 3333
VX- GPU2610 9(config)#

monitor

Set monitor configuration.

SYNTAX
moni destination interface <port_type> <port _type_id>
moni source { interface <port_type> <port_type_Ilist> | cp

Par ameter



destination The destination port. That is the port that

interface I ntee fao mirror traffic to.
sour ce The sourTcheatpoirst .t he source port to be mirrore
interface Mirrot interface traffic.

<port_type> 1 @gabHtthepoet

* Al switches or all ports

<port_type_| Pett 1/i26t i n

cpu Mirrot CPU traffic.

bot h Set tsiougce port to both wild.l mi.rror both ingr
r x Settsiongce port to rx will mirror bothingress
t X Set tsioug ce polr tmitror darx bmtlh egress traffic

<prt_type> Port typbe tient hGirgnae t

<port_type_| Pett 1/i26tori nGi gabitethernet

EXAMPLE
VX- GPU2610 9(config)# monitor destination interfac e GigabitEthernet 1/8
VX- GPU2610 9(config)# monitor source cpu both

VX- GPU2610 9(config)#

r

Mul ticast VLAN Registration configuration.

SYNTAX

mvr

mvmname <mvr_name> channel <profile_name>

mvmname <mvr_name> frame priority <cos_priority>

mvmname <mvr _name> frame tagged

mv name <mvr _naanded> eisgsmp<v _i pv4_ucast >



mvmname <mvr _nmaemmabqleaisyt er val <i pmc_I mqi >

mvname <mvr_name> mode { dynamic | compatible }
mvwvlan <v_vlian_list> [ name <mvr _name> ]
mvwvlam_vlian_Ilist> channel <profile_name>

mvwvlan <v_vlian_list> frame priority <cos_priority?>
mvwvlan <v_vlian_list> frame tagged

mvivlan <v_vl amnddriesds <4<ygmppv4 _ucast >

mvivlan <v_viI-mxmembgesekrytasval <ipmc_I| mqgi >

mvivlan <Visktanmode { dynamic | compatible }

Par ameter

name

<wordl6>

channel

<word1l6>

frame

priority

< Q7 >

tagged

i gmpddr ess

<ipv4d4d_mcas

| asmembegmuegi nt er Lals t

<B631744>

mo d e

dynamic

compatible

vian

MVR mul ticast name

MVR mul ticast VLAN name
MVR channel configuration
Profile name in 16 char's
MVR <cdintfrroame in TX

Interface CoS priority

CoS priority ranges from 0O to 7
Tagged | GMP/ MLD frames wil| be sent
MVR address configuration used in | GMP
t A valid I Pv4 unicast address MVR multicast
Member Query Interval in tenths of
0-31744 tenths of seconds
MVR mode of operation
Dynamic MVR operation mode

Compati ble MVR operation mode

MVR mul ticast vl an

\Y



<vl amt_* i MVR mul ticast VLAN 1|list

channel MVR channel configuration

<wordl6> Profile name in 16 char's

frame MVR control frame in TX

priority I nterface CoS priority

< Q7 > CoS priority ranges from O to 7

i gmpddr ess MVR address configuration used in | GMP
<ipv4d_ucast>A valid I Pv4 unicast address
<vlan_list> MVR multicast VLAN 1|list

| asmembegmuei pterval Last Member Query Interval in tenths of
<@31744> 0-31744 tenths of seconds

compatibl e Compati bl e MVR operation mode

EXAMPLE

VX- GPU2610 9(config)# mvr vlan 10 mode dynamic
VX- GPU2610 9(config)#

Negate a command or set its defaults
Table : configure 7 no Com mands
Command Function
aaa Authentication, Authorization and Accounting
access Access management
access -list Access list
aggregation Aggregation mode
banner Define a login banner
clock Configure time -of-day clock
dotlx IEEE Standard for port -based Network Access Control
enable Modify enable password parameters

green -ethernet Green ethernet (Power reduction)



aaa

Aut hent i

SYNTAX

gvrp

hostname

interface

ip

ipmc
ipv6
lacp

lidp

logging

loop - protect

mac

monitor

mvr

non -stop -poe

ntp

poe

port -security

Privilege

qos

radius -server

rmon

sflow

snmp -server

spanning -tree

switch2go -management

system

tacacs -server

Enable GVRP feature

Set system's network name
none

Internet Protocol

IPv4/IPv6 multicast configuration
IPv6 configuration commands
LACP settings

LLDP configurations.

Syslog

Loop protection configuration
MAC table entries/configuration
Set monitor configuration.
Multicast VLAN Registration configuration
Disable Non -Stop PoE
Configure NTP

Power Over Ethernet
Enable/disable port security globally.
Command privilege parameters
Quality of Service

Configure RADIUS

Remote Monitoring

Statistics flow.

Enable SNMP server

STP Bridge

SwitchAlert Management configuration

Set the SNMP server's configurations

Configure TACACS+

upnp Set UPnP's configurations
username Establish User Name Authentication
vlan Vlan commands
voice Voice appliance attributes
web Web
cation Aut horization and Accounting



noaaa authentication |l ogin { consol e

Par ameter

aut henticati Aot hentication

|l ogin Login

consol e Di sabl e Consol e
httop Di sable HTTP
ssh Di sabl e SSH
telnet Di sabl e Telnnet
EXAMPLE

VX- GPU2610 9(config) # no aaa authentication login ssh
VX- GPU2610 9(config) #

access
Access management
SYNTAX
noaccess mane«behent
no acmassagement

Par ameter

management Access management
<1~16> I D of access management
EXAMPLE

VX- GPU2610 9(config)  # no access management
VX- GPU2610 9(config) #

accelsisst

Access | ist

| telnet

configuration

entry



SYNTAX

noaccesisst ace <1~256>

Par ameter

ace Access | ist entry
<Acel@56>1 ACE 1 D
EXAMPLE

VX- GPU2610 9(config) # access - listace 1
VX- GPU2610 9(config)  #

aggregation
Aggregation mode
SYNTAX
noaggregation mode
Par ameter

mo d e Traffic distribution mode

EXAMPLE

VX- GPU2610 9(config)  # no aggregation mode
VX- GPU2610 9(config) #

banner
Define a |l ogin banner
SYNTAX
nobanner [ motd ]

nobanner exec

nobanner | ogin

Parameter



exec Set EXEC process creation banner

|l ogin Set |l ogin banner
mot d Set Message of the Day banner
EXAMPLE

VX- GPU2610 9(config)  # no banner login
VX- GPU2610 9(config) #

cl ock
Configuofdayi meock
SYNTAX
nocl ock stuinmmeer
noclock timezone

Par ameter

summer meConfigure summer (daylight savings)
ti mezone Configure time zone
EXAMPLE

VX- GPU2610 9(config)# no clock summer - time

VX- GPU2610 9(config)# no clock timezone
VX- GPU2610 9(config)#

dot 1x

| EEE St and aradcs efdo rNep omofrokn t Acocle s s

SYNTAX

nodot 1x authentication timer inactivity

nodot 1x authent-acahéeonohi tamer r e

nodot 1x featwtan{] [qgocudsifpusmad]us}

t

me



nodot 1x -vglugems ppl]li cant

nodot 1x-r ena#tely

nodot l-autkentication

nodot 1x swsctroennt r ol

nodot 1x ti mepemuitodui et

nodot 1x t ipneerdwtd t x

Parameter

aut henticati dothentication

feature Gl obally enables/ disables a dotlx feature

f uncatliiotny

gue-gt an Guest VLAN

ma x e a wrtehg The number of time a Request Il dentity EAPOL

considering enter.ing the Guest VLAN

reaeut henticat$Setn-aRit hentication state

syst-aumtchont ro$et the gl obal NAS state

ti meout ti meout

ti mer ti mer

inactivity Time in seconds between check for activity o
successfully authenticated MAC addresses.

reeut henticat®ehe pbetwdanutrhenti cati on attempts in seconds

gue-gtan Gl obally enables/dvbables state of guest

radiquws Gl obally enables/ di saasbliganedt toeS.of RADI US

radivdsan Gl obally enabl e RIADI IS8Isli g exdt a/tLeA Na f

supplicant The switch remembers if an EAPOL frame has b
the port -tfiame tohfe tlhief eport. Once the switch

considers whether to enter the Guest VLAN, i



check i f this option is

(unchecked; default), t

VLAN i f an EAPOL fr ame

t hlei-tfieme of the port. I

wi || consider entering

has been received d4n mehefpdrhte

qui-edri od Ti me i n serceonad-sMAICe £ 8 s

aut hentication gets a
typeriod the time between EAPOL
EXAMPLE

VX- GPU2610 9(config)# no dotlx authentication timer inactivity
VX- GPU2610 9(config)# no dotlx feature guest - vlan radius

radius - vlan

VX- GPU2610 9(config)# no dotlx guest - vlan supplicant

VX- GPU2610 9(config)# no dotlx max - reauth -req

VX- GPU2610 9(config)# no dotlx re - authentication

VX- GPU2610 9(config)# no dotlx system - auth - cont rol

VX- GPU2610 9(config)# no dotlx timeout tx - period
enabl e

Modi fy enabl e password parameters

SYNTAX

noenabl e passwdneée [ | evel <1
noenabl e Os|leicefeel §x1} ]

Par ameter

passworAlssign the privileged | evel

secret Assign the privileged | evel

new

enabl

he swi

ed or di sabl ed.

tch will only e

has not been received

enabled (checked), t

the Guest VLAN even i

fpor tthe 1 fe

that failed

aut hentication cha

retransmissions.

- gos
clear
secret

password



0 Speciafni UNENCRYPTED password will follow

5 Speciafni ENCRYPTED password will follow
l evel Set exec | evel password

<1 5> Level number

EXAMPLE

VX- GPU2610 9(config)# no enable secret level 15
VX- GPU2610 9(config)# no enable password level 15
VX- GPU2610 9(config)#

Green hernet

Green ethernet (Power reduction)

SYNTAX

nogreenhernept ie-Bnieproewe r

Parameter

eee Powering down of PHYs when there is no traffi
opti miopewer Set i f EEE shall be optimized for | east power
traffic |l atency).
EXAMPLE
VX- GPU2610 9(config)# no green - ethernet eee optimize - for - power

VX GPU2610 9(config)#

gvrp

Enabl e GVRP feature



SYNTAX

gvrp

gvrnpa¥ |l ans <maxvl ans>

gvrtp me { i[mej ijmi nt-i imme fl| ¢avVvewalme me] <] ebewgeaae!lti me> ] } *:

Par ameter

maxw | ans Number of simultaniously VLANs that GVRP can
ti me Config GARP prpahoameter me0I0BEBU8@212D11.

j o m me Set GARPolprmparocamet er JoiBO7Zi-21080 4 ,Setel d IEEE

| eaaldli me Set GARP @mrmatmedelr peaveAl8lOT2. 260 4Seel hHEE 12.
| eatvieme Set GARPIpmpatramet er LeaveOT2i-#i6004Seel hEEE 12. 1
EXAMPLE

VX- GPU2610 9(config)# no gvrp max -vlans1

VX- GPU2610 9(config)# no gvrp time join - time 10
VX- GPU2610 9(config)# no gvrp time leave -all -time 2000
VX- GPU2610 9(config)# no gvrp time leave - time 70

VX- GPU2610 9(config)#

host name

Set system's .network name

SYNTAX

nohost name

EXAMPLE

VX- GPU2610- 9(config)  # no hostname
VX- GPU2610 9(config) #

interface

SYNTAX



nointevtf améan>1i st

Par ameter

vian VI amterface configurations
<vlan_Ilistvtan 1i st
EXAMPLE

VX- GPU2610 9(config) # no interface vlan 10
VX- GPU2610 9(config) #

Set system's .network name

SYNTAX

noip arp inspection

noip arp inspection entry interface Gigabitethernet <port
noip arp inspectifbogglag <vlian_Ilist>

nodhcp exedlduckesd [<ip_address> [<ip_address>]]

nodhcp pool <WORD>

noi p dhchp nif @lr afeapttilipand § fcy

noip dhcp server

noip dhcp snooping

noip dns proxy

noi p haldperss

noi p htt p edd awrce

noi p htt pegecure

noi p i gmpr dystpr brave

noip igmp snooping

noip igmp snooping vlian [ <vlan_Ilist> ]



i g mrpa regem

noi p igmp -undoemdiwmg

noi p nsaeever

noip route <ipv4_addr >

noi p routing

noip source binding interface

<i pudaé<gi>pv4_ngtmeacs kg ast >

noi p ssh

noip verify source

Par ameter

arp Address Resolution

inspecti omrARP inspection

entry arp inspection entry

interfacearp inspection entry

GigabitEt HerGiegtabi t Et hernet
<port_typedoird>1D in

<vlan_id>Select a VLAN id to

<mac_ucastSel ect a MAC address
<i pvd4_ucasstel ect an | P Address
vian arp inspection vilan
<vlan_Ilistaxp inspection vl an
l ogging ARP inspection vl an
dhcp Dynamic Host

execl adleld essPrevent DHCP

<ip_addredow | P address and

<WORD> Pool name in 32

<ipv4d_net mask>

t h en of/ opnooptlat t2L 6o d r

confii

Configuration

Hi gh 1P

<ipv4d_addr >

Gigabitethernet <port

Protocol

interface config

Port

s@iigati tet herne

gur e

to configure

to configure

setting
i st
|l ogging mode config

Protocol

foeornt aaisms i agahd rneys s

addr ess

characters

_typ



snoping

informat.

option

snooping

proxy

Confi

DHCP

enabl

DHCP

dDHCP

DHCP

DHCP

Do ma i

DNS p

hel mpardr esBblone

Hy per

securreedi reSadacur

secusreer verSecur

i gmp

hosptr oxy

|l eaproxy

snooping

vl an

I nter

I GMP

pool s

gent configuration

t he

option(Option 82)

Protoco

web rediction

up Management

gure DHCP address
relay a

e DHCP server
snooping
information
option

y for handling
snooping

n Name System
roxy service

text Transfer

e HTTP

e HTTP web server
net Gro

proxy configuration

| GMP proxy

Snooping

| GMP VLAN

<vlan_1|l1istvi AN

ssmange

unknofwinoo il mg@di ng

namegerver

Rout e

| Pv 4

Do ma i

none

f

or | eav

I GMP

identifier(s):

addr ess

n

<ipv4d4d_addrNet wor k

<ipvd4d_net mdstkmask

Na me

range

System

Protocol

e configuration

Vi

of

unregistered

D

Source Specific

I Pv4

mul ticast

receiving DHCP packet

a

Mul ticast

traffi

Cc



<ipvd_gat eGatyeway

routing Di sable routing for I Pv4 and | Pveé6
source source command

binding i p source binding

interfaceip source binding entry interface config

GigabitetHherGigtabi pethernet

<port_typeoird>1D in t henof/opnoonattle/lfef, ssrwiGicghabi t et hernet

<vlan_id>Select a VLAN id to configure

<ipv4d4d_ucasStex ect an | BnAdduees to c

<ipvd_net dedkxt a subnet mask to configure

<mac_ucastSel ect a MAC address to configure

ssh Secure Shell
verify verify command
sour ce verify source
EXAMPLE

VX- GPU2610 9(config)# no ip arp inspection vlan 3 logging
VX- GPU2610 9(config)# no ip dhcp relay information option
VX- GPU2610 9(config)# no ip dns proxy

VX- GPU2610 9(config)# no ip helper - address

VX- GPU2610 9(config)# no ip http secure - redirect
VX- GPU2610 9(config)# no ip igmp snooping

VX- GPU2610 9(config)# no i p name - server

VX- GPU2610 9(config)# no ip routing

VX- GPU2610 9(config)# no ip ssh

VX- GPU2610 9(config)# no ip verify source

VX- GPU2610 9(config)#



i pmc

| Pv4/ 1 Pv6e multicast configuration

SYNTAX
noi pmc pPpopbdbfl bevoamd 6>
noi pmc rEmtgrey rvamred 1 6 >

Par ameter

profilel PMC profile configuration
<Profil ewmoaarmkelBrofi l e name in 16 char's
range A range of I Pv4/1Pv6 multicast addresses for t

<Entrynwmedl®Range reamegyin 16 char's

EXAMEL

VX- GPU2610 9(config)  # no ipmc profile

i pvo6

| Pv6 configuration commands

SYNTAX

noi pv6é mipad okgsthrbegve

no pvé mld snooping

noi pv6é ml d [wlhaompdwigan_| i st> ]

noi pve mrangem

noi pv6é mld-fdmkrddwmng

noi pvé route <ipvé6_subnet> { <ipv6_ucast >
Parameter

ml d Mul ti casat Listener Discovery

nterface

he

v



hosptr oxy MLD proxy configuration

| eaproOXy MLD proxy for |l eave configuration

snod ng Snooping MLD

vian MLD VLAN

<vlan_Ilisty* AN identifier(s): VID

ssmange | Pv6 address range of Source Specific Multicast
unknofwihnoodflnagodi ng unregistered | Pv6é multicast traffic
rout e Configure static routes

<ipv6é_subrnd&dv>prefix x:x::y/lz

<ipv6_ucadtPv6 unicast adHoeabk &addrleep)| ohknext
interface Select an interface to configure

vl an VLAN I nterface

<vlan_id>VLAN identifier(s): VID

<i pv6_IlinKIPouxallolcak addrheosps of next

EXAMPLE

VX- GPU2610 9(config)# no ipv6 mld snooping
VX- GPU2610 9(config)#

| acp

LACP settings

SYNTAX

nol acp sprsitcerd § Y3 54

Parameter

syst-emi ority System priority

<1#65535> Pr i ovrail tuye , | ower means higher priority

EXAMPLE



VX- GPU2610 9(config)  # no lacp system - priority 10000
VX- GPU2610 9(config) #

1 dp

LLDP confi.gurations.

SYNTAX
nol |l dp hol dti me
nol | dp med datum
nol | dp med fast

nol | dp medt ll wcalttiionude

nol | dp medt Il v eaaditdvrioe{ country | state | countygt f-@dietiagct ijordi
| tratildeefgf i xspf 6 xapt howesseusfef i x | | an dinmafrkn g mea d|d eztijpo n al
building | apar-bmmbéer |[-{ypbapegpmmbmimimg-obop | adddei pnal

nol | dp medt Il v-adldir mn

nol |l dp medt Il wclaat omude

nol |l dp medtllwclaom@int ude

nol | dp med | mewdiicay <0~31>

nol | dp reinit

nol I dp ti mer

nol |l dp tr atheslmay si on

Par ameter

hol dt i me Sets LLDP hold time (The neighbor switch wil
di scarded the LLDP information after "hold t
mul tiplied with "timer" seconds ).

me d Medi a Endpoint Discovery.

reinit Sets LLDP reinitialization del ay.



ti

mer

t lsvel ect

t r ans mi-dsesliaoyn

dat um

fast

| ocatil on

medivd gprmo |l i cy

altitude
ci vaidedr
el-addr
latitude

l ongitude
addi tcodel
addi t-ianhal
apartment
bl

ock

building
city

country

county

Sets LLDP TX interval (The time between each
frame transmitted in seconds).

Whi ch optional TLVs to transmit.

Sets LLDP tdrealnasymi si bbDP transmission del ay
(the amount of time that the transmission of
frames wil!/l del ayed after LLDP configuration
changed) in seconds.)

Set datum to default value.

Set fast repeat count to default value.
LLDWED Location Type Length Value parameter
Use thevimpdi acy to create a policy, which
can be assigned to an interface.

Setting altitude to default.

Civic address information and post al infor ma
Set elin address to default value.

Setting Latitude parameter to default.
Setting |l ongitude to default.

Addi ti ornBEXxanmnplde: 1320300003.

Addi ti otniadn-Eiomafemp | e: Sout h Wing.

Unit (Apartheampl sui Apt) 42.

Nei ghbour hood, bl ock.

Buil di ng -(Extarmpdteur d)ow Li brary.

Ci tywnshi p,

-sEhxia m(pJGeppaenn)h a g e n .

The -tewbter | SO 3166 country code in capital
ASCIl | {Eextatneprlse : DK, DE or US.
County, parish, gun (Japan), district.



di strict City division, borough, city district, war d,

floor Fl oo&xampl e: 4.

house House nuEmxbaempl e: 21.

housiesuf fix House numbé&xampf i xA, 1/ 2.

l andmar k Landkkhaor vani-tEwxaanpdrees Lol umbia University.

|l eadstngdet ectlie@ami ng st r-eEexta mpil ree c tNi.on

name Name (residence anBExampliee Blcemmiamg )Jahn.
p-0-b 0 x Post office bBboampR.eQ. 1RGBX)5 .

pl actepe Pl ace-Bxyapnepl e: Of fi ce.

positcalmmunname Postal commuExianyplneameLeoni a.

roomumber Room nu-Bxempl e: 450F.

state Nati onal subddantsom,nsr dgit@ann ,e,province, pr e
street StreEextampl e: Poppel vej

streef fix Street-Exafmipil x : Av e, Pl at z.

traidtimagef fi x Trailing sBxarepl es:ufIW.x

zi-pode Positailp -Exdmpl e: 2791.

<0~31> Policy to delete.

EXAMPLE

VX- GPU2610 9(config)# no lldp holdtime

VX- GPU26L0- 9(config)# no lldp med location - tlv civic - addr floor
VX- GPU2610 9(config)# no Ildp reinit

VX- GPU2610 9(config)# no lldp timer

VX- GPU2610 9(config)# no lldp transmission - delay

VX- GPU2610 9(config)#

|l ogging



Syslog

SYNTAX

no ogging host

nol ogging on

Par ameter

host host
on Enable syslog server
EXAMPLE

VX- GPU2610 9(config)# no logging host
VX- GPU2610 9(config)# no logging on
VX- GPU2610 9(config)#

| oeppr ot ect

Loop protection configuration

SYNTAX
nol o@p ot ect
nol o@pw otect -shmédown
nol o@p ot ect-tti mansmi-t

Parameter

shut d-6 wme Loop protectionnsé@uvdbwn ti me
trangmimte Loop protection transmit time interval
EXAMPLE
VX- GPU2610 9(config)# no loop - protect shutdown - time
VX- GPU2610 9(config)# no loop - protect transmit - time

VX- GPU2610 9(config)#



ma C

MAC tabteies/ configuration

SYNTAX

nomac adtdméfe-tadguenh,gl@000]00>

nomac adtimbste static <mac_addrpGivd ami <é¢tplmenrtn @ty pient é sft &c e

Par ameter

addreadl e Mac terbtlreioemd i guration/ table

agi-ngme Mac address aging ti me

<0, 1000000> Aging time in seconds, O disables aging

static Static MAC address

<mac_addr > 48 bit MAC address: XX:XX:XX:XX:XX: XX
vian VLAN keyword

<vlan_id> VLAN [-4D0s9 51

interface Select an interface to configure

Gigabitether @it pakEtt hepoet

<port_type_| Pett 1U/i26to1i nGi gaet hernet

EXAMPLE

VX- GPU2610 9(config) # no mac address - table aging - time 10000
VX- GPU2610 9(config) #

monitor

Set monitor configuration.

SYNTAX

nomonitor destination



nomonitor source { interface Gigabitethernet <port_type_I
Parameter

Destinati on

sour ce The source port(s).miTrhradr edbe gttdi et dptei rotns ptoor th. el
cpu Mirror CPU traffic.
interface Mirror Interface traffic.

Gigabitet Né&i yeBbtihter net Port

<port_typeolritstlA2s6t orn nGi gabi tet hernet

EXAMPLE

VX- GPU2610 9(config)# no monitor destination
VX- GPU2610 9(config)# no monitor source cpu
VX- GPU2610 9(config)#

r

Mul ticast VLAN Registration configuration.

SYNTAX

nomvr

nomvr name <wordl6> channel

nomvr name <wordl6> frame priority

nomvr name <wordl6> frame tagged

nomvr name <woaddfessgmp

nomvr name <wearednb&u elragster val

nomvr name <wordl6> mode

nomvr vlian <vlian_I|ist>

nomvr Vvlan <vlian_Ilist> channel

nomvr vlian <vlian_list> frame priority



nomvr viam_&«vst> frame tagged

nomvr vlan <vladhdrlass > i gmp

nomvr Vvlan <v-mamb-gobesimptérmsal

nomvr vlian <vipfichashel mpadkdaeneane|mbiganedir yt er val }

Par ameter

name MVR mul ticast name

<wordl6> MVR multicast VLAN name

channel MVR channel configuration

frame MVR control frame in TX

priority I nterface CoS priority

tagged Tagged | GMP/ MLD frames wil/ be sent

i gmpddr ess MVR address configuration used in | GMP

| asmembegmue-ipnt erval Last Member Query Interval in tenths of
mo d e MVR mode of operation

vian MVR mul ticast vl an

<vlan_Ilist> MVR multicast VLAN 1|i st

EXAMPLE

VX- GPU2610 9(config) #no mvrvlan 12 mode
VX- GPU2610 9(config) #

nod4s t eppo e

Di sabl-8t N@mnPoE

SYNTAX
nono-at@mwe
nonosatemwe [ begin | exclude | include ] <line>

Par ameter



no4st eppo e Di sabl-&t N@mnPoE

| Out put modifiers

begin Begin with the |Iine that matches
exclude Exclude Iines that match
include I nclude |l ines that match

<line> String to match output | ines
EXAMPLE

VX- GPU2610 9(config) #no non-stop - poe
Non- Stop - PoE Status : Disable
VX- GPU2610 9 (config) #

nt p

Configure NTP.

SYNTAX

nont p

nont p sedHhwer <1

Par ameter

server Configure NTP server
<15 > i ndex number

EXAMPLE

VX- GPU2610 9(config)  # no ntp server 2
VX- GPU2610 9(config) #

po e

Power Over Ethernet.

SYNTAX



nopofkpicnhgeck | { [ -1rsof)i I}« h]i p(e piobt<1
Parameter

pi prcgh ec k Enabl e POE Ping Check.

profile erase poe scheduling profile

r e b ecohti p erase al/l poe reboot scheduling
i d erase poe scheduling profile id
<16 > proffremid to 16

EXAMPLE

VX- GPU2610 9(config)# no poe profile id 1
VX- GPU2610 9(config) #

pofstecurity

Enabl e/ disable port security globally.

SYNTAX

noposecurity

nopostcurity aging

nopostcurity aging ti me

Par ameter

aging Enabl e/ disable port security aging.

ti me Time in seconds between cheaddfeoessactivity on | eal

EXAMPLE

VX- GPU2610 9(config) # no port - security aging time
VX- GPU2610 9(config) #



privilege

Command privilege parameters

SYNTAX

nopri vitegeeéwvel5x0<|linel28>

Parameter

<cword>Valid wordsvlamé '""comifioglur evéxaadh'cpi ntperroffaiclee’ ' i pmc
l i ne'-hd Sste‘mmgpgr '

l evel Set privilege |l evel of command

<@15> Privilkeegte

<l inel?28nmni ti al valid words and |itté@Baksaohctkrescommand t ¢
EXAMPLE
VX- GPU2610 9(config) # no privilege config -vlan

VX- GPU2610 9(config) #

gos
Quality of Service
SYNTAX

nogomsap <esp7x0dpl 0

nogomapdgecp as|gskcpos |-egsepsans| at-i ogrté¢rsashssdpaf6idecsd | af 11 | a
| af13 | af21 | af22 | af23 | af31 | af32 | af33 | afd4l
va ]

nogos gXx%e6 1

nogostorm [ broadcast | mul ticast | uni cast ]



Par ameter

ma p

gc

st

e

orm

cosscp

dscpl assi fy

af

af

af

af

af

af

af

af

af

af

af

af

cQOo s

Gl obalMa@d STabl e

QoS Control Entry

Storm policer

Map for COS to DSCP

Map for DSCP classify enabl e

Map for DSCP to COS

cepgr etsrsans| aMawmnf or DSCP egress transl ation

cipngr-esans| aMapnf or DSCP ingress transl ation

~7>

43

Specific class of service or range

Specify drop precedence | evel

Specific drop precedence | evel or

Specific DSCP or range
Assur edr cciomgvaPHB AF11( DSCP 10)
Assured Forwarding PHB AF12(DSCP 12)
Assured Forwarding PHB AF13(DSCP 14)
Assured Forwarding PHB AF21(DSCP 18)
Assured Forwarding PHB AF22(DSCP 20)
Assured Forwarding PHB AF23(DSCP 22)
Assured Forwarding PHB AF31(DSCP 26)
Assured Forwarding PHB AF32(DSCP 28)
Assured Forwarding PHB AF33(DSCP 30)
Assured Forwarding PHB AF41(DSCP 34)
Assured Forwarding PHB AF42(DSCP 36)

AssuFedwarding PHB AF43(DSCP 38)

Default PHB(DSCP 0) for best effo

rt

range

traffic



1~256

broadcast

mul ticast

uni cast

EXAMPLE

Cl ass

Cl ass

Cl ass

Cl ass

Cl ass

Cl ass

Cl ass

QCE |

Polic

Polic

Polic

VX- GPU2610 9(config)# no qos storm unicast

VX- GPU2610 9(config) #

radises ver

Configure RADI US

SYNTAX

noradsesver

noradsesver

nor adsesver

65535> ]

Sel ctor PHB CS1 precedence
Sel ctor PHB CS2 precedence
Sel ctporeckRHBR NC®3 3( DSCP 24)
Sel ctor PHB CS4 precedence
Sel ctor PHB CS5 precedence
Sel ctor PHB CS6 precedence
Sel ctor PHB CS7 precedence
ited Forwarding PHB(DSCP 46)
Admit PHB(DSCP 44)

D

e broadcast frames

e multicast frames

e unicast frames

{32 | 4 | 95}

attribute

deadt i

me

1(

2 (

4 (

5 (

6 (

7(

DSCP

DSCP

DSCP

DSCP

DSCP

DSCP

h o s2t5 5{> <wo<ridplv 4 _ucast > -plor<tbp<6085uc-psftagof

8)

16)

32)

40)

48)

56)

aut



noradsesver Kkey

noradsesver retransmit

noradsesver timeout

Par ameter

Attribute

deadti me Ti me to s

host Speci fy a

key Set RADI US

retransmitSpeci fy t

ti meout Time to wait for

EXAMPLE

VX- GPU2610 9(config)  # no radius

VX- GPU2610 9(config)# no radius
VX- GPU2610 9(config)# no radius
VX- GPU2610 9(config)# no radius
VX- GPU2610 9(config)# no radius
VX- GPU2610 9(conf ig)#

rmon

Remote Monitoring.

SYNTAX

nor mon aadabamBGs535>

no moenve<ptvVerni#t 5535 >

Par ameter

alarm Config

event Config

<al arlm® 5535> Al arm

top wxirvera thAall W esn' t

RADI US

he number

server

encryption

of

key

retries

a RADI US

- server attribute 4

- server deadtime

- server key

- server retransmit

- server timeout

ur e an

ur e an

entry

RMON

RMON

D

al arm

event

respond

active

server

reply



<even65535> Event entry I D

EXAMPLE

VX- GPU2610 9(config)  # no rmon alarm 1000
VX- GPU2610 9(config) #

| ow

Statistics fl ow.

SYNTAX

nosfl ow-igpgent

nosfl ow caddreecstsor

nosfl ow cpdritect or

nos f | owd antax gsriazne

nosfl ow ti meout

Par ameter

age-hp Sets the agent | P aaddddrreessss usnedUDaPs agent
datagrams to 127.0.0. 1.

col | eacdtdorress Col |l ector address

col | epcotrotr Coll ector UDP port

maxat agsiame Maxmum datagram si ze.

ti meout Receiver timeout measured in seconds. The sw
decrements the timeout once per second, and
it i-semo@,n the receiver receives sampl es. Onc
the timeout reaches 0, the receiver and all
configuration is reset to defaults.

EXAMPLE



shmperyver

Enabl e SNMP

SYNTAX
nosnmper ve
nosnmper ve
nosnmper ve
nosnmper ve
Nnosnmper ve
nosnmper ve
Nnosnmper ve
nos n mpevre r
Nnosnmper ve
nosnmper ve
Nnosnmper ve
nosnmper ve
Nnosnmper ve

Par ameter

VX- GPU2610 9(config)# no sflow agent -ip

VX- GPU2610 9(config)# no sflow collector - address

VX- GPU2610 9(config)# no sflow collector - port

VX- GPU2610 9(config)# no sflow max

- datagram - size

VX- GPU2610 9(config)# no sflow timeout

VX- GPU2610- 9(config)#

access

server
r

r &coepasamed32> model { v1 | v2c | v3
rrcommunity v2c

rr com@ommunwo §dx27>

r contact

r -edgioaedl

rChhmo®Bdr k3 2 >

|l ocati on

r sg@couptwmodel { v1iSpculctwoméd82>name

r trap

rUusieemawoer d:3 2 > -iedfEg<igh @veod rdd3t20>

r version

r Vive ewanwoer d:3Qi>d s<u bwareck2 55 >

access configuration

<Gr oupnawwer dd3group name

mo d el

security model

<



noauth

community

contact

engimnad

host

|l ocati on

secudt igtryoup

version

<Communi ty

|l ocal

<Conf Name

mo d e

name

vl security mode

v2c security model

v3 security mode

angecurity model

security | evel

aut hNoPriv Security Level

noAut hNoPriv Security

aut hPriv Security Level

Set the SNMP community

Clear the SNMRtaenvernr'rs ng

Set SNMP engine I D

Set SNMP host's

Clear the SNMP server's

secutrgtgup configuration

Set drapnfigurations
user who can access SNMP
Set the SNMP server's versi

MI B view configuration

word1l27>
Set

SNMP | ocal engine | D

WNamd3d®$F the host

security model

vl security mode
v2c security model
v3 security mode
security wuser

Level

configurations

configuration



<SecurityName

<Username : wo rna8rkde

e n g i-inde

s evou rdi3t2y> user name

orf us e

engine | D

<Engineid-32>wordnd@i ne I D octet string

<Vi ewname

<Oidsubtree

EXAMPLE

VX- GPU2610 9(config)# no snmp
auth

VX- GPU2610 9(config)# no snmp
VX- GPU2610 9(config)# no snmp
VX- GPU2610 9(config)# no snmp
VX- GPU2610 9(config)# no snmp
VX- GPU2610 9(config)# no snmp
name 1 32

VX- GPU2610 9(config)# no snmp
VX- GPU2610 9(config)# no snmp

spannt mage

STP Bridge

SYNTAX
no spadmierdgge -bpduer
no spanmiedgge -hpdud
no spad+#rmieregd e

worMISR >yi ew name

wMIr Bl 2\6i5eew  OI D

- server access 333 model any level

- server community v2c

- server engined - id local
- server host 333

- server location

- server security - to - group model v2c

- server trap

- server version

nospannti meget <instance> priority

no

no

no

spanamiemeg <instance> vl an

spanamiersg f otriwaer d

Sspafimiereg +4nage



no spa#mieeg MmMayps

nNo spadmieleg name

no spa#mierecovery interval

No spadmieregan somidb uh't

Par ameter

edge Edge ports

mo d e STP protocol mo d e

ms t STP bridge instance

recovery The error recovery timeout
transmit BPDUs to transmit

bpdfui I ter Enabl e BPDU filttxér x)stop BPDU
bpdguard Enabl e BPDU guard

<l nstanfn/icce : Dnstanfce(CIG®BT=0, MST2=1...)
priority Priority of the instance
forwari the Del ay between port states
maxa g e Max bridge age before timeout
maxhops MSTP bridge max hop count
name Name keyword

vian VLAN keyword

interval The interval

hotlcdount Max number of transmit BPDUs per sec

<Hol dcoWmMt> : 1-10 per sec, 6 is defaul't

EXAMPLE



VX- GPU2610 9(config)# no spanning - tree edge bpdu - filter

VX- GPU2610 9(config)# no spanning - tree mode

VX- GPU2610 9(config)# no spanning -tree mst max - age

VX- GPU2610 9(config)# no spanning - tree recovery interval

VX- GPU2610 9(config)# no spanning - tree transmit hold - count

VX- GPU2610 9(config)#

switcmag@agement

SwitchAl ert Management configuration

SYNTAX
noswitch2mgage memtbment e f @icgabi t E«henrmmettype_1ist >

Par ameter

p o#fta me Interface specific description
interface Select an interface to configure
* Al switches or Al ports

GigabitEthermheGigabit Ethernet Port
<port_type_| Pett list for all port types
<port_type_| Pett 1/i26t i n

EXAMPLE

VX- GPU2610 9(config)# no switch2go - management port - name interface *

VX GPU2610 9(config)#

system



Set the system

SYNTAX

nosystem |

Par ameter

contact |

description

contact Clear the SNMRtaenrvert'Ts
descriptidndear the system desc

| ocation Clear the SNMP server's
name Clear the SNMP server's
reboot erase all Switch Reboot
EXAMPLE

VX- GPU2610 9(config)#
VX- GPU2610 9(config)#

t acascesr ver

no switchport vian mapping 1 12

Configure.TACACSH+

SYNTAX
no tasacweradt
no tasacws®rst
no tasacwkery
no tasacgermeo

Par ameter
deadt i me

host

i me
<host _name> [ port
ut
Time to stop using
Specify a TACACS+

description |

ription

|l ocation

ng

stri

|l ocation

system model

schedul i

<port> ]

a TACACSH+

server

ng

stri

ng

name

ng

server

name

rebc

stri

t hat

(



<Host name -255n0rHidst name or | P address

key Set TACACS+ encryption key
ti meout Time to wait dervar TACACSp!| y
key Server specific key (overrides default)
port TCP port for TACACS+ server
ti meout Time to wait for this TACACS+ server to re
<Por t6 5:5 3% > TCP port number
EXAMPLE
VX- GPU2610 9( config)# no tacacs - server deadtime

VX- GPU26L0- 9(config) # notacacs - server host 192.168.1.1 port 10000
VX- GPU2610 9(config)# no tacacs - server key

VX- GPU2610 9(config)# no tacacs - server timeout

VX- GPU2610 9(config)#

upnp

Set URmMM'fd gurati ons.

SYNTAX

noupnp

noupnp adwaurtdtsiinrmg

noupnp ttl

Par ameter

adver tdwriatgi dret advertising duration
ttl Set TTL value

EXAMPLE



VX- GPU2610 9(config)# no upnp advertising - duration
VX- GPU2610 9(config)# no upnp ttl
VX- GPU2610 9(config)#

user name

Establish User Name Authentication.

SYNTAX

nouser namer< awnoer d:31>

Par ameter

<Username : Weed3mhame all ows | etters, numbers and unders

EXAMPLE

VX- GPU2610 9(config) # no username admin
VX- GPU2610 9(config)  #

vl an

VI an commands

SYNTAX

novl an protocol -Oxf{f feft>h?2 {ar<p x|6 0i0p -Qx fifpfxf f|f >at| }r f}c |10{4 2s na
<Ox00x f fff> }OXFf f{>0xbck 8<0}x0 group <wordl6>

novl an { [ -ceushtpoor ypé ¢$ <vlan_1list> 1}
Par ameter

protocol Protbasekd VLAN commands

et h2 Et hedbmaseed VLAN commands
<0Ox6MOf f ffBt her Type( ROXFEFEFFOX 600
arp Et her Type is ARP

i p Et her Type is I P



i pX Et her Type is | PX

at Et her Type is AppleTalk
snap SNABased VWAN gro

<Ooxox fffff$3NAP OUI (Rang@XBRBBBBPO
rfc_1042 SNAP OUI is rfc_1042
snap_8021MWNAP OUI is 8021h
<0Oxx f fff>PI D (Ran@&:FFFEX¥Q

1 c LLB&ased VLAN group

<0 xx f f > DSAP (RangexFBXO0O

<0 x0x f f > SSAP (Rang@xFBXO0O0

group Prot-besekd VLAN group commands
<wordl16> Group Name -IRarcdear akters)
<vlian_1listvtan | i st

ethertype

s-cust-por t

EXAMPLE

VX- GPU2610 9(config)# no vlan 3
VX- GPU2610 9(config)# no vlan ethertype s - custom - port
VX- GPU2610 9(config)#

VvVoi ce

Voice appliance attributes.

SYNTAX
novoi ce vilan

novoi ce vVvlktainmeagi ng



novoice vlan cl ass

novoi ce vlan oui <oui >

novoice vlian vid

Par ameter

vian VI an for voice traffic
agi-hgme Set secure |l earning aging ti me
class Set traffic class

oui OUlI configuration

<oui > Traffice class value

vid Set VLAN I D

EXAMPLE

VX- GPU2610 9(config)  # no voice vlan vid

VX- GPU2610 9(config)# no voice vlan class

VX- GPU2610 9(config)# no voice vlan aging - time
VX- GPU2610 9(config)#

we b

We b .

SYNTAX
no wmgermivilege group [ <group_name> ] level

Par ameter

privilege Welprivilege

group Web privilege group

<CWOR®D Valid words are ' Aggreg®dti iagm'ostbDelsug’ "Dhcp_
EEBCARBVR® 6 Gr een_Et hernet' 1 P2 "I PMC_Snoo

'"LooPprotect’ ' MAC_Tabl e’ ' MEP' ' MVR' "'Mai nt en



"Mirroring' "NTP' ' POE' "Ports'’ "Private_VLA

'"RPC' '"Security'’ "Spanning_Tree' 'System' T
"UPnP' "VCL' "VLXNXREP ' Voice_ _VLAN
"sFl ow'

l evel Web privilege group | evel

EXAMPLE

VX- GPU2610 9(config)  # no web privilege group LACP level
VX- GPU2610 9(config) #

nod4st eppo e

Enabl eStNoopn Po E

SYNTAX

no4st eppo e

no4st eppo e| [ begin | exclude | include ] <line>
Parameter

no4st eppo e Enabl eStNoopn Po E

| Out put modifiers

begin Begin with the |Iine that matches
exclude Exclude Iines that match
include I nclude |l ines that match

<l i>ne String to match output | ines
EXAMPLE

VX- GPU2610- 9 (config)# non- stop - poe
Non- Stop - PoE Status : Enable
VX- GPU2610- 9 (config)#



ntp
Configure NTP
SYNTAX
ntp
ntper vebr> g@tipdress <hostname>
ntper vebr> dtpdr ess <ipv4 _ucast >
ntper ved> gtipdr ess <ipvé6é_ucast >
Par ameter
server Configure NTP server
<15> index number
imddress ip address
<ipv4d4d_ucastpv4 address
<ipv6_ucastpw6 address
<hostname>xomain name
EXMPLE

VX- GPU2610 9(config)# ntp server 3 ip - address 192.168.1.1
VX- GPU2610 9(config)#

poe

Configure poe

SYNTAX
poeiwtdhheck { enable | disable }
poerofile id <id> name <entry_name>

poerofile i d<h<oiudr> v{0OO[_OSutho_23> <min_v00_O_to_55> <hour

[ Mon <hour_v10_0_to_23> <min_v10_0_to_55> <hour _v11_

<hour _v20_0_to_23> <min_v20_0_to_55> <hour_v21_0_to_23>

<hour Ovi®m_23> <min_v30_O0O_to_ 55> <hour_v31 _0_to_23>

<min_v40_0_to_55> <hour _v41l _0_to_23> <min_v4l _0_to_55>

_vo0o1

_to._

<

n \

I

<hour _v51 _0_to_23> <min_v51_ 0_to _nbb5n> v]60_0Satto _<5h5c>u r< hvo6uOr__Ov_6t

<min_v61l _0_to_55> 1 1}



poeebadhti p mode { enable | disable }

poeebaedwti p { [ Sun <hour_vO00_O0_to_23> <min_v00_O_to_55> ]

<min_v10_0_to_55> ] [ Tue <hour _v2d&dd O<hour3w3&mil nt ¥y2D3HD _t

<min_v30_0_to_55> ] [ Thr <hour _v40_0_to_23> <min_v40_0_t

<min_v50_0_to_55> ] [ Sat <hour _v60_0_to_23> <min_ve60_0_t

Par ameter

pi Acgheck Enabl e/ Di sabl e POE Ping Check.

profile poe scheduling profile

r ebecohti p poe schedules to reboot PoE chip

di sabl e Di sabl e POE Ping Check.

enabl e Enabl e POE Ping Check

i d poe scheduling profile id

<profitleél>d pokcheduling profile id, from 1 to 16

Froi Configure PoOE Power scheduling on Friday

Mo n Configure POE Power scheduling on Monday

Sat Configure PoE Power scheduling on Saturday

Sun Configure POE Powenrdaycheduling on Su

Thr Configure POE Power scheduling on Thursday

Tue Configure PoOE Power scheduling on Tuesday

We d Configure POE Power scheduling on Wednesday

name poe scheduling profile name, the name | ength is
mod e Configure poe reboot mode

<v_hou23> 0 staethdur

<v_mini-bbe :stthemmd ni ute, value must be multiples of 5

EXAMPLE

VX- GPU2610 9(config)# poe ping - check enable
VX- GPU2610 9(config)#
pofstecurity
Enabl e/ disable port security globally.
SYNTAX

pofstecurity



pr

pofstecumigi ng

pofsttcumigiwg time <v_10_to_10000000>

Par ameter

aging Time in seconds between check for activity o
ti me Time in seconds between check for activity o
<14000000G=conds

EXAMPLE

VX- GPU2610 9(config) # port - security agin time 1000
VX GPU2610 9(config) #

ivilege

Command privilege parameters.

SYNTAX

pri vi{l exeec | convfliagnur|e I|i ncew h|l& ni gnjt reior pf latceeh ¢|s SidMst g dhcp
pool | -prrfod28944 } | evel <privilege> <cmd>

Par ameter

contfvil@an VLAN Configuration Mode
configure Gl obal configuration mode
dhcmpool DHCP Pool Configuration Mode
exec Exec mode

i-¥1 an VLAN I nterface Mode
interfacePort List Interface Mode

i pmecrofilel PMC Profile Mode

l'ine Line configuration mode
rfc2pddfi REC2544 Profile Mode

s nmphso st SNMP Server Host Mode

st-@ggr STP Aggregation Mode

n

n



l evel Set privilege |l evel of command

<Ll ME I nitial valid words and |itechhs' oef the command t
EXAMPLE
VX- GPU2610 9(config)# privilege config - vlan level 10 LINE

VX- GPU2610 9(config)# privilege configure level 10 LINE
VX- GPU2610 9(config)# privilege dhcp - pool level 10 LINE
VX- GPU2610 9(config)#

gos
Table : configure 17 gos Com mands
Command Function
map Global QoS Map/Table
gce QoS Control Entry
storm Storm policer
ma p

Gl obal QoS. Map/ Tabl e

SYNTAX

gosap <€desp <O0~dplodpd &OPsppNOSH3I> | { be | afll | afl2 | a
| af31 | af32 | af33 | af41l | af42 | af43 | c¢cs1 | cs2 |

gosmap dolcpssddypNOm63> jaf{llb¢ pf12 | afl3 | af21 | af22 |
| af42 | af43 | ¢s1 | ¢s2 | ¢s3 | ¢cs4 | ¢cs5 | ¢cs6 | cs7

gosap dosacpd{scpNOm63> | { be | afl1l | afl12 | afl3 | af21

af42 | afd43 | c¢csl1 | ¢cs2 | c¢s3CodsOers4 dlplecxdp|l >cs6 | c¢cs7 |

gomap desgrrpagsans| atsicpmM@®Om6e<3> | { be | afl11l | afl1l2 | afl3 |
| af33 | af41 | af42clsdaffd48sph ¢stBElIO¢slzsPpocHpaBHOB>vh } }

{ be | afl1l12 | afl12 | af13 | af21 | af22 | af23 | af31l |

| ¢cs7 | ef | wva } }

gomap disrcrtersasns | abtsicoM@me3> | { be | afl1l | afl2 | af1l13

| af33 | af41 | af42 | afd43 | c¢csl1 | DesBN@P@®BB8s3 || {cHe | af$



af12 | af13 | af21 | a|f 2a2f 41 a|f 2a3f 42 a|f 3alf 43 a|f 3c2s 1] |a fc3s32 |

Par ameter

cosscp Map for cos to dscp
dscpl assi fy Map for dscp classify enabl e
ds cpo s Map for dscp to cos

dscegr etsrsans| atiManp for dscp egress translation

dscipngr-esansl atiMap for dscp ingress transl ation

dpl Specify drop precedence | evel

<Dpl : 0~1> Specific drop precedence | evel or range
dscp Specify DSCP

<Dscp Nu-603 > Specific DSCP

cos Specify class of QoS

<Cos-7> 0 Specific class of QoS

af 11 Assured Forwarding PHB AF11(DSCP 10)
af 12 Assured Forwarding PHB AF12(DSCP 12)
af 13 AssuFedwarding PHB AF13(DSCP 14)

af 21 Assured Forwarding PHB AF21(DSCP 18)
af 22 Assured Forwarding PHB AF22(DSCP 20)
af 23 Assured Forwarding PHB AF23(DSCP 22)
af 31 Assured For waR3dli(nDgS CPPHB2 6)

af 32 Assured Forwarding PHB AF32(DSCP 28)
af 33 Assured Forwarding PHB AF33(DSCP 30)
af 41 Assured Forwarding PHB AF41(DSCP 34)
af 42 Assured Forwarding PHB AF42(DSCP 36)

af 43 Assured Forwarding PHB AF43(DSCP 38)



be Default PHB(DSCP 0) for best effort traffi

cs1 Class Selector PHB CS1 precedence 1(DSCP ¢
cs?2 Class Selector PHB CS2 precedence 2(DSCP
cs3 Class Selector PHB CS3 precedence 3(DSCP
cs4 Class Selector PHB CS4 precedence 4(DSCP
csb5 Class Selector PHB CS5 precedence 5(DSCP
cs6 Class Selector PHB C864Bg)ecedence 6(DS
cs7 Class Selector PHB CS7 precedence 7(DSCP !
ef Expedited Forwarding PHB(DSCP 46)
vV a Voice Admit PHB(DSCP 44)

EXAMPLE

VX- GPU2610 9(config) # qgos map cos -dscp5 dpl 1 dscp
20
VX- GPU2610 9(config)  #

gce

QoS Control Entry.

SYNTAX

gogce refresh

gogce { [ updAagGe&e> ][ J{dka@BEt X | last ] [ ingress interfac
<PORT_LI ST> ] [ tag { tagged | untagged | any DAl [: vid
0-1> | any } 1 [ smac { <matypdd{>uhieast>|| mahyitapt[ | dm
[ frametype [{ {any@x B0, 60kxg8p0dlc , Ox 86 €& > | any }O0XNffl> ]| {ady c
[ ssapx{f=0] any -pxifp foabyo}-0kf&Of>{]| samp I -X55F0[|] { ip
tcp | udp | anybnlet]> [| sainpy {} <i plvd4dsscup { <0~63> | { be | =&
af31 | af32 | af33 | af41 | afd42 | af43 | ¢csl1 | ¢cs2 | <cs

any } ] [ sport { <006658835>||aany} } ] }2[55d>p of tticppv § [u dppr oft
[ sip { <ipv4d_subnet> | any } 1 [ dscp { <0~63> | { be |
af41 | af42 | af43 | c¢cs1 ||]csad } ¢£sa@8ny EtshH [ epbrt €s80¢t
{ <0~65535> | any } -T>}]}défaublst }|lohddf dwplcté 8>¢]0 <[Q dbsec p {a



af12 | af13 | af21 | af22 | afR3c¢$4laf3ds?2 @paf8L3 || ad 88 |
va } | default } 1 } 1]

Par ameter

<l d-256% QCE 1|1 D

refresh Refresh QCE tables in hardware
updat e Update an existing QCE

action Specify action

dei Speci fy pDEIl i(gDrbd e I ndicator)
dmatype Specify DMAC type

frametype Specify frame type

ingress Il ngress interfaces

| ast Pl ace QCE at the end

next Pl ace QCE before the next QCE I D
pcp Specify PCP ((PRrindanity Code

s mac Speci fy SMAC. I-dfi p'qoiss qgsceet ,dntalci s parameter spec
tag Specify tag options

vid Specify VLAN 1D

cos Specify class of service

dpl Specify drop precedence | evel
dscp Specify DSCP

cos Specify class of service

<Cos-7> 0 Specific class of service

defaul t Keep default class of service
<Dpl-1> 0 Specific drop precedence | evel
defaul t Keep default drop precedence | evel

N

Dscp63>0 SpeciSdPrc D



af 11

afl12

af 13

af21

af 22

af 23

af 31

af 32

af 33

af 41

af 42

af 43

defaul t

alry

broadcast

mul ticast

Cl ass

ed Forwarding PHB AF11(DSCP

ed Forwarding PHB AF12(DSCP

ed Forwarding PHB AF13(DSCP

ed Forwarding PHB AF21(DSCP

ed For waF2d2i(nyS (PPHR 0 )

ed Forwarding PHB AF23(DSCP

ed Forwardi

ng PHB AF31(DSCP

ed Forwarding PHB AF32(DSCP

ed Forwarding PHB AF33(DSCP

ed ForwardB6B ®HB AF41(D

ed Forwarding PHB AF42(DSCP

ed Forwarding PHB AF43(DSCP

lt PHB(

Sel ect

Cl aSesl ector

Cl ass

Cl ass

Cl ass

Cl ass

Cl ass

Keep

Sel ect
Sel ect
Sel ect
Sel ect
Sel ect

def aul t

Expedited Fo

Voi ce

Any

Admi t

Broadcast

Mul t i

cast

DSCP 0) for best effo

or PHB CS1 opr

PHB CS2 precedence

or PHB CS3 pr

or PHB CS4 pr

or PHB CS5 opr

or PHB CS6 opr

or PHB CS7 opr

DSCP

rwardi ng PHB(

PHB(DSCP 44)

ecedence

ecedence

ecedence

ecedence

ecedence

ecedence

DSCP 46)

10)

12)

14)

18)

22)

26)

28)

30)

36)

38)

rt traffic

1(DSCP

2(DSCP 16)

3(DSCP

4(DSCP

5(DSCP

6(DSCP

7(DSCP

8)

24)

32)

40)

48)

56)



uni cast Uni cast

etype Et hernet frames
i pvi4 | Pv4 frames
i pve6 | Pv6e frames
1 c LLC frames
snap SNAP frames

<Etype :0xoX€Q-OxB®dc, Ox&Faeafdef > Speci fic EtherType

interfacelnterfaces

<Next256> The next QCE 1|D

<Pcp : pcp> Specifie)POR (Flp iRBRe 4(706-300-T) 4
<Smac : mac_8ddcbkfic -5KHAXXXKXXXX)

tagged Tagged frames only

untagged Unt agges frames only

<Vid : vlian_Bpsetkfic VLAN I D or range
interface I nterfaces

GigabitethertheGigabit Ethernet Port

<PORT_LI ST> Port 1/t2s6to1i nGi gabitethernet

EXAMPLE

VX- GPU2610 9(config) # qos qce 100 vid any
VX- GPU2610 9(config) #

storm
Storm policer.
SYNTAX
gostorm { wunicast | Rattj2adgt1 8| 16r8ad64as128, 256,512, 1024

Par ameter



broadcast Police broadcast frames

multicast Police multicast frames

uni cast Police unicast frames

<Rate : 1,2,4,8,16,32,Bdliled8r 26&t &1Q2ddfoaul>t f ps)
kfps Rate is kfps

EXAMPLE

VX- GPU2610 9(config) #qos storm broadcast 256 kfps
VX GPU2610 9(config)  #

radises ver

Configure RADI US

SYNTAX

radisies mdrnt ri but 53%2 <l inel

radises et ri bute 4 <ipv4d _ _ucast >

radisey wmdrt ri bute 95 <ipv6_ucast >

radisey Weradt i-in€4 32

radises vheorst { -2&6wor d1 <i pv4_ucast>-por<tbpB5rmc-peftag@f auth
65535> ] [1@00neojut[ <HeOtOr0a>n simi[téBely ] <l i nel

radises kery <63nel

radises vernr randind > <1

radises vemeo-6008 2

Par ameter

Attribute

deadt i me Time to stop using a RADIUS server that does

host Specify a RADIUS server



key Set RADIUS encryption key

retransmit Specify theehumbertofactive server

ti meout Time to wait for a RADIUS server to reply

<Minutd4d440>1Ti me in minutes

<Host4 : i pvAPudaatddress

<Host6 i pvbPuéb6aatddr ess

<Host Name -255vH081name

acetort UDP poRADKFWO$ accounting server

autphor t UDP port for RADIUS authentication server
key Server specific key (overrides default)
retransmit Specify the number of retries to active serv
ti meout Time to waiRADAI®IS skirver to reply (overrides
<Aut hPo&5535DP port number

N

SecondlsO00>Wait time in seconds

<Key :68%PnelThe shared key

<1-1000 > Number of retries for a transaction
EXAMPLE

VX- GPU2610 9(config) # radius - server host device key 12
VX- GPU2610 9(config) #

rmon

Remot e Monitoring

SYNTAX

rmoal ar 56B5> <WORD47483647> { absedlhutees Hdl4ddke4k]R648  ri sing
2147483646755 3[5><Ck hfr @ls lRidmgr 48-364B48364675>53[5><0 { [ rising |



both ] }

rmoal ar 56B5> { i fl nOct|letisf I|nNUclansUcPasttsPklt si f1 nDi scar ds |
iflnUnknownProtos | 1ifOutOctets | ifOutUcastPkts | ifOut
2147483647> { absealhutees d|4dded48264B48 F6 467>5 3[5 >< Ot fefsarloH idn
214748364848364675>53[5><0 { [ rising | falling | both ] 1}

rmoemven#t56B5> [ log ] [ trap <wordl127> ] { [ description

Par ameter

al arm Configure an RMON al arm
event Configure an RMON event
<16 5535> Almrentry | D

<WORD> MI B object to monitor

<12147483647>Sample interval

absolute Test each sample directly

del t a Test delta between sampl es

ri st hgesholdConfigure the rising thresholdd

<2147483648483647>ising threshold value

<6 5535> Event to fire on rising threshold crossing
fal ihmeshol dConfi gure the falling threshold
<2147483648483647> alling threshold value

rising Trigger alarm when the first value is | arger
falling Trigger alarm when the first value is | ess t
both Trigger alarm when the first value is | arger

falnlg threshold (default)

i fl nOctets The total number of octets received on the i

i flnUcast Pkt $he numbecrasof puanciket s delliawemregprtod ox ohi gher

i fl nNUcastPkiThe numbercadt banmdadmu packets delliayweregrtod ox C

i flnDi scardsThe number of inbound packets that are disca



i flnErrors The number of inbound packets that contained

del i vernalli4gawer protocol

i flnUnknownPiTheoesumber of the inbound packets that were

ursupport protocol

i fOut Octets The number of octets transmitted out of t he

i f OuttURlatss The numbecrasof puancikets that request to transmi

i fOut NUcast PEhe numberc aodt bamdadmulptaickets that request to

i fOut Discard¥he number of outbound packets that are disc

i f OErrors The The number of outbound packets that coul
errors
<uint > i fl ndex

<12147483647>Sample interval

absolute Test each sample directly

del t a Test delta between sampl es

ri st hgesholdConfigure the rising thresholdd

EXAMPLE

VX- GPU2610 9(config)  # rmon alarm 10000 ifInErrors 10 9999 absolute rising -
threshold 0 falling - threshold 0 both
VX- GPU2610 9(config) #

sfl ow

Statistics flow

SYNTAX
sflageinpi gv4 <ipv4d_addr > } i pvé <ipv6_addr >
sflowl |laddoess{ <ipv4d_addr > | <i pv6_addr > 1}

sflowl | pot b# 5 %535 >

sfl mansdat agsriazne [ receiver -14r6a8rrge _| i st > ] <200

sflwoiwmeout [ receiv2YI4%4&a3@4L7*ist> ] <0



Par ameter

age-hp The agent | P addraedsdsr eusssedianaslgPRyrasnt Def aults to | P

addr ess.

|l pv4 i pvd address

| pv 6 i pvé address

<ipv4_addr> ipv6 address

<ipv6_addr> ipv4d address

col | eacdtdorress Col |l ector address
col I epcotrotr Coll ector UDP port
<16 5535> Port Number

maxat agsiame Maxi mum datagram si ze.

<20104 6 8 > Bytes

ti meout Receiver timeout measuredciemseecondbBe Thmesw
second, and tasi-sleanmgn @ashe receiver theetvmeosbmpbeashe®Onoe
and aclolnfiitgsturati on is reset to defaults.

<02147483647>Number in seconds

EXAMPLE
VX- GPU2610 9(config)  # sflow agent - ip ipv4 192.168.1.2
VX- GPU2610 9(config)# sflow collector - port 3
VX- GPU2610- 9(config)# sflow max - datagram - size 333

VX- GPU2610 9(config)# sflow timeout 3333
VX- GPU2610 9(config)#



smtp

Set emai

SYNTAX

smtiel et e

| i nformat.i

on

mai 6addr ess

smtdel prteet urhpsemder

smtrpai | add+6 esvso r<dl4 7 >

<1

server

smt(peturhpaemder <wosd“haVvVer

smtypser name

Par ameter

del e

mai |

<wor

<wor

te

ad

d4

d4

d4

d3

Del et e ¢

dregLonfigur

pattonfigur

Configur

Configur

me Configur

©
[«3)
—
]
D
(0]
—
(0]
-

<<whoor r dd3311>>

ommand

add

pat

act

act

act

act

act

)

addr

es

rn

n

user name

s

path
ame
ssword
scribi
scribi
scribi
scribi
scribi

ng

ng

ng

ng

ng

]

mai |

addr ess

returnpath

sender
emai | server
user name



<word31> Configure email password

EXAMPLE

VX- GPU2610 9(config)# smtp delete mailaddress 1
VX- GPU2610 9(config)# smtp delete returnpath
VX- GPU2610 9(config)#



snmperver

Set SNMP server's configurations

SYNTAX

snmperver

Table : configure T snmp -server Com mands

Command Function

access access configuration

community Set the SNMP community

contact Set the SNMP server's contact string
engine -id Set SNMP engine ID

host Set SNMP host's configurations
location Set the SNMP server's location strin g
security -to-group security -to-group configuration

trap Set trap's configurations

user Set the SNMPVv3 user's configurations
version Set the SNMP server's version

view MIB view configurat ion

access

access configuration.

SYNTAX

snmper wmwerceS&sodpName d:32> model { v1 | v2c

<Vi ewNawrer d 255> Wr it evNaaoneed <55 > ]

Par ameter

<GroupName : wogrdB®p name

mod el security model
any any security model
v 1 vl security model

v2c v2c security model



v 3 v3 security mode
| evel security | evel
aut h aut hNoPrivteSeturity
noauth noAut hNoPriv Security Level
priv aut hPriv Security Level
read specify a read iew for the
write specify a write view for the
<Vi ewName worrd2&éd >vi ew name
<WriteName wowrdi2tSeénsavmes w
EXAMPLE
VX- GPU2610 9(config) # snmp - server access text model v2c level
noauth write text
VX- GPU2610 9(config)  #
community
Set the SNMP community.
SYNTAX
snmper wemmuni tGonnmuwnwbyd127> [ ro | rw ]

snmper wemmuni ty v3
Paramet er
v2c SNMPv 2c

<Communiwtoy d:127>Communi ty

ro Read only
rw Read write
v3 SNMPv 3

<word127>

word

[

<ipv4d_addr >

group

group

<ipv4d_net mask



<Communiwmoy d:127>Community word

<ipv4d4d_addr> |1 Pv4d address

<ipvd_netmaskPv4d net mask

EXAMPLE

VX- GPU2610 9(config) # snmp - server community v2c text

VX GPU2610 9(config)  #

contact

Set the SNMP server's contact

SYNTAX

snmper xwemtact <line255>

Par ameter

contact Set the SNMP server
<l ine255>contact string
EXAMPLE

VX- GPU2610 9(config) # snmp - server contact text

VX GPU2610 9(config)  #

e n g i-inde

Set SNMP engine | D.

SYNTAX
snmper werrgiime | BEongl nwo rdd3L20>

Parameter

|l ocal Set SNMP | ocal

<Engi neiod d-3D> | ocal engine

EXAMPLE

string.

S

D

contact

engine

D

stri

ng



VX- GPU2610 9(config)  # snmp - server engine - id local 1234567891
VX- GPU2610 9(config) #

host

Set SNMP host's configurations.

SYNTAX

snmper yheorst <word32>

Parameter

<wor d32Mame of the host configuration

EXAMPLE

VX- GPU2610 9(config) # snmp - server host text
VX- GPU2610 9(config - snmps- host)#

|l ocati on

Set the SNMP server's |l ocation string.
SYNTAX
snmper vercati on <l ine255>

Parameter
<l ine2b5l5cccation string

EXAMPLE

VX- GPU2610 9(config) # snmp - server location text
VX- GPU2610 9(config) #

secu+ igtryo u p

secutr@gtgup configuration.



SYNTAX

snmper wercur@t gup modelc {| wBSgc wnraimeywka oh® 2 > @rroowppN a<me

wor d32>

Par ameter

mod el security model
v 1 vl security model
v2c v2c security model
v 3 v3 security model
name security wuser
<Secur it ywoarnmke3 2> security user name
group security group
<Gr oup Nawmer ¢ 32 > security group name
EXAMPLE
VX- GPU2610 9(config)  # snmp - server security - to - group model v2c name

text group text

VX- GPU2610 9(config)#

trap

Set tcroanpf'isgur ati ons.

SYNTAX
snmper verap

EXAMPLE

VX- GPU2610 9(config)  # snmp - server trap
VX- GPU26L0- 9(config) #

user

Set the SNMPv3 user's configurations.



SYNTAX

snmper wesreWds er nawvwer d:32 > -iedEg<igh @wad rdd3L20>

shaSh<aPassswod-d38 >

Par ameter

<User nawer d32 >

e n g i-inde

<Engi neiod d-32>

md 5

<Md 5 Pas swadadr 88 >

s ha

<ShaPaswowdd® >

priv

des

<wor-838>

EXAMPLE

VX- GPU2610 9(config)

Pod

User

engi

Engi

Set

MD 5

Set

SHA

Set

Set

Set

Set

# snmp - server user

md5 12345678 priv aes 12345678

VX GPU2610 9(config) #
ver sion
Set the SNMP server'
SYNTAX

snmperweerrsi on

Parameter

v 1 SNMPv 1

v i

priv {-3@es ]| Jaes
name

ne | D

ne I D octet string
MD5 protocol

password

SHA protocol

password

Privacy

DES protocol

AES protocol

privacy password

text

s version.

| v2c |

[

Md ;mB &s svwad -8:2 >

} <word8

engine -id 1234567891



v2c SNMPv2c
v 3 SNMPv 3

EXAMPLE

VX- GPU2610 9(config)  # snmp - server version v2c
VX- GPU2610 9(config) #

Vi ew

MI B view configuration.

SYNTAX

snmper wareWi aewNawer d 3Qi>d Subwoeé&é255> { include | exclude }
Par ameter

<Vi ewNawer d32> MIB view name

<Oi dSubtwoea 255>MI B view OI D

include I xcluded type from the view
exclude Excluded type from the view
EXAMPLE

VX- GPU2610 9(config)  # snmp - server view text .1 include
VX- GPU2610 9(config) #

spannt mge

Spanning Tree protocol

Table : configure 1 spanning -tree  Com mands
Command Function
aggregation Aggregation mode
edge Edge ports
mode STP protocol mode

mst STP bridge instance



recovery

transmit

The error recovery timeout

BPDUs to transmit

aggregation

Aggregation mode.

SYNTAX
spannti mgaggregation

EXAMPLE

VX- GPU2610 9(config) # spanning
VX- GPU2610 9(config - stp - aggn)#

edge

Edge ports

SYNTAX
spannt mee gbep dfui | t er
spannti mgege gpduod
Par ameter

bpdfuil ter Enabl e BPDU
bpdguard Enabl e BPDU

EXAMPLE

VX- GPU2610 9(config)  # spanning
VX- GPU2610 9(config) #

mo d e

STP prmbdeol

SYNTAX

- tree aggregation

filter

guard

- tree edge bpdu

(stop

- filter

BPDU

t x/ rx)



spanni mmede { stp | rstp | mstp }

Par ameter

mst p Mul tiple Spanning Tree (802.1s)
rstp Rabid Spanning Tree (802. 1w)
stp 802. 1D Spanning Tree

EXAMPLE

VX- GPU2610 9(config)  # spanning - tree mode stp
VX GPU2610 9(config)  #

ms t

STP bridge instance

SYNTAX

spannt mes tl nsst al7c>e p:r iPari e 44 &40 >
spannt mestl kst ah7c>e vil an <vlan_I|ist>
spannt menset f otriwnaerwdkt i 478e0 >

spannt mepet -4mgeMax agel 0> [ {0 m&awdd 48160 >: ]
spannt mepst 4dMmaypy Maxho@Es0>

spannt mest n d&maenewor d3 2> r &6\hi58i5on <0

Parameter

<l nstanicce : O instance(CIG®T=0, MST2=1...)
forwari the Del ay between port states
maxa g e Max bridge age before timeout
maxhops MSTP bridge max hop count
name Name keyword

priority Priority of the instance

vian VLAN keyword



<Pri@61440> Range in seconds

<vlan_1list> Range of VLANSs
<Fwdt i 20 > Range in seconds
<Ma x a g6ed 0:> Range in seconds
<Max hops0= 6 Hop count range
<Namewar d32> Name of the bridge
revision Revi sion keyword
<6 5535> Revision number
EXAMPLE

VX- GPU2610 9(config) # spanning - tree mst 7 vlan 10
VX- GPU2610 9(config) #

recovery

The error recovery timeouts

SYNTAX

spannt mgecoverylintteednrdla@4 0. x>

Parameter

interval The interval
<Inter3vbda6400 > Range in seconds
EXAMPLE

VX- GPU2610 9(config) # spanning - tree recovery interval 50
VX- GPU2610 9(config) #

transmi-t

BPDUs to.transmit

SYNTAX



spannt mge ans mic b uHoll &l c addmt>

Parameter

holcdount Max number of transmit BPDUs per sec
<Hol dcol+hG>: 110 per sec, 6 is default

EXAMPLE

VX- GPU2610 9(config) # spanning - tree transmit hold - count 5
VX- GPU2610 9(config) #

switcmag@agement

Switch2go Management configuration

SYNTAX
switcimaga g e ndeenlte t6e> <1
switcimagage ngeedt t icwidtey

switcimag@agenieponntame proalient)e [Giagaebi t Etploen neatyp e lliinsetdss > | *
GigabitBt el xdt kepdbdxt _|typeg_1Ilist>

switcimagagenseenrtevor d47 >
switcimagagenemitt c-hh@d® di sabl e | enabl e ]

Parameter

del et e Del ete Mobile in List

get Get Actinactyofcofleom SwitchAlert Managen
p o#ta me Interface specific description

po#tol e Configure Port Rol e

server Configure SwitchAlert Management server
switcmdge Configure Switch2go Management mode

<16 > Mobil e | D, available value is from 1 to



acti-wodeg Get Activity Code Action $erownerSwitchAle

automatic Enabl e NAT Option as Automatic

manual Enabl e NAT Option as Manual

<1#%5535> Port number

interface Select an interface to configure

* Al switches or Al ports
GigabitEthernet 1 Gigabit Ethernet Port

<lined47> Up to 47 characters describing this int
<port_type_list> Port |listtfobypasl p

<wor d47> SwitchAl ert Management | P address or ho
di sabl e Di sabl e SwitchAlert Management mode
enabl e Enabl e SwitchAlert Management mode
EXAMPLE

VX- GPU2610 9(config)# switch2go - management delete 1
VX- GPU2610 9(config)# switch2go - management get activity - code
VX- GPU2610 9(config)#

system
Set the SNMP server's configurations

SYNTAX

systeomnmt a¢ti ne255>
systleonc atvildme<255>
systreame/ Id ne255>

Par ameter

contactBSet StNNMP server's contact string



|l ocati ®at t he SNMP

server's | ocation string

name Set the SNMP server's system model name string

<l ine25Mae&xi mum number of 255 character strings

EXAMPLE
VX- GPU2610 9(config)  # system contact 222
VX- GPU2610 9(config)  # system location 333
VX- GPU2610 9(config) # system name GE
VX- GPU2610 9(config)#

t acascesr ver

Configure.TACACSH+

SYNTAX

t acascesr deradt i me <minutes>

t acascesr hewrst <host _name> i[mepoaurtt <<sspeccrotn>ds]> [] [ key <key> ]

t ac ascesr keery <key>

t acascesr wemeout <seconds>

Par ameter

deadti me Time to stop using a TACACS+ server that doe

host Specify a TACACS+ server

key Set TACArCSrHyption key

ti meout Time to wait for a TACACS+ server to reply

<Minutd4d440>1Time in minutes

<Key :68%PnelThe shared key

<Secondls0O00O>IWait time in seconds

<wor-2835 > Host name

<ipv4d4d_ucast>IPv4d address



<ipv6_ucast>1IPv6 address
port TCP port for TACACS+ server
<6 5535> TCP port number

EXAMPLE

VX- GPU2610 9(config)# tacacs - server deadtime 300
VX- GPU2610 9(config)# tacacs - server host
192.168.1.2

VX- GPU2610 9(config)# tacacs - server key 33

VX- GPU2610 9(config)# tacacs - server timeout 300

NN AP IACAN Afa e £

upnp

Set UPnP's configurations

SYNTAX
upnp
upngdverdiusgian g e8n6 4<0100>0
upntpt -2 5<51>

Par ameter

adver tdwriatgi Sreadvertising duration

ttl Set TTL value
<1086400 > advertising duration
<1¥255> TTL value
EXAMPLE

VX- GPU2610 9(config)# upnp advertising - duration 8

VX- GPU2610 9(config)# upnp ttl 25
VX- GPU2610 9(config)#



username

Establish User Name Authentication

SYNTAX

userngameername> privilege <priv> password encrypted <enc
userndameername> privilege <priv> password none
userndgameername> privilege <pripwssmwoggdword unencrypted

Par ameter

<Us

pri

<pr

<Pa

<Pa

ername : worlWs3elr> name allows |l etters, numbers and und:¢

vil ege Set user privilege | evel

ivilegébevelUser0 privilege | evel

swor d Specify the password for the wuser

rypted Specifies an ENCRYPTED password will foll

e NULL password

ncrypted Specifies an UNENCRYPTED password will fol

ssword : Il i nNleBel >UNENCRYPTED (Pl ain Text) user passwor
pribntea characters including space is accep

Notice that you have no change to get the

password after this command. The system wi

di splay the BBNERYPHED p

ssword-44>worTdMe ENCRYPTED (hidden) wuser password. Noti

ENCRYPTED password will be decoded by sysH

internally. You cannot directly use it as

the Plain Text amadiablies temaxtt human

nor mal | y.



EXAMPLE

VX- GPU2610 9(config)# username jefferson privilege 15

password none

an

VLANoOommands

SYNTAX

vl &wvl an_1list>

vl &n her tcyupdpart <Ox06 00 >

vl pm ot ocol

<0 x00x f fff >

Par ameter

{ {0 xeftfhf2f > |<Oaxrép0 O] i p -Q x fifpfxf f|f >a t|
YO X f f{>-0O0xbck < O}xwW@p rgnaé6ep <

<vlan_Ilisti38sL VLAMNOIOBs 1

ethertype Ether type -port€ustom S

protocol

s-cust-paor t

Prot-basekd VLAN commands

CustoporSts configuration

<Ox0®OxqG ff Erher type (Raxrfdéf >0x0600

et h2

Et hebmaseed VLAN commands

<Ox6MOf f ffBt her Type( ROXFEFFOX 600

at

snap

Et her Type is ARP

Et her Type is |IP

Et her Type is | PX

Et her Type is AppleTalk

SNABased VLAN group

<0Ox0xfffff$SHMAP OUI (Rang@XBKBBBBYO

rfc_1042

SNAP OUI is rfc_1042

}r f}c |1 0{4 2s n|a ps



snap_8021MKWNAP O0OUI is 8021h

<0Oxx ffff>PI D (Rand@e&:FFFEXFQ

1 c LL&ased VLAN group

<0 xOx f f > DSAP (RangexFBXOO

<000 x f f > SSAP (RangéxFBXO0O0

group Protbaskd VLAN group commands
<wordl6> Group Name -IRBarcdear akters)

EXAMPLE

VX- GPU2610 9(config)# vlan ethertype s - custom - port
0x1111

VX- GPU2610 9(config)# vlan protocol eth2 arp group

123
voi ce
Voi ce appliance attributes
SYNTAX

voixlean

voivlean -agmeg<aging_ti me>

voixlean class { <traffic_class> | Il ow | nor mal | medi um
voixlean oui <oui > [ description <description> ]

voixlean vid <vid>

Parameter

adver tduwriatgi Sret advertising duration

vian VI an for voice traffic

agi-ngme Set secure |l earning aging ti me

<1-00000000> Aging tiImeQO0OA®O seconds



cl ass Set traffic class
<07 > Traffic class value
oui OUl configuration
<oui > OUl wvalue
description Set description for the OU
<l ine3d32> Description |line
vid Set VLAN I D
<vlan_id> VLAN #4D,951
EXAMPLE
VX- GPU2610 9(config)# voice vlan aging - time 3333
VX- GPU2610 9(config)# voice vlan class 7
VX- GPU2610 9(config)# voice vlan vid 3333
VX- GPU2610 9(config)#
we b
We b
SYNTAX
welprivilege group <CWDRD>] | [dbed w{ 495sc do $¥0B>r 30
Par ameter
privilege Web privilege
group Web privilege group
CWORD Valid words are ' Aggregation' ' Debug'’ "Dhcp_
'"Green_Ethernet' "I P2! "I PMC_Snooping' '"LACP
"Loop_Protect' '"MAC_Tabl e’ ' MEP' ' MVR' "'Main
"Mirroring' "NTP' ' POE" "Ports'’ "Private_ VLA

'"RPC' '"Security'’

"Spanning_Tree' 'System' T



'"UPnP’ "VCL' "VLAN_Transl ation' "VLANS' "Voi

"sFl ow'
l evel Web privilege group | evel
cro Configurabonby Rewadl
crw Confriagu onwrRetaed | ev el
sro Status/ St abinsyi tevRéad
Srw Status/ St awirs$tiect eRead

EXAMPLE

VX- GPU2610- 9(config)  # web privilege group ptp level

sro 10



COPY Commands of CLI

Copy fromdesurnattion

SYNTAX

cop{ly st-aohtipg fcomdnmgi hg< |[fltafsthp f /& =eéiamerapa{ hcsotnafritgu p|
runndaorgf ig | < [fltacsthpfli-hedamerapme] kchyedtky g dliexcl|ude
i nclHxd eNE ]

Par ameter

flash:filename |-andilpenhameriMesr /imatFLAEA servar

runncogfig Currently running configuration
stardaampfig St arctounpf i gur ati on

| Output modifiers

s y n tcahxe ¢ k Perform syntax check on source
begin Begin with the |line that matche
exclude Exclude | ines that match
include I nclude mamels that
<L | NE String to match output | ines
EXAMPLE
VX- GPU2610 9# copy startup - config running - config syntax - check |

include



DEBUG Commands of CLI

Debugging functions

SYNTAX

debwpgompt text

Par ameter

prompt Set pr otmpstt ifrog

WORD Word for prompt in 32 char's
EXAMPLE

VX- GPU2610 9# debug prompt test

test#



DELETE Commands of CLI

Del ete one file in flash: file system
SYNTAX
Del ekPath : word>

Par ameter

<Path : wNradre of file to delete

EXAMPLE

VX- GPU2610 9# delete text
VX- GPU2610 9#



DIR Commands of CLI

Directory of all files in flash: file system

SYNTAX
Di [ bpgliexcl|udel<udsE
Par ameter
| Out put modifiers

begin Begin wi tthh atth emalticrhee s

excludeExclude |l ines that match
includelnclude |lines that match

<L | ME String to match output | ines
EXAMPLE

VX- GPU2610 9# dir
Directory of flash:
r- 2011-01-0100:00:00 720 default - config
rw 2011 -01-0100:00:11 1777 startup - config
2 files, 2497 bytes total.



DISABLE Commands of CLI

Turn off privileged commands

SYNTAX
di saddlé >
Par ameter
<@15> Privilege |l evel

EXAMPLE

VX- GPU2610 9# disable 10
VX GPU2610 9#



DO Commands of CLI

To run exec commands in config mode

SYNTAX

Do<LI NE>{[ LI NE]}
Par ameter

LI NE Exec Command

EXAMPLE

VX- GPU2610 9# do show  clock
System Time : 2011 - 01- 01T00:03:44+00:00



DOT1X of CLI

| EEE St and arad efdorNepomotr Kk Access Contr ol

SYNTAX
dotilwmitialize [ interface ( <port_type> [ <plist> ]

Par ameter

initializeg&orcauthentication i mmedi ately
interface Interface
* All switches or All ports

Gigabitet HH&li gatb i t Ptolmer net

<port_typeolritstll 426t oi nGi gabi tet hernet

EXAMPLE

VX- GPU2610 9# dotlx initialize interface GigabitEthernet
1/1 - 26
VX- GPU2610 9#



ENABLE of CLI

Turn on privileged commands

Synt ax

Enabdig5s>

Par ameter

<@ 5> Choose privileged | evel
EXAMPLE

VX- GPU2610 9# enable 10
VX- GPU2610 9#



FIRMWARE of CLI

Firmware upgrade/ swap

Synt ax

f i r mwsawaep

firmwarger aETRServer wartch>f il e

Par ameter

swap Swap between Active and Alternate firmw

upgrade Firmware upgrade

<TFTPServer _pat h_fTiFIT®® Sewwred>1 P address, path and file n
for the server containing the new i mage

EXAMPLE

VX- GPU2610 9# firmware upgrade tftp://192.168.1.1/path/GEL2706
Programming image...

VX- GPU2610 9#



IP of CLI

| Pv4 commands

Synt ax

immhcp retry interface vlian <vlan_id>
Par ameter

dhcp Dhcp commands

retry Restart the DHCP query process

interfacelnterface

vl an VIian interface
<vlan_id> VlIan 1D
EXAMPLE

VX- GPU2610 9# ip dhcp retry interface vlan 1



I
NO of CLI

Negate a command or set its defaults
Synt ax

nodebug prompt

Par ameter

debug Debugging functions

prompt Clear prompt for testing

EXAMPLE

VX- GPU2610 9# no debug prompt
VX- GPU2610 9#



PING of CLI

<i pv6_adcoduxnltd 0:> e]p ehd tzBiz4e5 2< ]

Send | CMP echo messages
Synt ax

ping <wbiixd [ CepmriB:><]
pi ngve6

vian <vlan_id> ]

Par ameter

<wor-g285>

repeat

<Counit6Q>

si ze

<Si z21452>

interval

<Seconé@30>

i pve6

<i pv6_addr >

repeat

<1 0>

N

21452>

nterval

<B30>

interface

I P (I CMP) echo

| CMP destination

Specify repeat co
1-6 0 ; Def aul t is b5
Specify datagram
2-1452; Def aul t i s
Specify repeat in
0-30; Def aul t is O
|l Pve (1 CMPv6) ech

| CMPv6 destinatio

Specify repeat co
160 Defaul t is b5
Specify datagram
2-1452; Def aul t i s
Specify repeat in
0-30; Def aul t is O

Sel ect an interfa

$i z217465 2< ]

[Seicotn@&sdal | <

addr ess

unt

size
56 (excluding MAC,

terval

n address

unt

si ze

56 (excluding

MA C,

terval

ce to configure

[Seicotn@sdal | <[

nterf

and

and



vian VLAN |lond er f a

<vlan_id> VLAN identifier(s): VID

EXAMPLE

VX- GPU2610 9# ping ip 33 interval 22 repeat 33 size 444
PING server 0.0.0.33, 444 bytes of dataitialize interfac






RELOAD of CLI

Rel oad system.

Synt ax

reload { { { ceudid>warin } [ pdddgul}ts [ keep
Par ameter

col d Rel oad col d, i . e. reboot .

defaul ts Rel oad defaults without rebooting.
k e eipp Att epmtept WLKAN1 | P setup.r

EXAMPLE

VX- GPU2610 9# reload defaults

% Reloading  defaults. Please stand by.

VX- GPU2610 9# reload cold

% Cold reload in progress, please stand by.

VX- GPU26L0- 9# +M25PXX : Init device with JEDEC ID 0x20BA19.
Luton26 board detected (VSC7427 Rev. D).

RedBoot(tm) bootstrap and debug environment [ROMRAM]
Non- certified release, version 1_15a - Vitesse - built 18:36:46, Sep 30
2016

Copyright (C) 2000, 2001, 2002, 2003, 2004, 2005, 2006, 2007, 2008, 2009
Free Software Foundation, Inc.

RedBoot is free software, covered by the eCos license, derived from the
GNU Gereral Public License. You are welcome to change it and/or
distribute

copies of it under certain conditions. Under the license terms, RedBoot's

source code and full license terms must have been made available to you.



Send of CLI

Send a message to other tty Ilines

Synt ax
senfd * | <session_list> | console O | vty <vty_list>

Par ameter

* Al'l tty lines

<0~16> Send a memshgeplte | ines

consol ePrimary terminal | ine

0 Send a message to a specific |ine

vty Virtual terminal

<0~15> Send a message to multiple I|lines

<Ll MNE Message to be sent to | ines, in 128 char's
EXAMPLE

VX- GPU2610 9# send * yes,i do

Enter TEXT message. End with the character 'y'.

*** Message from line O:

yes,i do

VX- GPU2610 9#



Show

SHOW of CLI

runniingf siy®atimon

Table: SHOW Com mands
Command Function
aaa Login methods
access Access management
access - list Access list
aggregation Aggregation port configuration
clock Configure time -of-day clock
dhcp Dynamic Host Configuration Protocol
dotlx IEEE Standard for port -based Network Access Control
event Show trap event configuration

green -ethernet
history
interface

ip

ipmc

ipv6

lacp

line

lidp

logging

loop - protect
mac

mvr

non -stop - poe
ntp

platform

poe

port -security
privilege
pvlan

gos

radius -server

Green ethernet (Power  reduction)
Display the session command history
Interface status and configuration
Internet Protocol

IPv4/IPv6 multicast configuration
IPv6 configuration commands

LACP configuration/status

TTY line information

Display LLDP neighbors information.
Syslog

Loop protection configuration

Mac Address Table information
Multicast VLAN Registration configuration
Show Non - Stop PoE Status
Configure NTP

platform specific information

Power over ethernet

Display command privilege
PVLAN status
Quality of Service

RADIUS configuration



rmon
running -config

sflow

smtp

snmp

spanning -tree
switch2go -management
switchport

System

tacacs -server

terminal

upnp

user -privilege

users

version

vlan

voice

web

RMON statistics
Show running system information
Statistics flow.
Show email information
Display SNMP configurations
STP Bridge

Show Switch2go Management information
Display switching mode characteristics
show system information
TACACS+ configuration
Display terminal configuration parameters
Display UPnP configurations
Users privilege configuration
Display information about terminal lines
System hardware and software status
VLAN status
Voice appliance attributes

Web

aaa

Login methods

SYNTAX

shoavap|/{begliexcl|idelluldeNE

Par ameter

| Out put modifiers

begin Begin with the |

ine that matches

excludeExclude | ines that mat ch

includelnclude | ines that mat ch

<L | NE String to match

EXAMPLE

output lines



VX- GPU2610 9# show aaa

console : local

telnet : local
ssh :local
http : local

VX- GPU2610 9#

access

Access management

SYNTAX

shoaccess management [ statistics | <access_id_Ilist> ]

Par ameter

management Access management configuration

statistics Statistics dat a

<Accessidkilé6td DD of access management entry



| Output modifiers

begin Begwinth the | ine that matches
excludeExclude |l ines that match
includelnclude |lines that match

<L | NE String to match output | ines
EXAMPLE

VX- GPU2610 9# show access management

Switch access management mode is disabled
W: WEB/HTTPS
S: SNMP

T: TELNET/SSH

Idx VID Start IP Address End IP Address W S

VX- GPU2610 9# show access management statistics

Access Management Statistics:

HTTP Receive: 0 Allow: 0 Discard: 0
HTTPS Receive: 0 Allow: 0 Discard: 0
SNMP Receive: 0 Allow: 0 Discard: 0
TELNET Rece ive: 0 Allow: 0 Discard: 0
SSH Receive: 0 Allow: 0 Discard: 0

accelsisst

Access | ist

SYNTAX



shoac c elsisst

[ ace

[

interface

sthde ldd-R:66 >[ ] <]

shoaccelsiss ts taacteus |

s ourfgae r d-mp mf

Par ameter

interface

Gigbitethern

<port_type_I

[ *

sptraottiecc t]

I

Gi d d bmi tReatt hedlLri el lt<eBr @R Ts[tL ]:S T >

[I' odokipcnps ple c[t iwpnn g ] [[{ [miegr p

i p[ conflicts ]
Select an interface to confi
Al | Switches or Al | Ports

@t Gi gabit

Pet # slt/-2i6n

rad émiter Rate | i mit
<RatelLimi lerndlbi>sRate | i
ace Access | is
statistics Traffic st
<Acelld~256 > ACE 1| D
acetatus The | ocal
static The ACEs t
| oeppr ot ect The ACEs t
dhcp The ACEs t
upnp The ACEs t
ar-pnspectionThe ACEs t
me p The ACEs t
i pmc The ACEs t
i gourgwar d The ACEs t
i g mt The ACEs t
conflicts Then€obicts
| Out put mod

Et hernet Port
er
miter D
t entry
atistics
ACEs status
hat are config
hat are config
hat are config
hat are config
hat are config
hat are config
hat are config
hat are config
hat are config
ACEs that doe
i fiers

ed

ed

ed

ed

ed

ed

ed

ed

ed

not

gur e

by users

by Loop
by DHCP
by UPnNnP

[

manual

Protect

modul e

modul e

by ARP I nspecti

by MEP modul e

by I PMC modul e

by I P Source Gu
by | P Mamagemen
applied to the



begin Begin with the |Iine that matches

exclude Exclude Iines that match
include I nclude |l ines that match
<L | BE String to match output | ines
EXAMPLE

VX- GPU2610 9# show access - list ace statistics rate - limiter

Switch access - list ace number: 0

Switch access - list rate limiter ID 1 is 1 pps

Switch access - list rate limiter ID 2 is 1 pps

Switch access - list rate limiter ID 3 is 1 pps

Switch access - list rate limiter ID 4 is 1 pps

Switch access - list rate limiter ID 5 is 1 pps

Switch access - list rate limiter ID 6 is 1 pps

Switch access - list rate limiter ID 7 is 1 pps

Switch access - list rate limiter ID 8 is 1 pps

Swit ch access - list rate limiter ID 9 is 1 pps

Switch access - list rate limiter ID 10 is 1 pps
Switch access - list rate limiter ID 11 is 1 pps
Switch access - list rate limiter ID 12 is 1 pps
Switch access - list rate limiter ID 13 is 1 pps
Switch access - list rate li miter ID 14 is 1 pps
Switch access - list rate limiter ID 15 is 1 pps
Switch access - list rate limiter ID 16 is 1 pps

VX- GPU2610 9#

aggregation

Aggregation port configuration

SYNTAX



shoaggregati opfb ¢ glimoad ¢ |ilhe |JulddeNE
Parameter
mo d e Traffic distribution mode

| Out put modifiers

begin Begin with the |Iine that matches
exclude Exclude Iines that match
include I nclude | ines that match

<L | ME String to match output | ines
EXAMPLE

VX- GPU2610 9# show aggregation Mode
Aggregation Mode:

SMAC : Enabled
DMAC : Disabled
IP : Enabled
Port : Enabled
VX- GPU2610 9#

cl ock

Configuofdayi mkeock

SYNTAX
showl od&tlai l
Par ameter

det ai l Di splay detailed information

EXAMPLE



VX- GPU2610 9# show clock detail

System Time : 2011 - 01- 01T00:53:57+00:00

Timezone : Timezone Offset : 0 ( 0 minutes)

Timezone Acronym :

Daylight Saving Time Mode : Disabled.
Daylight Saving Time Start Time Settings :
Week: 0
Day: 0
Month: O
Date: 0
Year: 0
Hour: 0
Minute: 0
Daylight Saving Time End Time Settings :
Week: 0
Day: 0
Month: O
Date: 0
Year: 0
Hour: 0
Minute: O

Daylight Saving Time Offset : 1 (minutes)

dhcp

Dynamic Host Configuration Protocol

SYNTAX
shoawhcp hel per debug
Par ameter

hel per DHCP hel per



debug

EXAMPLE

VX- GPU2610 9# show dhcp helper debug
DHCP helper

frame_info_cnt: 0

debug : disable

VX- GPU2610 9#

dot 1x

| EEE St andéaradcks efdo rNeppomwotr k . Access Control

SYNTAX

shoavot 1x statistics { eapol | radius |[|{aé¢ dliekcl|ludet erface

i ncljuldkeNE
shoavot 1x status [ interface ( <po[i{betliexe|u[de<lpubdicttBEt v pe _I

Par ameter

statisticsShows statistics for either eapol or radius.
al l Show all dotlx statistics

eapol Show EAPD&Etstat

radius Show Backend Server statistics

<port_type&ixgabitEthernet

<port _typeolritstll 426t oi nGi gabotet hernet

Status Shows dotlx status, such as admin state, port s
source.
brief Show st akruisefi nf car mat

interfacelnterface



* Al | Switches or Al | Ports

Gigbitethermatgabit Ethernet Port

<port_typeoltiissitA2diGnhor Gi gabi tethernet

EXAMPLE

VX- GPU2610 9# show dotlx statistics radius

Rx Access Rx Other Rx Auth. Rx Auth. Tx  MAC
Interface Challenges Requests Successes Failures Responses Address
GigabitEthernet 1/1 0
GigabitEthernet 1/2 0
GigabitEthernet 1/3 0
GigabitEthernet 1/4 0

o O o o o

o O o o o

o ©o o o o

o O o o o
'

GigabitEthernet 1/5 0
VX- GPU2610 9#

event

Show trap event configuration

SYNTAX

shoesvent

EXAMPL



VX- GPU2610 9# show event

Group Name Severity Level Syslog Mode Trap Mode SMTP Mode iPush

Mode

ACL Info enable disable disable disable

ACL- Log Info enable disable disable disable

Access - Mgmt Info enable disable disable disable

Auth - Failed Warning enable disable disable disable

Cold - Start Warning enable disable disable disable
Config - Info Info enable disable disable disable

DMS Info enable disable disable disable

Firmware - Upgrade Info enable disable disable disable

Import - Export Info enable disable disable disable

LACP Info enable disable disable disable
Link - Status Warning enable disable disable disable

Login Info enable disable disable disable

Logout Info enable disable disable disable

Loop - Protect Info enable disable disable disable

Mgmt IP - Change Info enable disable disable d isable
Module - Change Warning enable disable disable disable

NAS Info enable disable disable disable

Password - Change Info enable disable disable disable

PoE- Auto - Check Warning enable disable disable disable

Port - Security Info enable disable disable dis able
Reset - Security Warning disable enable disable disable

Spanning - Tree Info enable disable disable disable

Warm Start Warning enable disable disable disable

greehhernet

Green ethernet (Power reduction)

SYNTAX



shogr eeenher

shogr e-enher

shogr eeenher

shogr e-enher

Par ameter

net

net

interface <port_type> <port_type_list>

eee |

1

interface <port_type> <port_type_1I|i.

netdedreecrtg)y i

n erte aschho r[t

eee Shows

enerdegt ectShows

interface Shows

shoreéach Shows

interface

* Al

green

green

green

green

Switches

int

et

nterface <port_type> <port_type_I

erface <port _type> <port_type_1lis

hernet EEE status for a specific

e tdheetrencett setnaetrugsy f or a speci fic

et

hernet status for a specific

ertehaeearm estt ssthws tf or a speci fic

or Al ports

<port_typeigabit®Btrhernet

<port_typeolritstll 426t oi nGi gabi tet hernet

EXAMPLE

VX- GPU2610 9# show green - ethernet eee

Interface Lnk EEE Capable EEE Enabled LP EEE Capable In

Power Save

GigabitEthernet 1/1
GigabitEthernet 1/2
GigabitEthernet 1/3
GigabitEthernet 1/4
GigabitEthernet 1/5
GigabitEthernet 1/6
GigabitEthernet 1/7

No
No
No
No
No
No

No

Yes
Yes
Yes
Yes
Yes
Yes

Yes

No
No
No
No
No
No

No

GigabitEth ernet 1/8 No Yes No

GigabitEthernet 1/9 No Yes

No
No
No
No
No
No
No
No

No

No
No
No
No
No
No
No
No

No

port

port



history

Di splay the

SYNTAX

sholwi st plfbye gliex c | | cdhe |JulddeN B

Par ameter

sessi.on

command

history

| Out put modifiers

begin Begin with the line that matches
excludeExclude |l ines that match
includelnclude |lines that match

<L | ME String to match output | ines
EXAMPLE

VX- GPU2610 9# show history

show evc statistics

show green - ethernet EEE

show green - ethernet EEE interface GigabitEthernet

show history

VX- GPU2610 9#

interface

I nterface

SYNTAX
shownterface
shoiwnterface

shownterface

status

and

configuration

<port_type> <port_type_list>
<port_typeab«potti esype_1I|ist>
<port_type> <port_type_1list>

[ switchport

stati dgtiycs

[

{



[ <0~7>

shownterface

shownterface

shownterface

Par ameter

13}

<port_type>

{ up

<port _type

<port_type

vian

Gi

Al

Gigbitet her nelt

<port

capab

stati

statu

switec

verip

bytes

di sca

down

error

vl an

_type_I| Pos

S

<vlan_

EXAMPLE

t

ti esDi

Ccs

port

ed

t

st >

Di

Di

Sh

Sh

Sh

Sh

Sh

Sh

Sh

Sh

VL

VL

[ <vI

gabitethe

| Switch

e

Gigabitet

t & 1 /i26t o 1

spl

spl

spl

n C

ow

AN

AN

ay ca

ay st

ay st

inter

o
<

—

(]

ports

error

packe

numb

ports

statu

Il i st

p

a

>

>

| down }

an _

rne

S (o]

hernet

t

r

st >

Al l

]

]

p

orts

Port

<port_type_1list>

<port_type_Ilist>

nGi gabitethernet

abi

tis

ti

tus.

ace

ties.

Ccs

swit

iagnosti

t at

i s

tic

d statis

wh i

st a

ed

ch

ti

st

ar

sti

ati

stati st

wh i

ch

ar

counters.

chport

CcCsSs

ti

e

and

Ccs.

down

cs.

st

i c

i cs.

status

veriphy

informati on

show

resul t.



VX- GPU2610 94# show interface GigabitEthernet 1/1 - 3 capabilities

GigabitEthernet 1/1 Capabilities:
SFP Type: None

SFP Vendor name:

SFP Vendor PN:

SFP Vendor revision:

GigabitEthernet 1/2 Capabilities:
SFP Type: None

SFP Vendor name:

SFP Vendor PN:

SFP Vendor revision:

GigabitEthernet 1/3 Capabilities:
SFP Type: None

SFP Vendor name:

SFP Vendor PN:

SFP Vendor revision:

VX- GPU2610 9#

I nternet. Protocol

SYNTAX

showp arp

showp arp i nsped<poornt [¢pjigmet>ett fypeellarst<sv]i an_|ist> ]

showp arp inspecsinoopéemgry ptahcpg ] [ interface <port_ty
showp dhcp relay [ statistics ]

showp dhcp snooping [ statistics ] [ interface <port_typ

showp http server secure status



shoiwp i gmp snooping [ wdatnab<avsiean[_liinstter flacle gIpoourpt _t ype> <

information ] ] [ detail ]
showp igmp snooping mrouter [ detail ]
shoiwp interface brief

showp naeever

shoiwp route

showp source bsnmndopign@§ Hdhspatic ] [ interface <port_type:
showp ssh

showp statistics [ system ] [ inmseg fakte259>an] <vlan_I1list>
showp verify source [ interface <port_type> <port_type_I

Par ameter

arp Address Resolution Protocol
inspection ARP inspection
interface arp inspection entry interface config

<port_type> Gigabitethernet

<port_type_| Pett 1/i26tori nGi gabitethernet

vian VLAN configuration

<vlan_list> Select a VLAN id to configure
entry arp inspection entries

dhecpnooping | earn from dhcp snooping

static setting from static entries

dhcp Dynamic Host Configuration Protocol
rel ay DHCP rel ay agent configuration
statistics Traffic statistics

snooping DHCP snooping

httop Hypertext Transfer Protocol



server HTTP web server

secur e Secure

status Status

i gmp I nternet Group Management Protocol
snooping Snooping | GMP

vian Search by VLAN

<vlan_list> VLAN identifier(s): VID

growWmatabase Multicast group database from | GMP

sfannf or mati ohncluding source filter multicast informatio
det ail Detail running information/statistics of | GM
mrout er Mul ticast router port status in | GMP

det ail Detail running information/statistics of | GM
interface I P interface status and configuration

brief Brief I P interface status

namserver Domain Name System

rout e Di splay the current ip routing table

binding i p source binding

dhcpnooping | earn from dhcp snooping

ssh Secure Shell

system | Pv4 system traffic

i cmp |l Pv4d 1 CMP traffic

i cmps g |l Pv4 I CMP traffic for designated message typ
<0~255> | CMP message type ranges from 0O to 255
verify verify command

sour ce verify source

EXAMPLE



VX- GPU2610 94# show ip statistics system

IPv4 statistics:

Rcvd: 411 total in 36226 bytes
273 local destination, 0 forwarding
0 header error, 0 address error, 0 unknown protocol
0 no route, O truncated, 138 discarded
Sent: 0 total in O byte
0 generated, O forwarded
0 no route, 0 discarded
Frags: 0 reassemble (0 reassembled, O couldn't reassemble)
0 fragment (0 fragmented, 0 couldn't fragment)
0 fragment created
Mcast: 411 received in 3 6226 bytes
0 sent in 0 byte
Bcast: 273 received, 0 sent

VX- GPU2610 9#

p mc
| Pv4/ 1 Pv6é multi.cast configuration
SYNTAX
showpmc prPorfoifliel epdaxmel 6:> J[|{p e dlexail Ju dle |}ulddeNE
showpmc r &mdgea y[Naoed 1[G epliex c | |u de |ulddeNE

Par ameter

profile | PMC profile configuration
range A range of | Pv4/ 1 Pv6 multicast addresses f
<Profil eName : PRwoafdillbee name in 16 char's

det ai l Det ai | information of a profile



<EntryNamredl1l6> Range reameyin 16 char's

| Out put modifiers

begin Begin with the |Iine that matches
exclude Exclude Iines that match
include I nclude |l ines that match

<L | BE String to match output | ines
EXAMPLE

VX- GPU2610 9# show ipmc range
VX- GPU2610 9#

i pvo6

| Pv6 configuration commands

SYNTAX
showpv6 interface [ vlIan <[¥{bagliekicd fucche{l}uiddeNdtf | st ati stic

showpv6 mld snooping [ dbéamabaskap_[Inserfhcpk gpoup_type>

information ] ] [ detail ]

showpv6 mld snooping mrouter [ detail ]

showpv6 neighbor [ interface vlIian <vlan_1list> ]

showpv6 route [ interface vlian <vlan_Ilist> ]

showpv6 statistics [ system ] [ i-mdgElrdpabc~e2 551> n <vlian_I1is

Par ameter

interface Select an interface to configure

vian VLAN of |1 Pvée interface

<vlian_|listlPve interface VLAN | i st

brief Brief summary of | Pv6 status and configuration

statisticslTlraffic statistics



ml d Mul ti casat Listener Discovery

snooping Snooping MLD

vian Search by VLAN

<vlan_1listv*AN identifier(s): VID

growmatabadMel ticast group database from MLD

interface Search by port

<port_typestgabitethernet

* All Switches or All ports

GigabitetHhHerGigtabi t Ethernet Port

<port_typeolritstlA42s6t orn nGi gabi tet hernet

sfiannf or matlinehn udi ng source filter multicast information f
det ail Detail running information/statistics of MLD sn
mrout er Mul ticast router port status in MLD

nei ghbor | Pv6 neighbors

route | Pv6 routes

statisticsTraffic statistics

system |l Pve system traffic
i cmp |l Pv6 I CMP traffic
i cmps g |l Pve I CMP traffic for designated message type

<Typ®~255> CMP message type ranges from 0O to 255

| Out put modifiers

begin Begwinth the | ine that matches
exclude Exclude Iines that match
include I nclude |l ines that match

<L | ME String to match output | ines

EXAMPLE



VX- GPU2610 9# show ipv6 statistics system

IPv6 statistics:

Rcvd: 2 total in 112 bytes
0 local destination, 0 forwarding
0 header error, 0 address error, 0 unknown protocol
0 no route, O truncated, 2 discarded
Sent: 8 total in 512 bytes
14 generated, 0 forwarded
3 no route, 0 discarded
Frags: 0 reassemble (0 reassembled, O couldn't reassemble)
0 fragment (0 fragmented, 0 couldn't fragment)
0 fragment created
Mcast: 2 received in 112 bytes
8 sent in 512 bytes
Bcast: O received, 0 sent

VX- GPU2610 9#

acp

LACP configuration/status

SYNTAX

sholwacp

Par ameter

internal

nei ghbour

{

internal-id ptaej|{prehiiexdl}|sdes |t} eldeNE

I nternal LACP configuration

Nei ghboust dAtACP

statisticdnternal LACP statistics

Sy s t-iedn

begin

LACP system id

Out put modifiers

Begin with the |Iine that matches



exclude Exclude | ines that mat ch

include I nclude | ines that mat ch
<L | NE Strimgtth output | ines
EXAMPLE

VX- GPU2610 94# show lacp internal

Port Mode Key Role Timeout Priority

Disabled Auto Active Fast 32768
Disabled Auto Active Fast 32768
Disabled Auto Active Fast 32768
Disabled Auto Active Fast 32768
Disabled Auto Active Fast 32768
Disabled Auto Active Fast 32768

~N oo o~ W N P

Disabled Auto Active Fast 32768
VX- GPU2610 9#

ne
TTYine information
SYNTAX

sholwi ne [[|{nd dlierec ] |u de |JulddeNE

Par ameter

alive Di splay information about alive | ines
begin Begin with the Iine that matches
excludeExclude | ines that match

includel nclude tl imae £ ht ha

<L | NE String to match output | ines

EXAMPLE



VX- GPU2610 9# show line alive

Line is con 0.

*You are at this line now.

Alive from Console.

Default privileged level is 2.

Command line editing is enabled

Display EXEC banner is enabled.

Display Day banner is enabled.

Terminal width is 80.

length is 24.

history size is 32.

exec - timeout is 10 min 0 second.

Current session privilege is 15.

Elapsed time is 0 day 0 hour 26 min 52 sec.

Idle time is 0 day O hour 0 min O sec.

VX- GPU2610 9#

dp

Di splay LLDP neighbors information.

SYNTAX

sholwl dp

sholwl dp

sholwl dp

sholwl dp

Par ameter

me d

med | meddiiacy [[|{pegliexx|]ude ljulddeNE

me dd erveintoet ef i nterface <pdfl{bedlieme|iediutddevEpe | i st

neighbors [ interf acl[d{bepmlemntc_ |fuydpeelFulddgNdr t type _ | i s

statistics [ interf d|dee (dipmoctl|u theg plelskePort type | i

Di spl ayMELDL R isghndror mati on.



nei ghbors Di splay LLDP neighbors information.

statistics Di splay LLDP statistics information.
medivd gprol i cy Di spl ay media vlIan policies.
remodevi ce Di splay remot-BMlEDenecgmbho@dDéati on.
<0~31> List of policies.

I nterface

<port_type >GigabitEthernet

* All Switches or All ports

GigabitethermheGigabit Ethernet Port

<port_type_| Pett 1/iZBtorn nGi gabitethernet

| Out put modifiers

begin Begin with the |line that matches
exclude Exclude Iines that match
include I nclude | ines that match
<L | ME String to match output | ines
EXAMPLE

VX- GPU2610 9# show Illdp med media -vlan - policy

No policies defined

VX- GPU2610 9#

|l ogging

Syslog

SYNTAX
showoggingg&h4 23496 ROl |u e |]gldleNE|}swvi t ch <sWwitch_|ist>

showoggiahdg[rfcfridetfjueg mdge grj]Birnf[oot J[[wear nli{h(h e gliexcl |udel)ude
<Ll NE



Par ameter

<l ogging2i9d96% 2l95g>gi ng

| Out put

I D

modi fiers

alert

crit

debug

emer g

error

i nfo

notice

warning

exclude

include

switch

LI NE

<switch_|ist>

begin

EXAMPLE

Critical

Emergency

I nf ormati on

Noti ce

War ning

Exclude Iines that match
I nclude |l ines that match
Swi tch

String to match output [
Switch I'D I'ist in 1

Begin with the |Iine that

mat ches



VX- GPU2610 9# show logging info
Switch logging host mode is disabled
Switch logging host address is null

Swi

Numbe tch logging level is information

r of entries:

Info : 3

Warning: 158 VX GPU2610 9# show logging 1 exclude line
Switch : 1

ID :1

Level : Info

Time : 2011 - 01- 01T02:03:56+00:00
Message:

User 'admin’ logout

through TELNET from 192.168.1.3

VX- GPU2610 9#

| oeppr ot ect

Loop protection configuration

SYNTAX

showo@p otect [ interface <port_type> <port_type_list> ]
Par ameter

interfacelnterface status and configuration
<port_typeixgabitEthernet

* Al Switches or Al ports

GigabitetHHerGigtabi t Ethernet Port
<port_typeolritstllA2s6t o0Qimgabi t et hernet

EXAMPLE



VX- GPU2610 9# show loop - protect

Loop Protection Configuration

Loop Protection : Enable
Transmission Time : 1 sec

Shutdown Time : 180 sec

GigabitEthernet 1/1

Loop protect mode is enabled.

Actions are both of shutdown and log.

Transmit mode is enabled.
No loop.
The number of loops is 0.

Status is down.

GigabitEthernet 1/2

Loop protect mode is enabled.

-- more -- , next page: Space, continue: g, quit: *\C No loop.
Mac Address Table information
SYNTAX
showac adtdmnbse [ confti|meltéaafinc{ ng algicnogunt } [ i nterface =<
<port_type_list> 1 1} | { address <mac_addr> [ vlIan <vl an

<port _typéelglietc| |dae |JulddeNdE

Par ameter

addreadbl e Mac Address Tabl e

conf User added static mac addresses



static Al | static mac addresses

agi-hgme Aging ti me

l earning Learn/di sabl e/ secure state
count Total number of mac addresses
interface Select an interface to configure
<port_type> Gigabitethernet

* Al switches or Al ports

Gigabitethernetl Gigabit Ethernet Port

<port_type_listPort 1/i2s6t i n

addr ess MAC address | ookup

<mac_addr > 48 bit MAC adkdrxexs sx:X :XXxx: X X @ X
vian VLAN | ookup

<vlan_id> VLAN 1-4D0s9 51

vian Addresses in this VLAN
<vlan_id> VLAN 1-4D0s9 51

interface Select an interface to configure
<port_type> i gabitethernet

* Al Switches or Al ports

Gigabitethernetl Gigabit Ethernet Port

<port_type_listPort 1/i26toQimgabitethernet

| Out put modifiers

begin Begin with the |Iine that matches
exclude Exclude Iines that match
include I nclude litrmdéds that ma

<L | ME String to match output | ines

EXAMPLE



VX- GPU2610 9# show mac address - table static
VX- GPU2610 9#

r

Mul ticast VLAN Regi.stration configuration

SYNTAX

shomvr [ vlian <vlan_list>dgt alaanee <[woirrdtlér-f §cd <gporutp_t ype:

[ sifnmi or mat i of|{be glienf c Ideda i}ulcdenE

Par ameter

vian Search by VLAN
<vlan_Ilist> MVR multicast VLAN 1|i st
name Search by MVR name
<wordl6> MVR mul ticast VLAN name

growWmatabase Multicast group database from MVR

interface Search by port

<port_type> * or Gigabitethernet

* Al | Switches or Al ports

GigabitethermheGigabit Ethernet Port

<port_type_| Pett 1U/i2Btorli nGi gabitethernet

sfannf or mati ohncluding source filter multicast informatio

det ai l Det ai | information/statistics of MVR group d

| Out put modifiers

begin Begin with the |Iine that matches

exclude Exclude | ines that mat ch



VX- GPU2610- 9 # show non - stop - poe
Non- Stop - PoE Status : Enable
VX GPU2610 9 #

include I nclude |l ines that match
<L | BE String to match output | ines
EXAMPLE

VX- GPU2610 9# show mvr vlan 10 detail

MVR is currently disabled, please enable MVR to start group

registration.

% Invalid MVR IGMP VLAN 10.

% Invalid MVR MLD VLAN 10.

no4st eppo e

Show -Sbap PoOoE Status
SYNTAX
showost @mpe
showost@mke [ begin | exclude | include ]
Par ameter
no4st eppo e Show -8Sbap POE Status
| Output modifiers
begin Begin with the |Iine that matches
exclude Exclude | ines that match
include I nclude | ines that match
<line> String to match output | ines
EXAMPLE

<

ne>



pl atform

Pl at f or m msfpoercmatiicon

_po

SYNTAX

show! atform phy [ interface ( dp{oe glexygpldshe[ljukdteNFort type
show! atform phy id [ interface ([|[{gpoliexct yiphe}uldeNd port _t
showl at f or m p[H{ eigliesxtca fucdee |}uldée™ E

show! atform phy status [ interfacdgl{leglipmct|uthegdlude] <v
<L | NE

Par ameter

phy PHYsd® information

| Out put modifiers

begin Begin with the Iine that matches

excludeExclude |l ines that match

includelnclude | ines that match

<L | NE String to match output | ines

EXAMPLE



VX- GPU2610 9# show platform phy

Port API Inst WAN/LAN/1G Mode

Default
Default
Default

Default

1

2

3

4

5 Default
6 Default
7 Default
8 Default
9

Default

10 Default 1G
11 Default 1G
12 Default 1G

poe
show.poe

SYNTAX

1G
1G
1G
1G
1G
1G
1G
1G
1G

PD
PD
PD
PD
PD
PD
PD
PD
PD

PD
PD
PD

show poedeck

show poefig

show powdel ay

show polkedul e

show pbatus

Par ameter

interface

[

[

| Output

begin

Begin

[

wi t h

[

[

nterface

Duplex Speed

(

Link

<port_type>

t er f<avc_ep o(r t< ptoyrpte__tlyipa> |]

nterface

nterface

terface (

modi fiers

the | in

e

(

(

<port_type>

<port _type>

<port_type> |

t hat matches

[

[

[

)

<v_port_type_1li

<v_port_type_|I

<v_port_type_I

<v_port_type_1lis



nt

excludeExclude | ines that mat ch

includelnclude |l ines that mat ch

<L | NE Strimgtth output | ines

EXAMPLE

VX- GPU2610 9# show poe status interface GigabitEthernet 1/1 -2
Interface PD Class Port Status Pwr

Reqg Pwr Alloc Power Current Priority

Used
[W] Used[W] Used[W] Used[mA]
GigabitEthernet 1/1 - PoE turned OFF - PoE disab led 30
0 00 O Low
GigabitEthernet 1/2 - PoE turned OFF - PoE disabled 30

0 00 O Low

Total Power Request : 60.0 [W]
Total Power Alloctaed : 0.0 [W]
Total Power Used : 0.0 [W]
Total Current Used : 0 [mA]
VX- GPU2610 9#

p

show .NTP

SYNTAX

showtp status

Par ameter

status status

EXAMPLE



VX- GPU2610 94# show ntp status
NTP Mode : disabled

Idx Server IP host address (a.b.c.d) or a host name string

a B~ W N -

VX GPU2610 9#

pofstecurity

SYNTAX

showosecurity port [ interfackfg{beptientcltiiyde BulgdpE t _t ype | i
showostcurity switch [ interf a€t|é¢hegpeoxdl |idie EulddeOrt _type_
Par ameter

port Show MAC Addresses | earned by Port Security
switch Show Port Security status.

I nterface

<port_typeixgabitEthernet

* Al Switches or Al ports

GigabitetHHerGigtabi t Ethernet Port
<port_typeolritstll 426t oi nGi gabi tethernet

| Out put modifiers

begin Begin with the |Iine that matches
exclude Exclude | irmes that mat c
include I nclude | ines that mat ch

<L | NE String to match output | ines



EXAMPLE

VX- GPU2610 9# show port - security port interface GigabitEthernet 1/2
GigabitEthernet 1/2

MAC Address VID State Added Age/Hold Time

<none>

VX- GPU2610 9#

privilege

SYNTAX

showrivi[l|[pegliexcl |ude lJulddeNE
Parameter

| Out put modifiers

begin Begintwéthine that matches

excludeExclude | ines that mat ch
includelnclude |l ines that match
EXAMPLE

VX- GPU2610 9# show privilege

| The order is as the input sequence and |

| the last one has the highest priority. |

privilege line level 5 LINE



pvIl an

PVLAN status

<port_type_1list

SYNTAX
shomvl an<range_1I|ist>
showvl an isolation interface <port_type>
Par ameter
<range_| i PtVL ANt d dshow configuration for
i solationshow isolation configuration
<port_typeixgabitEthernet
* All Switches or All ports
GigabitetHhHerGigtabi t Ethernet Port
<port_typeolritstll 426Gt oGiiyabi t et her net
| Out put modifiers
begin Begin with the |Iine that matches
exclude Exclude Iines that match
include I nclude | ines that match
<L | ME String to match output | ines
EXAMPLE
VX- GPU2610 9# show pvlan isolation interface GigabitEthernet 1/1 -2
Port Isolation
GigabitEthernet 1/1 Disabled
GigabitEthernet 1/2 Disabled

VX- GPU2610 9#



Quality of Service

SYNTAX

shoquos [ { interface |

[ dsetpssi fdysclp []-ecforsdsams| ati on ] Qcegl2sb6orifbdgliexgttladEe

i ncljuldkeNE

Par amet er

interface

<port _type>

I nterface

EEDOrlt-inyggeecsgn st at ijon

<port_type > GigabitEthernet

* All switches or All ports
Gigabitethernetl Gigabit Ethernet Port
<port_type_IlistPort 1/i26toQGimmabitethernet

maps Gl obal QoS Maps/ Tabl es

gce QoS Control Entry

storm Storm policer

wr ed Wei ghted Random Early Discard
coslscp Map for cos to dscp

dscpl assi fy Map for dscp classify enabl e

ds cpo s Map fop tde cos

dscegr etsrsans!| at iManp for dscp egress translati on
dscipngr-esansl atiMap for dscp ingress transl ation
<Qce-256> QCE 1D

| Out put modifiers

begin Begin with the |Iine that matches
exclude Exclude Iines that match
include I nclude |l ines that match

<

]



<L | NE String to match output | ines

EXAMPLE

VX- GPU2610 9# show gos storm

gos storm:

Unicast : disabled 1
Multicast: disabled 1
Broadcast: disabled 1

VX- GPU2610 9#

radises ver

RADI US configuration

SYNTAX

showadses sdarat] p{p ¢ gliexc | |u de [JulddeNE

Par ameter

statistics RADI US statistics

| Out put modifiers

begin Begwinth the | ine that matches
exclude Exclude Iines that match
include I nclude |l ines that match
<L | ME String to match output | ines

EXAMPLE



VX- GPU2610 9# show radius - server
Global RADIUS Server Timeout : 5 seconds
Global RADIUS  Server Retransmit : 3 times
Global RADIUS Server Deadtime : 0 minutes
Global RADIUS Server Key

Global RADIUS Server Attribute 4 :

Global RADIUS Server Attribute 95 :

Global RADIUS Server Attribute 32 :

No hosts configured!

VX GPU2610 9#

r mon
RMON statistics
SYNTAX
showmon al arm [][|{Egpedxte3 Ju>chea |}ulddeNE
showmon event [][|&%Eghebxbec3 fu>hea |JulddedE
showmon history [|{bedlien &b|G e |}JulddeNE
showmon statisti¢|dbegglicncloldde& blulddpNE

Par ameter

alarm Di splay the RMON alarm tabl e
event Di splay the RMON event table
history Di splay the RMON history table

statisticdDisplay thé sRMON 4¢tadt e
<1~65535> Al alrBvent/ Hi stemtyr/ Wtlaitststi cs

| Out put modifiers

begin Begin with the |Iine that matches

exclude Exclude | ines that mat ch



include

<Ll ME

EXAMPLE

Il nclude | ines that mat ch

String baoatmatchines

VX- GPU2610 9# show rmon alarm

VX- GPU2610 9#

runn-cogfig

Show running

SYNTAX

s homu

s h owu

s homu

s h owu

s h owu

s h owu

n

n

n

n

n

n

nd

nd

nd

nd

na

nd

Par ameter

agf

argf

agf

argf

agf

argf

system information

i-gefadiisglipxcl|i e |JuldeNE

ig featur ed e<fCANJRDEY|iHxX calld de |JulddeNE

ig interface <portdeypdphesglipkt]| |ivhpdlulddesE >

ig interface-delfan|{ke¢|lenxcl jushte}uldetEI

ig line { consoldeef|a u{tys gl mx<crlgundgee |} uLidesNE>

ig vlian -devflaul| e gliex c| |u enkell}ulddeR E

aldlef aultsl nclude most/ all def ault val

feature

Show configuration for speci

interface Show specific interface(s)

Il i ne Show | ine settings

vian VLAN

CWORD Val i d woGVHR®P aacee 9s -l i'sdaccess
'aggregatnepéctiaop’ "aut h'

"dhcp's nodohpcipn g’

" Hi RPN 0 O p i-in@ABSpN'oiogpiorg '

"HimprRspn oo pvilmgn '-pt 0 pmc e’

"dnet hedoetkx"'"

ues

fic feature

"clock'

hgtpen'

icli’

[

[

al

al



"i ppmrcof Bhge’ "ipv4' "ipve6'

"ippd&@E noopi ngpl-d o @ppidYg ‘prM & n o o pvil mon !

6 a@pl dp’ ' |-porgogtiencgt'' 'l noaocp' me p
"monitor'’ " mpotrg ' p homad'p o'dmv r
'"peretcur ity " pwlifddo'w ' gqos' "rmon'
"snmp' -dwarud's g sstelnp n @’ "user'
"viantvl'amdi ce
"welri vgregevel'

<port_typeixgabitEthernet

* All switches or All ports

GigabitetHhHerGigtabi t Ethernet Port

<port_typeolritstlA42s6t orn nGi gabi tet hernet

<vlan_Ilistttst of VLAN numbers

consol e Consol e

vty VTY

<range_1|i dtist of consol e/ VTYs

| Out put modifiers

begin Begin with the |Iine that matches

exclude Exclude Iines that match

include I nclude |l ines that match

<L | ME String to match output | ines

EXAMPLE

VX- GPU2610 9# show running - config interface vlan 3
Building configuration...
end

VX GPU2610 9#



s f

| ow
Statistics fl ow.
SYNTAX

showfl[ewati sticsafmptecsi yér <fange_1list>

|i ncl}ulddeNE

Par ameter

1]

Hpeogliex t ypee

statistics sFlow statistics.

receiver Show statistics for receiver.

sampl ers Show statistics for samplers.
<range_list>runtime, see sflow_icli_functions.c

<port_type >GigabitEthernet

* Al switches or Al ports

GigabitethertheGigabit Ethernet Port

<port_type_| Pett 1/i26tori nGi gabitethernet

| Output modifiers

begin Begin with the |Iine that matches
exclude Exclude | ines that match
include I nclude | ines that match

<L | NE String to match output | ines

EXAMPLE

<p



VX- GPU2610 9# show sflow

Agent Configuration:

Agent Address: 127.0.0.1

Receiver Configuration:

Owner :<none>
Receiver :0.0.0.0

UDP Port :6343

Max. Datagram: 1400 bytes

Time left : 0 seconds

No enabled collectors (receivers). Skippin g displaying per - port info.

VX- GPU26L0- 9#

smtp
Show emai l informati on
SYNTAX

shosmt p

EXAMPLE



VX- GPU2610 9# show smtp
Mail Server
User Name
Password
Sender

Return Path
Email Adress 1 :
Email Adress 2 :
Email Adress 3 :
Email Adress 4 :
Email Adress 5 :
Email Adress 6 :

VX- GPU2610 9#

snmp
Di splay SNMP configurations
SYNTAX
s hosvn mp

shossnmp ac GeoupNawoe d:32> { v1 | v2c | v3 [I{peghenxicl{udaeut h |
i ncllulddeNE

shoswnmp c¢ommurCiotmnynumnIvo[y dd Z[dbe dliex c | |u che [}ulddeNE

shossnmp he€enf Nawoer d32> | [ systeamcé [[|Hwyheaxhc]l]u de lfinder
<Ll MNE
shoswnmp setcourraudpy [ { v3eduwi2tcywhlia m8[2fh egliex c | |u e |JulddeNE

shossnmp ud&eser Nawmer d 3Rmrg i<nwd dd3t0>[|{b e gliex c | [u dhe& |JulddkeNE

shoswnmp vivéewwNawrer d3Qi>d Subwoee@?2 j5bedliexcl! |ude l}ulddeNE

Par ameter

access access configuration



<GroupNawrer d32> Gr onp me

v 1 vl security model

v2c v2c security model

v 3 v3 security model

any any security model

auth aut hNoPriv Security Level
noaut h noAut hNoPriv Security Level
priv aut hPriv Security Level
community Community

v 3 SNMPv 3

<Community > woSpmei7fy community name

host Set SNMP host's configurations

<Conf Nawer d32> Name of the host configuration

system System event group
switch Switch event group
interface I nterface event group
aaa AAA event group

S e ciuttygr oup secutr@gtgup configuration

<Securitywoarnked3 2> ecurity group name

user User

<User Name : worS&Quwrity wuser name

<Engineld-32>wo0r8leldurity Engine |D

Vi ew MI' B view configuration

<Vi ewName : worMISR >yi ew name

<Oi dSubtwoea 255>MI B view OI D

| Output modifiers



begin Begin with the |Iine that matches

exclude Exclude Iines that match
include I nclude mamels t hat

<L | BE String to match output | ines
EXAMPLE

VX- GPU2610 9# show snmp
SNMP Configuration

SNMP Mode : enabled

SNMP Version 1 2c

Read Community : public

Write Community : private
Trap Mode : disabled

Trap Version 01

SNMPv3 Communities Table:
Community : public

Source IP :0.0.0.0

Source Mask : 0.0.0.0

Community : private

Source IP :0.0.0.0
Source Mask : 0.0.0.0

SNMPv3 Users Table:

User Name : default_user
Engine ID : 800007e5017f000001
-- more -- , next page: Space, continue: g, quit: *C

spannt mge

STP Bridge



SYNTAX

showpanmrirrege [ summary |<partti vieyge X <dmdretr ftayepe _| i st > } |
<port_type> <port_type_1list7> ][ } n|t e{r fnascte [< pooantf_itd/preast i<gnc
{begliexcl |u de |JulddeNE

Par ameter

summary STP summary
active STP active interfaces
interface Choose port

<port_type> Gigabitethernet

* All switches or All ports

GigabitethermheGigabit Ethernet Port

<port_type_| Pett 1/iZBtorn nGi gabitethernet

detailed STP statistics

interface List of port typg-&A6and port | D, ex,
ms t Configuration

configurati o8TP bridge i-hst@ng8€=0p MBT2=1...)
<07 > Choose port

<port_type >GigabitEthernet

* Al Switches or Al ports

GigabitethertheGigabit Ethernet Port

<port_type_| Pett 1/t26tf ofdhgabi t et hernet

| Out put modifiers

begin Begin with the |Iine that matches
exclude Exclude | ines that mat ch
include I nclude | ines that mat ch

<L | NE String to match output | ines



EXAMPLE

VX- GPU2610 9# show snmp

SNMP Configuration

SNMP Mode : enabled
SNMP Version 1 2¢c
Read Community : public
Write Community . private
Trap Mode : disabled
Trap Version 01

SNMPv3 Communities Table:
Community : public

Source IP :0.0.0.0

Source Mask : 0.0.0.0

Community : private
Source IP :0.0.0.0
Source Mask : 0.0.0.0

SNMPv3 Users Table:
User Name : default_user
Engine ID : 800007€5017f000001
VX- GPU2610 9# show spanning - tree ?
| Output modifiers
active STP active interfaces
detailed STP statistics
interface Choose p ort
mst  Configuration
summary STP summary
<cr>
VX- GPU2610 9# show spanning - tree
CIST Bridge STP Status
Bridge ID :32768.00 - 40- C7- 01- 02- 03
Root ID : 32768.00 - 40- C7- 01- 02- 03

Root Port : -



Switchmaghmgement

Show Switch2go Management information
SYNTAX
showwi t cch2magexlenmolbihmlke | options | setting ]

Par ameter

mo b i-llien k Show Registered Mobile Device List
options Show Port Name Service configuration
setting Show Switch2go Management configuration
EXAMPLE

VX- GPU2610 9# show switch2go - management setting
Switch2go Mode : Disabled

Server Address : ipush.cloudapp.net
Server State

VX- GPU2610 9#

switchport
Di splay switching.mode characteristics

SYNTAX

shoswwi tchport forbidden [ { vi[h{be gleixah]|uihde&d}uldedE{ name <w

Parameter
forbiddenLookup VLAN Femhbirdgden port
name nameShow forbidden access for specific VLAN

nam

vian vi-6how forbidden access for specific VLAN id.



<vlan_id>VLAN id

<word> VLAN name

| Out put modifiers

begin Begin with the |Iine that matches
excleud Exclude | ines that match
include I nclude | ines that match

<L | ME String to match output | ines
EXAMPLE

VX- GPU2610 9# show switchport forbidden
Forbidden VLAN table is empty
VX- GPU2610 9#

t acascesr ver
TACACSenfiguration
SYNTAX
showacaes V|¢bre glienx c | |u de |[JulddeNE
Par ameter

| Out put modifiers

begin Begin with the |Iine that matches
excludeExclude Iines that match
includelnclude | ines that match

<L | ME String to match output | ines

EXAMPLE



VX- GPU2610 9# show tacacs - server
Global TACACS+ Server Timeout :5 seconds
Global TACACS+ Server Deadtime : 0 minutes
Global TACACS+ Server Key

No hosts configured!

VX GPU2610 9#



system

show system.information

SYNTAX
shoswystem
Parameter
None

EXAMPLE

VX- GPU2610 9# show system
Model Name

System Description

Location

Contact

System Name

System Date 12011 -01-01T07:54:13+00:00
System Uptime :07:54:14

Bootloader Version  :v1.15f

Firmware Version 1v7.10.1049 2017 -04-11
Hardware Version 1v1.01

Mechanical Version

Serial Number

MAC Address 100 - 00-8c- 78-91- 23
Memory : Total=52065 KBytes, Free=32998 KBytes,
Max=31857 KBytes

FLASH : 0x40000000 - Ox41ffffff, 512 x 0x1 0000 blocks
Powers status : Normal
Powers : PWR_1.0V:0.98V; PWR_3.3V:3.29V;

PWR_2.5V:2.57V; PWR_1.8V:1.87V

Temperature status : Normal
Temperature 1 :46(C) ; 114(F)
Temperature 2 146 (C); 114(F)

VX GPU2610 9#



terminal
Di splay terminal configuration
SYNTAX
shotwer mi|fbalgliex cl |u de |[JulddeRE
Par ameter

| Out put modifiers

parameters

begin Begin with the |Iine that matches

excludeExcluidemes that mat ch

includelnclude | ines that mat ch

<L | ME String to match output
EXAMPLE

VX- GPU2610 9# show terminal
Line is con 0.
* You are at this line now.
Alive from Console.
Default privileged level is 2.
Command line editing is enabled
Display EXEC banner is enabled.
Display Day banner is enabled.
Terminal width is 80.
length is 24.
history size is 32.

exec - timeout is 10 min 0 second.
Current session privilege is 15.
Elapsed time is 0 day 0 hour 29 min 24 sec.

Idle time is 0 day O hour 0 min 0O sec.

VX- GPU2610 9#

l i nes



upnp
Di splay UPnP configurations
SYNTAX
showpnpg|{begliexcl|udhe |}ulddeNE
Par ameter

| Out put modifiers

begin Begin with the |Iine that matches
excludeExclude Iines that match
includelnclude |ines that match

<L | ME String to match output | ines
EXAMPLE

VX- GPU2610 9# show upnp
UPNnP Mode : Disabled
UPNnP TTL 14

UPNnP Advertising Duration : 100
VX- GPU2610 9#

useprri vil ege
Users privilege configuration
SYNTAX
showsemrivilege
EXAMPLE

VX- GPU2610 9# show user - privilege
username admin  privilege 15 password none

VX- GPU2610 9#



users

Di splay information about terminal l ines
SYNTAX

showsers niyfpepblferxcl|u de |}ulddeNE

Par ameter

myself Display information about mine

| Out put modifiers

begin Begin with the line that matches
excludeExclude |l ines that match
includelnclude |lines that match

<L | ME String to match output | ines
EXAMPLE

VX- GPU2610 9# show user myself
Line is vty O.
* You are at this line now.
Connection is from 192.168.10.119:4123 by Telnet.
User name is admin.
Privilege is 15.
Elapsed time is 0 day 1 hour 33 min 27 sec.

Idle time is 0 day O hour 0 min 0O sec.

ver sion

System hardware and software status

SYNTAX

shower s[i{beaglienxc| |u e |}ulddeNE

Par ameter



| Out put modifiers

begin Begin with the |Iine that matches
excludeExclude |l ines that match
includelnclude |lines that match

<L | NE String to match output | ines

EXAMPLE



VX- GPU2610 9# show version

MEMORY : Total=76031 KBytes, Free=57621 KBytes, Max=56469 KBytes
FLASH : 0x40000000 - Ox41ffffff, 512 x 0x10000 blocks
MAC Address : 80- 34-57- 13- 03- hd

Previous Restart : Cold

System Contact :

System Name

System Location :

System Time : 2016 - 09- 30T14:52:34+00:00
System Uptime :01:43:12

Active Image

Image : managed

Version : VX- GPU2610 9 (standalone) V7.04.724
Date : 2016- 08- 18T10:11:49+08:00

Alternate Image
Image : managed.bk
Version

Date

Chipset ID : VSCO

Board Type : VX- GPU2610 9

Port Count : 26

Product : Vitesse VX- GPU2610 9 Switch
Software Version : VX- GPU2610 9 (standalone) v6.02
Build Date : 201 6- 09- 30T13:35:25+08:00



v |

an

VLAN s.tatus

SYNTAX

show! an [ id

<vlan_1list>

show! an protocol-0Okfé&fh?2

<OXO0x ffff> -Dx{fPO0x0k®xP

showl an status

vlian ] [<port_type

Par ameter

i d
<vlan_1list>
name

<vword32>

brief

protocol

et h2

<0x 6MOf f ff>

at

snap

<Ox0xffffff>

rfc_1042

snap_8021h

VLAN status
VLAN |-400s9 51
VLAN status
A VLAN name
VLAN summary
Prot-baskd
Et her

Et her

Et her Type i
Et her Type i
Et her Type i
Et her Type i

SNABased

[ admin

K

name <vword32>

ga0p6pPOi pOkffpkff>at

[interface] |

by VLAN id

by VLAN name

information

VLAN status

net protocol based

Type( ROXge&FFOx 600

SNAP OUI
SNAP OUI i
SNAP OUI i

S

S

S

S

S

VLAN

ARP

I PX

Appl eTal k

status

(Rang@XPEBBBBYO

rfc_1042

8021h

al |l

><port_type_Ilist>]

VLAN

| brief ]

ma@amb i| n-evct ||

status

t1f¢_1042ap

| c ovro



<0OxOx f fff > PI D ( Ran-d«:F FEFX¥Q

I c LL&ased VLAN st at
<@xexff> DSAP (RangexFBXO0O
<0 xOx f f > SSAP (RangéxFBXO0O
admi n Show the VLANs <co
al |l Show all VLANs co
combined Show the VLANs co
conflicts Show VLANs config
gvrp Show the VLANs co
interface Show the VLANs co
mstp Show the VLANs co
mv r Show the VLANs co
nas Show the VLANs co
vecel Show the VLANs <co
voi-wlean Show the VLANs co
interface Show the VLANs <co

<port_type >GigabitEthernet

nf

nfi

nf

ur

nf

nf

nf

nf

nf

nf

nf

nf

GigabitethertheGigabit Ethernet

<port_type_| Pett 1U/i26toQimgabit

EXAMPLE

VX- GPU2610 9# show vlan

VLAN Name Interfaces

1 default Gi

VX GPU2610 9#

igured by administrator.

igured by a combinati on.

ations that has conflicts

igured by GVRP.

igured for a specific int

igured by MSTP

igured by MVR.

igured by NAS.

igured by VCL.

igured by Voice VLAN.

ignufrede fo). a specific int

Port

et hernet



VOi ce

Voice appliance attri

SYNTAX

showoice vian [ oui

Par ameter

butes

<oui

>

i nt gl fbfeatieax c<Ifjode |} olgt@heE>

vian VI an for voice traffic

oui OUlI configuration

<oui > OuUl wvalue

interface Select an interface to configure

<port_type>o0Gigabitethernet

Gigabitet HerGigtabi t

Al Switches or Al ports

Et hernet Port

<port_typeolritstll 426t oi nGi gabi tet hernet

| Out put modifiers

begin Begin with the |Iine that matches
exclude Exclude Iines that match
include I nclude |l ines that match

<L | ME String to match output | ines

EXAMPLE

<port _



VX- GPU2610 9# show voice vlan

Switch voice vlan is disabled

Switch voice vlan ID is 1000

Switch voice vlan aging - time is 86400 seconds

Switch voice vlan traffic class is 7

Telephony OUI Description

00- 01- E3 Siemens AG phones

00- 03- 6B  Cisco phones

00- OF- E2 H3C phones

00- 60- B9 Philips and NEC AG phones
00- DO- 1E  Pingtel phones

00- EO- 75 Polycom phones

00- EO- BB  3Com phones

Voice VLAN sw itchport is configured on following:

GigabitEthernet 1/1 :

GigabitEthernet 1/1 switchport voice vlan mode is disabled

GigabitEthernet 1/1 switchport voice security is disabled

GigabitEthernet 1/1 switchport voice discovery protocol is oui
-~ more -- , next page: Space, continue: g, quit: ~C
we b
web
SYNTAX

showeb privilege gr ol{pe §liexawhrhde>}uloteldEy e |
Par ameter
privilege Web privilege

group Welprivilege group



CWORD Valid words arDeHCPADgb eg'at'i bDdhicapCdsents

EE&GGARBVR® Green_Et hernet' "I P2 "I PMC_Snoop

"Loop_Protect'' MMRC_TMbi etenance'’

"Mirroring' "NTP' ' POE' "Ports'’ "Private_ VLA
"RPC' '"Security’ '"Spanning_Tree' 'System' T
"UPnP' "VCL' " VLXNRI FI¥ow ce _VLAN'
"sFl ow'

l evel Web privilege group | evel

| Out put modifiers

begin Begin with the |line that matches
exclude Exclude | ines that match
include I nclude | ines that match

<L | NE Strimgtth output I|ines

EXAMPLE



VX- GPU2610 9# show web privilege group level

Group Name Privilege Level

CRO CRW SRO SRW

ACTIVATE 510 510
Aggregation 510 510
cloud_management 510 510

Debug 151515 15

DHCP 510 510

Dhcp_Client 510 5

Diagnostics 510 5 10

EEE 510 510

GARP 510 510

Green_Ethernet 510 5 10

GVRP 510 510

P2 510 510
IPMC_Snooping 510 510

LACP 510 510

LLDP 510 510

Loop_Protect 510 510

MAC_Table 510 510
Maintenance 151515 15

Mirroring 510 510

MVR 510 510

NTP 510 510

POE 510 510
Ports 510 110

Private_VLANs 510 510

QoS 510 510

RPC 510 510

Security 51 0510
sFlow 510 510

Spanning_Tree 510 510

System 510 110

Timer 510 510

Trap_Event 510 510

10



TERMINAL of CLI

Set terminal line parameters

Synt ax

ter memdal i ng

ter mexatlci meo-044€6-36066 |

ter mhrealp

ter mhmnalt or y323%ze <0

t er mil malg tohr -5202 >

ter mwnahk h <012dx 40

Par ameter

editing Enabl e command | ine editing

exetci meoutSet the EXEC ti meout

hel p Description of the interactive help system
history Control the command history function

l ength Set number of |lines on a screen

wi dt h Set width of the display terminal

<1440 > Ti meout in minutes

<B63600> Ti meout in seconds

si ze Set history buffer size

<B32> Number of hi story commands, 0 means disabl e
<0 o051 23> Number of I|Iines on screen (0 for no pausing)
<0 0465126 Number of charactdmOs fomedundicdnelg)n | i ne

EXAMPLE



VX- GPU2610 9# terminal help

Help may be requested at any point in a command by entering

a question mark '?'. If nothing matches, the help list will

be empty and you must backup until entering a '?' shows the

available options.

Two styles of help are provided:

1. Full help is available when you are ready to enter a
command argument (e.g. 'show ?') and describes each possible
argument.

2. Partial help is provided when an abbreviated argument is entered
and you want to know wh at arguments match the input

(e.g. 'show pr?'.)

VX- GPU2610 9#



TRACEROUTE of CLI

Copy from source to destination

SYNTAX
traceliue _i p_addr> [ protocol { icmp | udp | tcp }
<v_nqueries> ]

Par ameter
i p I P
<wor-235> destination address
nqueries Speci fyodumbe®bhe packets
protocol Specify protocol including icmp, udp
ttl Specify max TTL
wai t Specify wait ti me
EXAMPLE

VX- GPU2610 9# traceroute ip 22 nqueries 3 protocol icmp ttl 3 wait
3

traceroute to 22 (0.0.0.22), 3 hops max, 140 byte packets

l***
2***

3***

VX- GPU2610 9#



20 CLI COMMAND REFERENCEsS

This chapter introduces the CLI privilege level and command modes.
The privilege levetletermines whether or not the user could run the particular commands
If the user could run the particular command, then the user has to run the command in the

correct mode.

23.1 Privilege level

Every command has a privilege levelB). Userscanrun@onmand i f t he sessio
privilege | evel is greater than or equal to the
privilege | evel initially comes from the | ogin
change the sessiosgdmginpri vilege | evel after |
PRIVILEGE LEVEL TYPES OF COMMANDS AT THIS PRIVILEGE LEVEL

0 Display basic system information
13 Configure features except for login accounts, the

authentication method
sequence, multiple logins, and administrator and enable

passwords.

15 Configure login accounts, the authentication method
sequence, multiple logins,

and administrator and enable passwords.

23.2 Command modes

The CLI is divided into several modes. If a user has enough privilege to run a particular
command, the user has to run the command in the correct mode. The modes that are available
depend on the sessionbdés privilege | evel

COMMAND MODE




Command

Summary

COMMAND

DESCRIPTION

P

show ac

cess management

Use thecxslesw® manag

EXEC commané#édewwbhad

di splay the access

confi gwmratuisen,t he s

keyword to disesplay

<Accessld> keyword

specific access ma

15

EXEC

clear

mEC&GSsment

statis

Use the clear acce

statistics padmmdnreg

ear the statisti

access management .

15

EXEC

access

management

Use the access man

nfigurati oen&mimen
cemasnagement . Use
tbmmand to disa

nagement .

15

GLOBAL_CONFI (@

access
<ipvd_a

[ tel

net ]

ma n a-f & med019 4<1
ddr > [ to <ipv4d ]

| all }

Use the access man

<Accessl d> gl obal

commatna set the ac

management entry f

15

GLOBAL_CONFI (@

access
<ipve6_a

[ tel

net ]

ma n a-f & med0i9 4<1
ddr> [ to <ipve6 |

| all }

Use the access man

<Accessl d> gl obal
c o mmatnal tste¢ access

management entry f

15

GLOBAL_CONFI (@

acce

SS management <1

Use the no access

<AccessldList> glo
commatna del ete the

management entry.

15

GLOBAL_CONFI (@

accesisst

petmoh { deny

Use the-lasteastion

configurati onorfoimgn

accesisst Tald i aehciessts

15

I NTERFACE_POR




interface configur

received frames if
ACE.
accesipsatt e mi tlebr> <1 Use the-l acdtleismitteer 15 || NTERFACE_POR
configurati onorfoimgn
accesisstl irmitteelre | e
l'ist interface con
received frames if
ACE.
no ac-lciest irmaitteer Use t he nloi satt creasstsee| 15 || NTERFACH_ROR
interface configur
di sabl e tlhies t& croaek dee
accesisst interface
affect the receive
match any ACE.
accedsisst { r edipryegt ijntp|lUse t he nloi satccreesdsi f 15 || NTERFACE_POR
{ <port_type_id> | <porconfigurati omo rcfoimgn
accesisst redirect i
no aclciessed{rectoply port |[Use t he nloi satccreesdsi rf 15 || NTERFACE_POR
configuratiodi <almm
accesisst rTencei raeslcitesst
interface configur
received frames if
ACE.
accesisst mirror Use the-las¢cessrror 15 || NTERFACE_POH
configurati oenamlmen
accesisst mirror. Us
t he esmmand t o di-lsiasht
mi riThe. aceciessts i nt er
configuration wildl
frames i f i tandoALrH
accesisst |l ogging Use the-lastedodggin 15 (I NTERFACE_POR

configurati oenalmen
accesisst | ogging. U
t he esmmand t o di-lsiasht
|l oggThmeg . acelciessts i nt e
confi gur ateicotn twhiel Ir

frames if it doesn




accesisst shutdown

Use the-lasteshutdo

configurati oen &lmen

acceéesisst shut down.

of tbammand t @acdidsiag

shut dblwen . aelciessts i nt

configuration wild/l

ames i f it doesn

15

I NTERFACE_POR

accesisstpodvic2e56 <1

Use the-l acépeorlsicc er
figurati omno rcfoimgm
dsisstpodvccEhle | ®De ¢
nterface

i st i con

eived frames if

ACE.

15

I NTERFACE_POR

no aclciestpodvicer

Use t he nloi satp adevscs e

erface configur

f i gur e -ltihsetp adcvicoe

The ae€lciessts i nt er f ad

wi || affect the re

doesn't match any

I NTERFACE_POR

accedsisst pd35=y <O

Use the-lastepdlicy
figurati omno rfoimgn
dsisst polTihey awvailg
erface configur
eived frames if

ACE.

15

I NTERFACE_POR

no aclciests policy

Use t he nloi satc cpecslsi ¢

confuration rcemmamn
def aul t-l lactc ep®hé cy
accesisst interface

affect the receive

match any ACE.

15

I NTERFACE_POR

ac c esiss ts tpaotret

Use t he-l acdtetpamtret i

cafigurati oneramma

accesisst port state

of tammand t o di-lsiag

port state.

15

I NTERFACE_POR

accesisstl irnitteer [

8,16,32, 64,

<1~16

128,

Use t he-l acdtleismitteer

configurati omnorfoimgn

15

I NTERFACE_POHR




32767> | kpps
<1,2,428646138, 256,512,

<010000> }

accesisstl irmitteer .

def aul tl iaxctd érsedtteer [ <1iUse the deflawhtt emc|l5 GLOBAL_CONFI (
gl obal configurati
restore the def a-i
ratemiter.

accesisst ace -Jufehaetxd] {<|Use the-lastease gl 15 [GLOBAL _CONFI (@

256>| [ asgtess {switch
{<83>| <1~53>}|interface
{<port_t{ypertdtype ploilsit
255> [-lpiotl maxy xFFQ4dg

{tagged]| un t[avgigde |9l Y [atnay
prior7tylq-@<B|-B|-D|-4| ar ydjnk
type {unicast | mul {fif d asnt
{aneftype @t ygpe&POOO7ff -0
0x805,0x86dc, 0Ox86dée>| ar
{<mac_addr >| any}] [ dngrg
[sip {<ipv4d_subnet>] any
{<ipv4d_subnet>]any}] [ 5
[ aaopcode {ar p]| r arfpll @d-hle
e queslt>|{agh®-$ nac -1{>J0any-}
mac-1E4@ny-b génflged any-i p
<D>| any-¢1 heger-f{<adiypv]4] |[

=

—

—~— o~

<ipvd_subnet>]any}] [d

—

ippr ot oc &5l ,-TE<-A B2 >| a A lalg
t1-1%ka&nylpltifdag |{any} ]

fragme-fit| grgp]gnmp [sip

{<ipvd_subnet>|any}] [d
[ ctmppe2$&8| anygddd-if{cmp
255> | adyllalg t[[lilg <®nlplt ifo
{ <D>| anyjrlag[mes & | & d 9phui4]p
[ sip {s<ubpwest >| any}] [di

—

{<ipvd_subnet >6&B58H]> -[[4
65535>] | any-ppb5Blpoeftofqd
65535>] |falngg i[lilg gpdny} ]

opti ofls |{anGf ylagmemt| a1 9

ip¥4p [sip {<ipvd_subngqg

configuration tcheemm
accesisst ace. The ¢
the updatwi kbeywr ed
overwrites an exis
unspe iafriaemke twe | | b e
default valuelkeywo
to update an exi st
specifiedapar ammdt &
ACE must ordered b
sequenbe,received
be hit on the fUisres
nextasotr keyword to

sequence order.




{<ipvad _Babyp} >[6SEBEBI5t> -{[ 4
65535>] | anypp5Blpoeftof{sq
65535>] |falngg [l g E®ny} ]

opti ofls |{anGf flagmegpt| 19
[tthagfiintptanysyn [i>=pa
[tept-1s@nyp3h [H>pany]d
{ <D>| any-4qg [1{><@a niyp}v]6] [ n
heade+s# ,-7&08B,-5395>]| any} ]
{<ipve_atdtmabki gui nlt i>r
{<D>| anp}lemp [sip {<ip
<Suinttylple@®EP] afl
i crepode 2560 | any li Imift b ¢ peo

bit mask

i puelp [sip {<ipivtmasir 3
<uint>]] any}5]5 3[5sp-drtto {<9
65535>] ]| any-pp5Blpoeftof{qd
65535>] | alniyrhilt >[ {haofpy ¥ 16 |p
{<ipv6_a-bddt map&irmyulilnt[>g]
65535> -6[5t5035<0] | anyBF5p8
<8 5535>] | alniymhilt > {haotpy-h 1 a
[tEpn-1&f@ny§¥n i>x@anys§
{<D>] anyp3h[{>PpanyadkE¢q
1> anydidgit><@nyhrtl}on
{s
<port _ty(e dltiasitt=g6}>]|{ Kkils

{permit|deny]| filter

[eyol i c2Bb6%kdi[s{arbel dei}+]ec
copy} {swi-BIh|polr~+5 <} i
{<port_type_id>|<pofmit

[dabl[élolggi ng[ptHusdbive]

[l ookup [disabl e]]

no acliests ace <1~256> Use the nloi satccaecses ¢ 15 [GLOBAL_CONFI d
configurati odelcetmen
accesisst ace.

show atcess|[ <dmdaretr ftaxcpelUse t he s hloiwstacpgreis 15 |[EXEC

[ rlaitrei ter [ <1~16> 1 ]

[ <1~256> ] ]

EXEC commané&ewwbhd

di spl ay tlhies ta cccoensfsi
particularly -tihet s
interfaae cfdsirsg te hiera

configurationd i mrt




keyword to disgeptay

l'imiter comfiuger ath

keyword to dispeptag

configuration.
clear -micsesace statistilUse the clleiasrt aaccee 15 [EXEC
pirvil egeconmnXé&nCcd t o
statistics mai-ht at
i ncludi nlgi satc cierstse r f
and ACE's statist
show a-tcessstaacteus [ 9@t |Use the shloiwstwmdcaeta 15 |[EXEC
[ I-mro@tect ] [ dhcp-] [|lprivilege EXEC com
i nsmect]li [ mep -sjoufrgaiepmae-lk eywords to di$pka
mgmtf] Jconflicts ] [ swijstatus f o4 iaklouaec
particulaedy stheasa
accesisst acles es tcad rufs
keyword to di slpilsaty
that doesn't apply
I'n other word, it
is not applied to
hardware | imitatio
show aggregation [ modse 15 [EXEC
aggregation mode { [ s 15 [GLOBAL _CONFI ¢
no aggregation mode 15 [GLOBAL _CONFI ¢
aggregation group <uint 15 || NTERFACE_POH
no aggregation group 15 || NTERFACE_POR
ip arp inspection Use the ip arp ins 13 |[GLOBAL _CONFI ¢
configuratiogl @hoanm
enabl e ARP inspect
of tbmmand to gl ob
inspection.
ip arp inspection vlian|[Useetihp arp inspec 13 |[GLOBAL _CONFI ¢
configuratiogl @hanm
enabl e ARP inspect
of tbmmand to gl ob
inspection.
ip arp inspection vilan 13 [GLOBAL _CONFI ¢
permit | all }
no ip arp inspection vl 13 [GLOBAL _CONFI ¢




ip arp inspection entr) 13 |[GLOBAL _CONFI d
<vlan_id> <mac_ucast > {
arp_inspection_transl at 13 |[GLOBAL _CONFI d
arp_inspection_port_modUse the ip arp ins 13 || NTERFACE_POHR
configuratitolm comfm
port as trusted fo
pur posetshe Use form
command to configu
untrusted.
arp_inspecticthemcpovl! an Use the ip arpwvimasa| 13 || NTERFACE_POR
interface confitgar
configure a port a
inspecti on ptuhrep onsoe
this command to co
default
ip arp insmpec{ti deny ol]ggpAlUse the ip arp ins 13 || NTERFACE_POH
interface confitgar
configure a port a
for ARP inspectitdar
no form of this co
port as |l ogging no
no ip arp inspection | quse the no ip arp 13 || NTERFACE_POH
interface confitgar
configure a port a
mode for ARP inspe
show ip arp inspectiype | 0 EXEC
| vlian <vlian_Ilist> ]
show i p arp i nspsrddpinn 13 |[EXEC
static ] [ interface <¢g
aaa authentication | ogilUse t heaeutateeanti cat.i 15 [GLOBAL _CONFI ¢
http } { [ Il ocal | radiicommand to configu
aut hentication met
no aaa authentication | 15 [GLOBAL _CONFI (@
| http }
radsesver t-ilméoot <1 Use theserademnusti me 15 [GLOBAL _CONFI ¢
to confilgubal tRADIg
val ue.
no r asdeirwser ti meout Use the servedi asm 15 [GLOBAL_CONFI @




command t o

reset t

ti meout value to d
radsesver retfl0®d®Wsmit <JUse theseraweétursansm GLOBAL _CONFI
command to configu
RADI US retransmit
no r asdeirwser retransmit Use the servedi uet GLOBAL _CONFI
command to reset t
retransmit value t
radsesver déadadd40me < Use theserademnsdead GLOBAL _CONFI
command to configu
RADI US deadti me va
no r asdeirwser deadt i me Use the servedi de a GLOBAL _CONFI
command to reset t
deadti me value to
radsesver keg><linel Use theserademnskey GLOBAL_CONFI
configure the glob
no r asdeirwser key Use the servedi hey GLOBAL_CONFI
to remove the gl ob
rad-ses vtetrr iabut e 4 <ipvd4 GLOBAL_CONFI
no r asdeirwser attribute 4 GLOBAL_CONFI
radsesver attribute 95 GLOBAL_CONFI
no r asdeirwser attribute 9 GLOBAL_CONFI
radsesver attri2lbBt>e 32 GLOBAL_CONFI
no r asdeirwser attribute 3 GLOBAL_CONFI
radsesver ho255xwpoadt hUse t heserawdémushost GLOBAL_CONFI
65535> -pof t6ebs5@3t5> ] [- tladd a ARIWR host.
1000> ] [ FleDtOrOan g mi[ t6 B<el
no r asdeirwser ho355xwponddtiUse the Bservedi hos GLOBAL _CONFI
65535> -pof t6ebesd@3ts > ] to delete an exi st
tacasaesver t-ilméoot <1 Use ttdheses ver ti me GLOBAL _CONFI
command to configu
TACACS+ timeout va
no t ascearcvser ti meout Use the wmertveaadsd n GLOBAL _CONFI

command t o

ti

me o ut

reset t

value to d

tacasaes ver

de-ad 4 0me <1

Us e

command t o

TACACS+

t hesémecacsdead
configu

deadti me v

GLOBAL _CONFI




no t ascearcvser deadt i me Use the mertvecgaadsa 15 [GLOBAL_CONFI
command to reset t
deadti mededlawé tto
tacaes ver keg><linel Use theséencacskey 15 |[GLOBAL _CONFI
configure the gl ob
no t ascearcvwser key Use the mertvecgadksyl 15 |[GLOBAL_CONFI
to remove the gl ob
tacadaes ver ho2355xwprpdrtUse thesémeacshost 15 [GLOBAL _CONFI
65535> ] [-1@00meout[-&Reyladd a new TACACSH+
no t ascearcvser ho2355xwprpdUse the mertveagadchsos| 15 [GLOBAL_CONFI
65535> ] comand to delete a
TACACS+ host.
show aaa Use the show aaa c 15 |GLOBAL _CONFI
currently active a
met hods.
show rsadriwesr [ statisti|lUse the shkowvreadicw 15 |[EXEC
to viewrtbkbat RADI U
configuration and
show taemcer Use the shsoew vtearcaccq 15 [EXEC
to view the curren
configuration.
debug auth { consol e | debEXEC
<word31> [ <word31l> ]
cl ock stuemmewor dl1l6> r5e> 13 [GLOBAL _CONFI
7> -k2> <hhmm» - -¥2> <h
[ <1440>]]
cl ock stuinmeer<wordl-52>4da 13 [GLOBAL _CONFI
31> <2000 > <hhnin>-341>
<20Q@097> <hhmmmaOpPkl
no csomirer me 13 [GLOBAL _CONFI
clock timezonRr2e3wof HA]6 13 |[GLOBAL _CONFI
no clock timezone 13 [GLOBAL _CONFI
show clock detail 0 EXEC
cl ock stuinmeer<wordl6>5%e 13 |[GLOBAL _CONFI
7> -¥k2> <hhmmr> -&H -¥2>
<hhmp>xn1440>]]
cl ock stunmeer<wor dlB2>da 13 |[GLOBAL _CONFI
31> <2000 > <hhhnn>-3d>




<20Q097> <hhmmA0pkl

no cl ock-t ismenmer 13 |[GLOBAL _CONFI (
clock ti mezon2e22 3wof HA]6 13 [GLOBAL _CONFI (@
no clock timezone 13 |[GLOBAL _CONFI ¢
show clock detail 0 EXEC

show ip dhcp detailed gUse the show ispt athi 0 EXEC
snooping | +Hfe@lravar|d norcquser EXEC tomdiaspgl
[ interface <port_typestatistics. Notice
peport TX statisti
the incompagkBPHCPs
L3 forwardi ndomech
the nor mal -pfoartwalrXd
i shhtr eiafsetdhe inco
packet is done by

mechani sm.

clear ip dhcp detailed|Use the clear ip d 15 [EXEC
snooping | relay | helgprivil egceodmniaXnedC cl e
<port_type_list> ] statistics, drP DHG
statistics fNot itchee
except for clear s
interdlheas,t he sta
specific port may
global statistics

di fferonterlva e w.

clear ip dhcp relay stguse the clear ip d 15 [EXEC
pri vil egceodmniaXnEdC t o

statistics maintaa

show ip dhcp relay [ stUse the show ip dh 0 EXEC
command WwWieywouds t
the DHCP r el ayorc oung
the statistics key

statistics.

ip dhcp relay Use the ip dhcp re 15 |[GLOBAL _CONFI ¢
configurati oenaholmen
DHCP relay server.
thi scommamd sabHEPt

relay server.

ip haldpgeress <ipvd4d_ _ucastUse the -apdhespegl 15 [GLOBAL _CONFI ¢




nfiguratitom ocomfm

st address of DH

no

i p -ahded rpeesrs

Use théaeh@didpess g

nfiguratitom oloaman

address of DHCP r e

15

GLOBAL_CONFI (

ip dhcp

rel ay

informati

Use the ip dhcp re

global configurana

the DHCP relay int

the no f crommafndt hio

the DHCP rel ay iTHg

option 82 circuit

"[vlian_id][ modul e_

four characters re

the fifthhamactexs

modul e | Dpopine stand

al ways equal 0), a

charaatershe port

example, "00030108

messagaeeive form

switch ID 1, port

82remote I D value

MAC address.

15

GLOBAL _CONFI ¢

ip dhcp

repl ace

rel ay

}

informati

Use the ip dhcp re

global configurati

configure the DHCP

pol Wogn DHCP rel ay

mode operation age

receavBBCP message

contains relay age

enf otrtcee policy. The

is invalid when re

is disabl ed.

15

GLOBAL_CONFI d@

no ip

dhcp

re

|l ay

i nforn

Use the i p drhmnptire

gl obal configurati

restore the defaul

information policy

15

GLOBAL_CONFI d@

show ip

dhcp

pool

[ <wor

EXEC

show ip

dhcp

pool

count

deby(

EXEC




show i p dheapd derxecslisuded 0 EXEC
showdhpp server binding 0 EXEC
committed | expired} ]

expired} ]

show ip dhcp server bin 0 EXEC

show ip dhcp server 0 EXEC

show ip dhcp server st g 0 EXEC

show i pedhep declined 0 EXEC

show ip dhcp d@r wempvdeda 0 EXEC

clear ip dhcp server bi 13 [EXEC

clear ip dhcp server bi 13 |[EXEC

expired }

clear ip dhcp server st 13 |[EXEC

idhcp server 13 |[GLOBAL _CONFI (
ip dhcp -®@cdd easded<i pv4_ a 13 |[GLOBAL _CONFI (@
[ <ipvd4_addr >]

no ip dhcp pool <word33 13 [GLOBAL _CONFI ¢
ip dhcp server 13 I NTERFACE_ VLA
network <ipv4_addr > <ig 13 DHCP_POOL

no networ k 13 DHCP_POOL
broadcast <ipv4_addr > 13 DHCP_POOL

no broadcast 13 DHCP_POOL

def awlutt er <i pv4_ucast > 13 DHCP_POOL

[ <ipvd4d_ucast> [<ipvdd _udg

no derfauwt gr 13 DHCP_POOL

l ease3 g5x@P3>=<0 <uint> 13 IDHCP_POOL

no | ease 13 IDHCP_POOL
domaname <wordl1l28> 13 DHCP_POOL

no do-mama 13 IDHCP_POOL
dnserver <ipvé4d_ ucast> | 13 IDHCP_POOL

[ <ipvd4d_ucast> [<ipv4dd_udg

no eregver 13 IDHCP_POOL
nt-perver <i gw4d pwcalasitcast 13 IDHCP_POOL

[ <ipvéd4d_ucast> [<ipvidd_ud

no 8Bepver 13 IDHCP_POOL

net bnaonseer ver <ipv4d_uca 13 IDHCP_POOL

[ <ipvé4d_ucast> [<ipvidd_ud




0 nehbamesrver 13 IDHCP_POOL
et bniocodsey penddé&ndde-njodm- 13 IDHCP_POOL
ode }
0 ne-h bdteysp e 13 DHCP_POOL
et bsicospe <l inel28> 13 DHCP_POOL
0O nesbops 13 IDHCP_POOL
i-so man aame <wor d128> 13 IDHCP_POOL
o -dbman anme 13 IDHCP_POOL
i-sser¥epv4_ucast> [<ipyv 13 DHCP_POOL
<ipv4d4d_ucast> [<ipvdd_udg
o -sesver 13 DHCP_POOL
ost <ipv4d_ _ucast> <ipvi 13 IDHCP_POOL
o host 13 DHCP_POOL
| i-iechent i fier { f eqdndr<lg 13 IDHCP_POOL
mac _addr > }
o c-identifier 13 DHCP_POOL
ar dwadrder ess <mac_ucast 13 DHCP_POOL
o har-davar ess 13 DHCP_POOL
| i-reenthe  <wor d32> 13 DHCP_POOL
o c-haempt 13 DHCP_POOL
endor-idéassfier <sitmfia 13 DHCP_POOL
hexval 32>
o vendardemltads er <str 13 DHCP_POOL
ebug dhcp server memsi debJEXEC
ebug dhcp server declii debEXEC
ebug dhcp server declii debEXEC
how i pndbeppng [ interflUse the show ip dh 0 EXEC
port _type_Ilist> ] EXEC commandtte ®©H

snooping configura
how ip dhcp snooping [[Use the show ip dh 0 EXEC
port _type_list> ] EXEC ¢ ommatnhtcewtwor d

di splay the DHCP s

confi gurpatritonc,uloarr |

snooping st atnitsetrifcs

use the statistics

statistics.
clear ip dhcp snooping|Ue the clear ip dh 15 |EXEC
<port_type_list> ] statistics poadmmdnred




clear

DHCBn

DHCP

inter

the statisti

ooping, or pa
snoopi nfgors ttahtg

face.

ip

dhcp

snooping

Use t
conf i
enabl

form

di sab

he ip dhcp sn

gur ati ogl @anm
e DHCP snoopi
@ fo mmaingd t o gl
DHCP

I e snhnoop

15

GLOBAL_CONFI (

dhcp_snooping_port_modse

conf i
port

rpo
comma

untru

he ip dhcp sn
gur at itom ccomfm
&9 tfroustbHCP s
setshe Use form
nd to configu

sted.

15

I NTERFACE_POR

show

ip dhcop

snooping t

user
assig
from

VLAN

he show dh

ip
EXEC commarhek
ned informadi
DHC R xsceerpvte rf or

interface | P

15

EXEC

ip

vian

naemever {

<vlan_id> ] }

<ipv4d_ucas

Set t

domai

he DNS server

n names

15

GLOBAL_CONFI d@

no

i p-seamer

op

acces

resol wmiamgsdbodm

sing DNS serv

15

GLOBAL_CONFI d@

show

i ps enravneer

Di spl

or

ay the active

mati on

EXEC

ip

dns

proxy

abl

e DNS proxy s

15

GLOBAL_CONFI d@

show

version

Use s

infor

how version t

mati on.

EXEC

firmware

upgrade <wor d?>

Use f

rmwar e

i rmware upgr a

i mage to

15

EXEC

firmware

swap

Use f

and a

i rmware swap

Il ternative fi

15

EXEC

show gerteheenr net f

an

ows

and f

Fan sTeanipuesr a(t

an speed).

15

GLOBAL_CONFI @

greemnher net -ofnalrR-It2e7n»p

Sets

to th

temperature a

e |l owest spee

15

GLOBAL _CONFI ¢

no

gredédrer net-ohhan

t emp

Sets

temperature a

15

GLOBAL _CONFI ¢




to the | owestefapée

reenmhernet -maan-l2<g mp > Sets temperature w/ 15 |GLOBAL_CONFI (G

be running at full

o gredédrernet-mhan temp |Sets temperature a| 15 |[GLOBAL_CONFI d

be running adeffadll

reemhernet | ed intervagUse getekernet | ed 15 [GLOBAL _CONFI (@
00> configure the LED

interval of the da
o gredadrernet |l ed inter 15 [GLOBAL _CONFI (@
reenmhernetevekerertd -dmdnd-e@ nUse g-eekberneevenrtd 15 [GLOBAL _CONFI ¢

5535> ] [ error ] }*1l|configure when to

100 %%.

o gredédrerneevent-cbhahige 15 [GLOBAL _CONFI (@

error ]

how mgerteheer net eee [int|Shows Green Ethern 15 [EXEC

port _type_1list>]

h ow gerteheenr nerte aschho r[ti nt gShows Green Et adach 15 |[EXEC

port _type_1Ilist>] status.

how gerteheenr netdedareertgy i Shows Green Et-hetrea 15 |[EXEC

port _type_1Ilist>] status.

how gerteheenr net [interfalShows Green Ethern 15 |[EXEC

reeemhernet eee Sets EEE mode. 15 || NTERFACE_POH

reemhernetgegetetues [ <ragSets EEE urgeent ¢ 15 || NTERFACE_POR

reemhernet e-Beproometri mi zlSets i f EEE shoul d 15 |[GLOBAL _CONFI ¢
l east traffic | ate

comsumption

reenmheenetdgey ect Enabl es-denercgy powel 15 (| NTERFACE_POR

reemnher nerteaschhor t Enabl esr esahcohr tpower 15 || NTERFACE_POR

how ip http server sedqUse the show ip ht 15 |[EXEC
stapubvi | e gceodm nEaXnEdC
di splay the secure

status.

p httpegeaecure Use the ipskhtvprseg 15 |[GLOBAL _CONFI d
configurati oenalmen
secure HTTP web se
form afommaingd to di

securewdbTRBerver.

p htt g eddawrcd Use the htegdisectur 15 |[GLOBAL _CONFI (g




configurati oen &lmen

secure HTTP weWherne

secure HTTP web se

f eatawrteomati c redir

secure HTDRneetltih@en

secure HTTP welbs e ot

no form of this co

securewdbTPedirect
reload { { { cel6d |] WwarRel oad system, eit 15 |[EXEC
[ keep] 1} } restore defaults w
show r«mmifngefaaltds ] 15 [EXEC
show r«mmifng feature < 15 [EXEC
defaul ts ]
show r«mmifng interface 15 [EXEC
[ daéfaults ]
shorwunndaomgfig interface 15 [EXEC
[ daéfaults ]
show r«mmifng vlIan <vl a 15 [EXEC
defaul ts ]
show r«mmifng | ine { co 15 [EXEC
<range_ldeftaul[t sal]l
copy { -csotndriagumd cnrgf i g | 15 |[EXEC
{ st-aohtipg fcomdmmgi hg <wg
[ syohaxk ]
dir 15 [EXEC
more <word> 15 |[EXEC
del ete <word> debJEXEC
debug i dfl gfsshopfe oc k debyEXEC
debugwi pdpechlifaack {1l ocal deb EXEC
debug i cecufpggrsaideenstt at us debEXEC
debug icfg dir debEXEC
debug i dfreacer r<dri ne> debEXEC
ip routing Enabl e routing for 15 |[GLOBAL _CONFI d
no ip routing Di sable routing fo 15 |[GLOBAL _CONFI d
ip address {{<ipvd4_addrl P address configu 15 || NTERFACE_VLA
{dhcp [fallback <ipvd4d_asg
[ti meout <uint>]1]1}}
ip dhcp retry interfacgRestartptdlei etc 15 [EXEC




no ip address I P address configu 15 || NTERFACE_VLA

ip route <ipvd4d_addr> <ilAdd new | P route 15 |[GLOBAL _CONFI d

<ipv4d_addr >

no ip route <ipv4_addr 3yDel ete an existing 15 [GLOBAL _CONFI (@

<ipv4d4d_addr >

show interface vlian [<4yVlan interface sta| 15 |[EXEC
show ip interface brieflBrief | P interface 0 EXEC
show ip arp Print ARP table 0 EXEC
clear ip arp Clear ARP cache 0 EXEC
show ip route Routing table stat 0 EXEC
ping ip25%er[dIlrée@d@ealt [<I1 0 EXEC

1452> ] [-30mwtérval <O

clear ip statistics [ 9 0 EXEC
<vlian_list> mspgp KOmR5P 3
show ip statistics [ sY 0 EXEC

<vlian_liicemp>]mpi etp255 3

debug ipstack |l og [ ERR]| debEXEC
[ WARNI NG| NOWARNI NG] [ N
[ NFO| NOI NFO] [ DEBUG| N(
[ MDEBUG| NOMDEBUG] [1 OCT

[I NI T| NOI NI T] [ ADDR| NOA

[ EMERG| NOEMERG] [ CRI T]| N

déug i p kmem debEXEC
debug ip route debEXEC
debug ip sockets debJEXEC
debug ip I pm stat ip <\ debJEXEC
debug ip I pm stat ipveé debEXEC
debug ip I pm stat <clear debEXEC
debug ip I pm sticky cl g debEXEC
debug ip I pm usage debEXEC
debug ip global interf g deb EXEC
debug ip vlian ipv4d creg deb EXEC
debug ip vlian ipv4d chan deb EXEC
debug ip vlian ipv6 creg debEXEC
debug ip vlian ipv6 chanr deb EXEC
show ip igmp snooping n 0 EXEC

clear ip igmp snooping 15 |[EXEC




statistics

show ip igmp snooping { 0 EXEC

database kpbntetypeel i g

information ] ] [ det ai

ip igmp snooping 15 [GLOBAL _CONFI (@
ip igmp -uh&kodiwmg 15 [GLOBAL _CONFI (@
i p i gmpr doystprbrapve 15 [GLOBAL _CONFI (@
i p i gmpameen <i pvi43Mmeast 15 [GLOBAL _CONFI ¢
no i p i-gmpgesm 15 [GLOBAL _CONFI (@
ip igmp snooping vilan ¢ 15 [GLOBAL _CONFI (@
no i p igmp snooping vl g 15 |[GLOBAL _CONFI (
ip igmp snooping 15 || NTERFACE_VLA
ip igmp snoopingaddeess€ 15 || NTERFACE_VLA
<ipvéd4d_ucast > }

no i p igmp snooping que 15 || NTERFACE_VLA
ip igmp snooping compat 15 || NTERFACE_VLA
v3 }

no i p igmp snooping corn 15 || NTERFACE_VLA
i p isgnmopopi ng fFriority < 15 || NTERFACE_VLA
no i p igmp snooping pri 15 || NTERFACE_VLA
ip igmp snoopvagi aRIbbsH 15 || NTERFACE_VLA
no i p igmp snoevpairn ga brlcel 15 || NTERFACE_VLA
ip i gmp guweioptienrg8 47 4 432 15 || NTERFACE_VLA
no i p igmp s-hoabprmagl que 15 || NTERFACE_VLA
ip i gmp snomapi agp dneey 15 || NTERFACE_VLA
31744>

no i p i gmp s-mad @isrpetnices 15 (| NTERFACE_VLA
i p isgnmopopi Mm@ mbasite-iryt er-v 15 || NTERFACE_VLA
31744>

no ip igmp sembgueigyl ag 15 || NTERFACE_VLA
i p igmp snoopi @gbuines oV & 15 (| NTERFACE_VLA
31744>

no i p igmunsmdd ripibgter 15 || NTERFACE_VLA
ip igmp snoopliemagve mmedi 15 || NTERFACE_VLA
ip igmp snooping mrout g 15 || NTERFACE_POR
ip igmp sngopupB0max 15 || NTERFACE_POR
no i p i gmp sgrrooouppisng ma 15 || NTERFACE_POR




igmp snooping filter 15 || NTERFACE_POR
ip igmp snooping fil 15 || NTERFACE_POR
vé mld snooping 15 [GLOBAL _CONFI (@
v6 ml d-fumlordawmm 15 |[GLOBAL_CONFI @
veé mipd ohtgesafyreo xy ] 15 [GLOBAL _CONFI (@
v mrangem<ipveéln@ast 15 [GLOBAL _CONFI (@
i pve6 -rmandg essm 15 [GLOBAL _CONFI (@
vé mld snooping vlilan 15 [GLOBAL _CONFI (@
i pvé mld snooping vl 15 |[GLOBAL _CONFI d
ve mld snoopieray ei mme g 15 || NTERFACE_POH
ve mld snooping mrout 15 || NTERFACE_POH
ve6 mld s ngoroopui prisd >aria x 15 || NTERFACE_POR
ipvé mld -gnoopsng mg 15 || NTERFACE_POR
ve mld snooping fildteg 15 || NTERFACE_POR
ipv6é mld snooping fi 15 || NTERFACE_POH
ow i pv6 mld snooping 0 EXEC

ear ipv6 mld snooping 15 [EXEC
atistics

ow i pv6é mld snooping 0 EXEC
grdoatppbase [ interfac

sifnmfi or mation ] ] [ de

vé mld snooping 15 || NTERFACE_VLA
vé mld snooping queri 15 || NTERFACE_VLA
ve mldcompagiihbg | ity 15 || NTERFACE VLA
i pvé mld snooping cqd 15 || NTERFACE_VLA
vé mld snoofbng prior 15 || NTERFACE_VLA
ipvé mld snooping pr 15 || NTERFACE_VLA
vée mldrobhucpimeg 2 2156 > 15 || NTERFACE_VLA
i pvé mld snowvaiingbt € 15 || NTERFACE_VLA
ve mld snoopieng@afdagry 15 || NTERFACE_VLA
i pv6 ml d sinnotoeprivnagl q \ 15 || NTERFACE_VLA
v6é mldguremmaggiersg et ni smee 15 || NTERFACE_VLA
744>

i pv6é ml d smaoxoes majn ey 15 || NTERFACE_VLA
vé mld smembigme-irlyast-y 15 || NTERFACE_VLA
744>

i pv6 mllda-séennobogou edrgyt e 15 || NTERFACE_VLA




i pvé mld snoopiem@pnures ol 15 || NTERFACE_VLA
31744>
no i pv6 mld snoro@p-nmgt arr 15 || NTERFACE_VLA
ip verify source 13 [GLOBAL _CONFI (@
i ip verify source 13 | NTERFACE_POHR
ip verify s2ource | i mit 13 || NTERFACE_POHR
no ip verify source |in 13 || NTERFACE_POHR
ip verify source transl 13 [GLOBAL _CONFI (@
show ip verify source | 0 EXEC
show i pbsondr ngs no odphicnpg 13 |[EXEC
[interface <port_type_|I
ip source binding inter 13 [GLOBAL _CONFI ¢
<vlan_id> <ipv4_ucast >
ip source binding inter 13 [GLOBAL _CONFI ¢
<vlan_id> <ipv4_ucast >
show |l acp { intermniad || |[Show LACP configur 15 [EXEC
neighbour }
cl ar lacp statistics Clear all LACP st a 15 |[EXEC
|l acp spyrsitoermd 3 %3 54 Set the LACP syste 15 |[GLOBAL _CONFI ¢
l acp Enabl e LACP on an 15 || NTERFACE_POH
lacp k6%585=1| auto } Set the LACP key 15 || NTERFACE_POH
lacp role { active | pgSet the LACP rol e, 15 || NTERFACE_POH
transmitting BPDUs
lacp timeout { fast | 9Set the LACP ti meo 15 || NTERFACE_POH
transmit BPDUs, on
each 30 sec.
|l acp-ppootr-6 5 %354 Set the | acp port 15 || NTERFACE_POR
'l dp holldt>5i me <2 Sets LLDP hold tim| 15 |GLOBAL_CONFI
switch willdl di scar
informat\i ool &'f ttrreuriet
wi t"h i\meseconds )
no |l dp holdti me 15 |[GLOBAL _CONFI (
I 1 dp <t53 Zne6 8 > Sets LLDP TX inter 15 [GLOBAL_CONFI ¢
bet ween each LLDP
in seconds).
no |l dp timer 15 [GLOBAL _CONFI (@
I'1dp re0nit <1 Sets LLDP reinitial 15 |GLOBAL_CONFI @
no |l dp reinit Sets LEDRiIitializat 15 [GLOBAL _CONFI ¢




Il dgetleet { meandagermsesn t| Enabl es/ di sables L 15 || NTERFACE_POR
descripticm@maplhbsystems |
descriptiomame}system
Il'ldp transmit Sets i f swinmicth Isth@af 15 || NTERFACE_POR
frames.
I'1ldp receive Sets if switch sha| 15 || NTERFACE_POR
table with incomin
show I Il dp neighbors [ i{|Shows the LLDP nei 0 EXEC
show Il dp statistics [ |Shows the LLDP sta 0 EXEC
clear |l dp statistics Clears the LLDP st 0 EXEC
Il dp tradslmB8$9Pn Sets LLDP tdrea nasymi s 15 [GLOBAL _CONFI (@
transmissi oanmoduenlta yd
that the transmiss
will delayed after
has changed) in se
no |l dp tdehami ssion 15 [GLOBAL _CONFI ¢
'l dpawampe Configures if the 15 || NTERFACE_POH
awar e diCDPovery inf
added to the LLDP
show |1 dp «hedicempt eént Show LMBEIP nei ghbor 0 EXEC
<port_type_list> ] information.
show |1 dp -vrlegpo medy a]| <O0O~Show medpal vewnhi es 0 EXEC
Il dp medtliwclaat iomude { [Use the |1 dptlnmed at 15 |[GLOBAL_CONFI ¢
<wor d8> configure the |l oca
no Il dp medvl dadtitaeade Use no | Il dp-trmedIllad 15 |[GLOBAL _CONFI ¢
confilgaurleatti tude |
degrees.
Il dp medtlwclaomg@intude {[Use the |1 dptlmed o 15 |[GLOBAL_CONFI ¢
<word9> to configure the |
no |1l dp medvl o omtgii tmde [Use Inodp medt lwclaam 15 |[GLOBAL_CONFI (@
configure the |l ong
0O degrees.
I'ldp medt lwcalttiomnude { |[Use the ||l dptlnvedallt 15 [GLOBAL_C®NFI
<word1ll> configure the | oca
no |1l dp medvl ad atiitwde Use the |l dptlnvedalltf 15 [GLOBAL_CONFI @
configure the | oca
'l dp medt Il v eaaditdirioe{ counjUse |1 dp meldv laodcderi 15 |[GLOBAL _CONFI d

nty | city | di st-rig

figure the civi




str-egietect i ost (-&&frfaii X-s {nfg
| h oerucs e| -heswsfe i x | Il ang
addi tiimofnoal | rcaomde ||  2iupg |

apartment |-ndroer -{|y préoa

pos-tammumiatmeg-opop | a-ddi
code } <string250

no |1 dp med vl-awdavr icfo ncou
| county | city | di st

str-egietect i ost (-&&frfaii X-s {nfg
|lhouse | -heswsfe i x | Il ang
addi tiimfneal| rome || iup |
apartment |-ndrerr -{|y préoa
pos-tammumiatmeg-obomg | a-ddi

code }

GLOBAL_CONFI (

Il'1dp medt Il v-aedldiir madwor d2

Us e

ltTheep me dt Il w-aeldi

configure value

GLOBAL_CONFI (@

Cal Service
no |1l dp med viaadami on Us e he no | l-dpv-me GLOBAL_CONFI d
addr o configure
Emergency Call Ser
val ue.
Il'ldp medttvahsmapabil it e e |1 dptimedtd I NTERFACE_POR

[ netpwdriky ]

nfig

rtne

ure which TL

r.

no |1 dp megd vt rf arcsampiatbi |

[ nekipvodri cy ]

I NTERFACE_POR

I'l'dp med dat um-n{avwig8s88 4

ml | w }

e

datum

e |1l dp med d

(geodetic sy

GLOBAL_CONFI d@

no |1l dp med datum

GLOBAL_CONFI d@

I'ldp medOf>ast <1

e

mber

e

the fldadtp tme dco

of times th

being sent dur

GLOBAL_CONFI (@

e fast start mec

DRED -1 Q) .
no |1l dp med fast GLOBAL_CONFI d@
I'1dp med| peodii a3yl >< wwitr{Use t hevimemiiacy to GLOBAL_CONFI d@
signal i Avgo i{xiegmead i Avgoijcepol i cy, whisch ganan

sof t phbwinee -¢onf @deenci ngli

nterface.




video -$igndkeiong } { t

unt aggegrj ordHMW <dB&ETPp] |

ag

no || dp rveldpmnieiddya <0~31 15 [GLOBAL_CONFI g

Il'ldp med| medbabtcygrangeUse thevimeni-fabbktcy 15 (| NTERFACE_POH
policy to the inte

| oppotect Loop protection co 15 [GLOBAL _CONFI (@

| o@pp ot ect -ttt mahGri t Loop protection tr 15 [GLOBAL _CONFI (@

no I-porogpt ect -tti mans mit 15 [GLOBAL _CONFI (@

| opp ot ect -5 h mme6doeddsn0 0 > Loopprotection shutd 15 |[GLOBAL_CONFI d

no I-progpt ect -shmédown 15 [GLOBAL _CONFI (@

|l opp ot ect Loop protection co 15 || NTERFACE_POR

|l oppotect action { [sh 15 || NTERFACE_POR

nd o@gpotect action 15 || NTERFACE_POR

| o@p ot entotd et x 15 || NTERFACE_POH

show -pootpect [ interfac 13 |[EXEC

mac adtmébe | earning [9Enable | earning on 15 || NTERFACE_POH

show anddr-eabkl e [ conftil 0 EXEC

| { { learning | count

<port_type_list> 1 1} |

<vlan_id> ] } | vlan <

<port_type_list> ]

cl ear maect aabdider es s 15 [EXEC

mac adtmrbfag it <mac_addl|Assign a static ma| 15 |[GLOBAL_CONFI d

<vlian_id> interface <pgd

mac adtdmbte-tagneng00p0Q00(Set switch aging t 15 [GLOBAL _CONFI ¢

no mac éa dadbal gestsigme Default aging ti me 15 [GLOBAL _CONFI ¢

monitor destination intlSets monitor desti 15 |[GLOBAL _CONFI (@

no monitor destination|Sets monitor desti 15 [GLOBAL _CONFI (@

monitor sour&poft{ tiymtegSets monitor sourc 15 |[GLOBAL _CONFI ¢

{ cpu [<range_list>] 1}

no monitor source { { iSets monitor sourc 15 |[GLOBAL _CONFI ¢

{ cpu [<range_list>] 1}

debug chi p|] [al{l 0} |] debEXEC

debug api [ interface A deb EXEC

cil }y 1 [ { init | misgqg

pvlan-t|abmeec | acl | qos

evc | erps | eps | pack

i pmc | csnmceofr ef |mpripl soam




sgpi o | I3 | afi | ma c g

debug suspend debEXEC

debug r esume deb JEXEC

debugolrf [-3B8m> ¢ -3[BLkH ] debyl NTERFACE_POR
[ cBBk> ] [ Aagb><300

ps3psb5 | ps70 Ppbp$ado]s

[ dernv -haser ]

show spaneénff summary | 15 [EXEC

{ interface <port_type|

<port_type_list> 1 } 1>

[ i rcteer<fport _type_1Ilist>

clear spreaifg{ statist 15 [EXEC
<port_type_Ilisprofodgols

[ interface <port_type |

spanrirre;e mode { stp | 15 [GLOBAL _CONFI ¢

nes panrirreeg mode 15 [GLOBAL _CONFI ¢
spantirreee transmntl Okdl d 15 |[GLOBAL _CONFI ¢
no spatnmeéegtransmht hol 15 |[GLOBAL _CONFI ¢
spanrirree méopsd &85 15 |[GLOBAL _CONFI ¢
no spatnmeéea gmbubpma x 15 |[GLOBAL _CONFI ¢
spanrirreeg magentagds> [ &0 15 |[GLOBAL _CONFI ¢
<430> ]

no spatnmée gmaigemax 15 [GLOBAL_CONFI ¢
spanwrirrege ms tt ifnoe3Wadr d 15 [GLOBAL _CONFI ¢
no spatnmee gmstt ifroer war d 15 [GLOBAL _CONFI ¢
spanrirreee edfgéel bpdu 15 [GLOBAL _CONFI (@
spanrirree edgeabgddu 15 |[GLOBAL _CONFI d
Sspanrirrege recovergbdhnde 15 |[GLOBAL _CONFI (@
no spatmméegrecovery int 15 |[GLOBAL _CONFI d
spanrirree<@st pri 6nududyp >< 15 [GLOBAL_CONFI ¢
no spatnmeéegrist psd ority 15 |[GLOBAL _CONFI ¢
spanrirreeg fmst vd@dn <vl an 15 [GLOBAL_CONFI ¢
no spatnmeée gAisst vd@an 15 |[GLOBAL _CONFI ¢
spanrirreg mst name vdVvgdro 15 |[GLOBAL _CONFI ¢
65535>

no spamnmmeéegmst name 15 [GLOBAL_CONFI ¢
spanwtirrege 15 || NTERFACE_POH




spanrirree edge

I NTERFACE_POR

spanmrirmree-eawteo

I NTERFACE_POR

spanrdirreet y pmkiftnggo i nt

aut o }

I NTERFACE_POR

no spatnme extgy p & k

I NTERFACE_POR

spanwrirrege r esotlrei ct ed

I NTERFACE_POR

spanwrirrege r esctnricted

I NTERFACE_POR

spanrirmrege -gbupadrud

I NTERFACE_POR

spanmrdirrege mMst co020 {0 0010

aut o }

I NTERFACE_POR

no spatnmeée gAisst coGt

I NTERFACE_POR

Sspanwrirrege mMst pgoditor-24 >

I NTERFACE_POR

nespanrirrege AMst ppoditor ity

I NTERFACE_POR

spanetirrege

STP_AGGR

spanrirree edge

STP_AGGR

spantirrege -eagteo

STP_AGGR

spanrirreget yp e k{ @painnt

aut o }

STP_AGGR

nes panrirreget ypeak

STP_AGGR

spanrirrege r esotlrei ct ed

STP_AGGR

spanwrirrege r esctnricted

STP_AGGR

spangrirrege -gbupadrud

STP_AGGR

spanrirrege mMst coG20 0 0010

aut o }

STP_AGGR

nespanrirrege fAst coGt

STP_AGGR

Sspanwrirrege mMst pgoditor-24 >

STP_AGGR

no spatnmee grAisst ppoQitor i ty

STP_AGGR

mvr vlian <vlan_Ilist>

ty

I NTERFACE_POR

mvr name <wopred {6>ource

I NTERFACE_POR

no mvr vlian <vlan_1Ilist 3

I NTERFACE_POR

no mvr name <wordl6>

ty

I NTERFACE_POR

mvr i mmedawaee I NTERFACE_POHR
clear mvr [ vlian <vl an | EXEC
statistics

show mvr [ viIian <vlan_I EXEC

—

[ sifnnf or mation ] 1 [

grdoatpabase [ interfac

de




mv r 15 [GLOBAL_CONFI
mvr vilian <vlian_Ilist> | 15 |[GLOBAL _CONFI
no mvr<vdlaann_ | i st > 15 |GLOBAL _CONFI
mvr vian <vlan_1list> mdg 15 |GLOBAL _CONFI
compatible }

mvr name <wordl6> mode 15 |GLOBAL _CONFI
compatible }

no mvr vlian <vlan_1list 3 15 |GLOBAL _CONFI
no mvr name <wordl6> mdg 15 [GLOBAL _CONFI
mvr vlan <vl-addrlessst ><iipd 15 |GLOBAL _CONFI
mvr name <woadd6ess gmpp 15 |[GLOBAL _CONFI
no mvr vlan <watdnebbsst 3 15 |[GLOBAL _CONFI
no mvr name <wdarddk6&>s i d 15 [GLOBAL _CONFI
mvr vilian <vlan_Ii%&x> fr 15 |[GLOBAL _CONFI
mvr vian <vlian_1list> fr 15 |[GLOBAL _CONFI
mvr name <wordl6>7#%fr amsg 15 |[GLOBAL _CONFI
mvr name <wordl6> fr amg 15 |GLOBAL _CONFI
no mvr<vvlaaan | i st > fr ame 15 [GLOBAL _CONFI
no mvr name <wordl6> fr 15 |[GLOBAL _CONFI
mvr vlan <v-mamb-§ueipt érg 15 [GLOBAL _CONFI
<@31744>

mvr name <wavrednb&u edr@ys | 15 [GLOBAL _CONFI
<@31744>

no mvr vl an <nelmbroleirsyt 3 15 [GLOBAL _CONFI
interval

no mvr name <meomlddgwer \y g 15 [GLOBAL_CONFI
interval

mvr vian <vlan_1list> cH 15 [GLOBAL _CONFI
no mvr vlian <vlan_1Ilist 3 15 |[GLOBAL _CONFI
no mvr name <wordl1l6> ch 15 |[GLOBAL _CONFI
show dotlx statistics {{Shows statistics f 0 EXEC

[ interface <port _typeradius.

show dotlx status [ intShows dotlx status 0 EXEC

[ brief] state, port state

clear dotlx statistics |[Clears the statist 15 [EXEC

dot l-autkenticati on Set -aRig henti cati on 15 |[GLOBAL _CONFI d
dotdwxt henti cataiue memnitinelmdThe peri od-aludthweedn 15 |[GLOBAL _CONFI d




3600 > attempts in second
no dot 1x aut hemtuitchetnitan GLOBAL _CONFI d
dot 1x t ipreed w6dS 5<&15 > the time between E GLOBAL_CONFI d
retransmissions.
no dotlx -gfe meodt t X GLOBAL_CONFI d
dotlx authenticati-on tiTime in seconds be GLOBAL _CONFI d
1000000 > activity on succes
MAC addresses.
no daulkxentication t i mg GLOBAL _CONFI d
dotlx ti mepeonto-qjW®@®A@00> |Ti me in secondsadHe GLOBAL_CONFI d
that failed authen
authentication cha
no dotlx tipmeowtd qui et GLOBAL_CONFI d
dot l-autkenticate Refresh (restart) I NTERFACE_POR
process.
dotlx initialize [ intgForc-autb@entication EXEC
dot 1x s=swdctroennt r ol Set t he gdtodtad NAS GLOBAL _CONFI d
dot 1xc @motrnolau{t hfooorriczeed |[Sets the port secu I NTERFACE_POR
unauthorized | aut-bas$ed
no dotZtxnpowt Sets the port secu I NTERFACE_POR
dot 1x -vgluaens t Enabl es/ di sabl es g I NTERFACE_POR
dot 1xr emmamtlyhy-265 > The number of ti me GLOBAL_CONFI d
EAPOL frame is sen
before considering
VLAN
no dot Ix amdedy The number of ti me GLOBAL_CONFI
EAPOL frame is sen
before considering
VLAN
dot 1x -vgl uaend 0<915 > Guest VLAN I D used GLOBAL _CONFI d
Guest VLAN.
no dot 1wl gonest Guest VLAN I D used GLOBAL _CONFI d
Guest VLAN.
dot 1x -vgluaenstsupplicant The switch remembe GLOBAL _CONFI d
frame has been rec
t he-tliimfee of the por
consiwlheertsher to ent
VLAN, it o will firs




enabl ed or disable
(unchecked; defaul
only enter the Gue
frame has not been
for tthiemd idfe tlaédl e
(checked), the swi
entering the Guest
EAPOL frame has be
port f otri méheofl itfle
dot 1x -gadi us Enabl es/ di-pscarbtl esst aptf 15 (| NTERFACE _POR
RADIHESsigned QoS.
dot 1x -vilaa@n us Enabl es/ di-psaarbtl esst gptf 15 || NTERFACE_POR
RADIHdSsigned VLAN.
dotlx featwtan{] fqgosuddi|Gl obally enables/d 15 GLOBAL _QG@NF
[ rawdliams ] }*1 feature functional
show dotlx statistics {{Shows statistics f 0 EXEC
[ interface <port_typeradius.
nt p Enabl e NTP 13 [GLOBAL _CONFI ¢
nt p seidHweadpkrless 13 [GLOBAL _CONFI (@
{<ipvd4d_ucast>]| <ipveé6_ucs
nt p seidHwedadpkrless 13 [GLOBAL _CONFI ¢
{<ipvd4d_ucast>] <host nams
no_ntp_server _ip_addrefg 13 |[GLOBAL _CONFI ¢
show ntp status 13 |[EXEC
show platform<pbyt[typ&Show PHY modul e' s 15 |[EXEC
or a given interfa
show platform phy id [ |[Platform PHY's | Ds 15 |[EXEC
show platform phy inst g 15 [EXEC
show platform phy failg 15 [EXEC
platform phy instance r 15 |[EXEC
platform phy -@aocsiancte ( 15 |[EXEC
show platform phy st at( 15 |[EXEC
<port_type_1list>]
no platform phy instangd 15 |[GLOBAL _CONFI d
platform phy failover 15 || NTERFACE_POR
debug phy readOkf &DF31H5 debyl NTERFACE_POR
sort ]
debug phy wr i tOex f[f f<DOxf3f1 debyl NTERFACE_POR




debug mphaygcedb [ enabl e| di debEXEC

debugf phpaestshr ocumeed { 1 G debyl NTERFACE _POR

10 M}

debug phy reset debyl NTERFACE_POR

debug phyl3gpinmo dked debyl NTERFACE_POR

{output|input]alternati

debug phyl3gpiget<O debyl NTERFACE_POR

show poe [ interface <pgUse the show poe t 0 EXEC

poe mode { standard | pgUse poe mode to co 15 (| NTERFACE_POHR
mode.

no poe mode Use poe mode to co 15 || NTERFACE_POHR
mode

poe priority { low | hilUse poe priority t 15 || NTERFACE_POR
priority.

no poe priority Use poe priority t 15 || NTERFACE_POR
priority.

poe management-cmodempt guUse management mod 15 |[GLOBAL _CONFI (@

cds-sesepowoeveédr | -abhscampt/fPoE power manageme

al | oecraetsieopnoave r -clo nisludpp t i

Il 1l-dps epwoeve r }

no poe management mode 15 [GLOBAL_CONFI ¢

poe pbwmirt { <fword2.135Use poe power | i mi 15 || NTERFACE_POH
maxi mum all owed po
interface when pow
all ocation mode.

no poe power | imit Use poe power | i mi 15 || NTERFACE_POH
maxi mum all owed po
it face when power
all ocation mode.

poe supply s2@0&32~16> <4Use poe supply to 15 |[GLOBAL _CONFI (@
power the power su

no poe supply [sid <1-~1 15 |[GLOBAL _CONFI d

posgc hednolde Configure POE Sche 15 || NTERFACE_POR

no poe smdcaul e di sable PoE power 15 || NTERFACE_POR
met hod.

poe s-allec&«range_1list> Configure POE Sche 15 |[GLOBAL _CONFI d

no poe sxlhledoge_1|ist > di sabl e PoE power 15 |[GLOBAL _CONFI d
met hod.




poe dmdde <range_|list> [Configure POE Powe GLOBAL _CONFI d

no poemddkeayrange_ 1| i st 3 GLOBAL _CONFI d

poe dteilmey <ranegedOl> st > |[Configure PelEayowi GLOBAL_CONFI d

poe hod3d> <0 This command is wus I NTERFACE_POR
per week to enabl e

no poe -B8wor <0 This command is wus I NTERFACE_POR
per week to disabl

poe Sun Thicesmmand is used I NTERFACE_POR
on Sunday to enabl

no poe Sun This command is wus I NTERFACE_POR
on Sunday to disbl

poe Mon This command is wus I NTERFACE_POR
on Monday to enabl

no poe Mon This command i s us I NTERFACE_POR
on Monday to disab

poe Tue This command is us I NTERFACE_POR
on Tuesday to enab

no poe Tue This command iosuru st I NTERFACE_POR
on Tuesday to disa

poe Wed This command is us I NTERFACE_POR
on Wednesday to en

no poe Wed This command i s us I NTERFACE_POR
on Wednesday to di

poe Thr This command i s wus I NTERFACE_POR
on Thursday to ena

no poe Thr This command is wus I NTERFACE_POR
on Thursday to ena

poe Fri This command hesuuns I NTERFACE_POHR
on Friday to enabl

no poe Fri This command is us I NTERFACE_POHR
on Friday to disab

poe Sat This command is us I NTERFACE_POHR
on Saturday to ena

no poe Sat This command is us I NTERFACE_POHR
on Saturday to dis

show interface <port_tyShows the cst dtoirs t h EXEC

[ { packets | bytes | €

{ priority [<0~7>] 1} }




show interface <port_tyRun and displ ay EXEC

clear statistics [interClears statist EXEC

show i ndpaorftacteype_1I|ist> EXEC

show interface <port_tyDisplay EXEC

mt u Use mtu specify I NTERFACE_POR

<'VTSS_MAX_FRAME_LENGTH( 159800 bytes).

'"VTSS_MAX_FRAME_LENGTH |

no mtu Use no S | NTERFACE_POH
to defaul

shut down Use shutd o] | NTERFACE _POHR

terface.

spe@d0{0 | 1000 | 100 |

[1000]} }

e

I NTERFACE_POR

no speed

I NTERFACE_POR

dupl ex { amalof [| hfadlfl |]

nfigure
, 100,
yword
ecified
e "no
fault
e duple

I NTERFACE_POR

no dupl ex

I NTERFACE_POR

med-t gpe { rj45 | sfp |

I NTERFACE_POR

no metdyipae

Us

ty

I NTERFACE_POR

flowcontrol { on | off

Us

a

I NTERFACE_POR

nd |l owcontrol

e to
pe type
e flowec
r the
e no
faul t .

fl owcontrol

I NTERFACE_POR

excesrse yvytear t

e excrsst aret

ckoff

algorithm

I NTERFACE_POR

show web privilege gr ol(

EXEC

web privilege group -Kxx

[ cr-wsx0] {15%r d 105sr W A

GLOBAL_CONFI (@

no web privilege group GLOBAL _CONFI d
show -p@oaurity port [ inShow MAMresses EXEC
<port_type_list> ] Security

show -peoaurity switch [ |Show Port Security EXEC

<port_type_list> ]




no psoercturity shutdown

[

Reopen one or mor e

EXEC

<port_type_list> ] is exceededlowwm.d sh
posecCcuUurity Enabl e/ di sable por GLOBAL _CONFI d
postecurity aging Enabl e/ disabl e por GLOBAL_CONFI d

posecurity

a gli m0go @ Gi Onde> 4

Time in seconds be

activlieggr maod MAC a

GLOBAL _CONFI ¢

no psoercturi ty

aging ti me

GLOBAL _CONFI ¢

posecurity

Enabl e/ disabl e por

interface.

I NTERFACE_POR

posecurity maRR2dhoin

[<1

Maxi mum number of
that demrmed on th

interfaces.

I NTERFACE_POR

no psoercturi ty maxi mum

I NTERFACE_POR

postcurity violation { |The action involve I NTERFACE_POR

shutdown | shutdown } i mit

no psoercturity violation |The action involve I NTERFACE_POR
i mit

pvlian <range_Ilist> Use the pvlian add I NTERFACE_POR

to add or remove a

pviliasmol ati on Use the pvlian isol I NTERFACE_POR
the port into an i
show pvlian [<range_IlistUse the show pvlan EXEC
the PVLAN configur
show pvlian isolation [ |[U the show pvlan EXEC
to view the PVLAN
configuration.
show qos [ { interface EXEC

{ maps-closddcign gd-secsgsn s | a

GLOBAL_CONFI d@

GLOBAL_CONFI d@

GLOBAL_CONFI (@

GLOBAL_CONFI

[ destpssi fdysclp []-ecforsds s p
transl atoiram |] {}2§|6est] ¥
qos mapcodssc{p <0~63> | -7«
dpl <dpl >

no gos mapsdfcp0~63> |

qos mapi ndgsrtepsasns| at i on

<dscp> }63t>0 |{ <dGBcp> }

no gos mapgadersapns| ati on
<dscp> }

qos mapcldasscspi fy { <0~63

GLOBAL_CONFI




gos maf@gscps<0~7> dpl -<d(

63> | <dscp> 1}

15

GLOBAL _CONFI

no gqos mlasp<prosd> dpl <0~

15

GLOBAL _CONFI

gos mapegdrsecspans!| ati on {

<dscp> } <0631> |t o<dfs cpO>

15

GLOBAL _CONFI

no gos magrdssamsl| ati on

<dscp> } <0~1>

15

GLOBAL _CONFI

gos wred quedeh -4<008 5 >Ina]

100> -Znd4® 0> -nd{4® 0 >

15

GLOBAL _CONFI

gos wred quedée -KDD-5 >mamn

100> -[evfeil | 1]

15

GLOBAL_CONFI

no qos wred queue <0~53

15

GLOBAL_CONFI

gos storm { wunicast | n
{<f,2,4,8,16,32,64, 128

{ 1024 kfps } }

15

GLOBAL_CONFI

no gos storm { wunicast

15

GLOBAL_CONFI

qos qce { [ wupdate ] }
[ interface <port _type|
| <oui> | any } ] [ dmg
multicast | broadcast |

{ untagged-tlagtgetgddeid f
[ vid { <vcap_vr> | any
[ deil>{ |<@ny }-tlag} {1]]
{ untagged-tlagtgetgddeid f
[ vid { <vcap_vr> | any
[ deil>{ |[<@ny } -tlype I{ ]a
{ etype Px{f &Q00x&8360dlc , -0 x
oxffff> | any }FOXTf}> || {
[ ssapxf{f=0|] any -pxtfép
any } ] } Oxffsmap| [afy
[ prof2&5f& «0tcp | udp |
{ <ipv4d_subnet> | any }
any } ] [ dscp { <vcap |
[ fragment { yes | no |
any } ] [ dport { <vcadg
{ 265> | tcp | wudp | nef
| any } 1 [ dip { <ipvi4

{ <vcap_vr> | <dscp> |

15

GLOBAL_CONFI




ny } ] [ dport { <vcagp
[ cds { defaullt>}| ]dd]
pdcepi -d> <¥09® | dff adwlctp 3
<dscp> | default } ]

efault } ] }*1 ]

0 gqos qce <'QCE_I D_STA

GLOBAL_CONFI (

os gqce refresh

GLOBAL _CONFI ¢

0s cds <0

GLOBAL _CONFI ¢

(0] gqos cCOos

I NTERFACE_POR

os dpl <dpl >

I NTERFACE_POR

o gos dpl

I NTERFACE_POR

os pdgp <0

I NTERFACE_POR

0 gos pcp

I NTERFACE_POR

os d-&b <O

I NTERFACE_POR

o0 qgos dei

I NTERFACE_POR

0s trust tag

I NTERFACE_POR

os trust dscp

I NTERFACE_POR

0s ma@od agcp <0~7> d-e»

pl <dpl >

I NTERFACE_POR

o gos wmap tpagp <0~7> d

I NTERFACE_POR

os policer <uint> [ fog

I NTERFACE_POR

o gos policer

I NTERFACE_POR

0s qgpelbecer queue <0~7

I NTERFACE_POR

0s qgpelbecer queue <0-~7

I NTERFACE_POR

0 gos-ppudwer queue <0

I NTERFACE_POR

o0s wfiAipOx-160>-16€80>1680> <

00>180a@>

I NTERFACE_POR

0 gos wrr

I NTERFACE_POR

o0s shaper <uint>

I NTERFACE_POR

o shaper

I NTERFACE_POR

0s g8sbaper queue <0~73

I NTERFACE_POR

0 gqOs -sthuagpee queue <0~

I NTERFACE_POR

os -rteangar k {7 >p adelix 00 ma

I NTERFACE_POR

o0 da@mgemar k

I NTERFACE_POR

0s mapagosos <0~7> dp*

ei-1&%0

I NTERFACE_POHR

0O gOos rmap cCcws <0~7> d

I NTERFACE_POHR




qos dgamsl at e 15 || NTERFACE_POR
gos edapsi fgyefeeceead | 15 || NTERFACE_POR
no gqoscldasoi fy 15 (| NTERFACE_POH
gos dsamr k { rewri tdep |} 15 (| NTERFACE_POHR
no gqgosr admarmpk 15 (| NTERFACE_POHR
gos storm { wunicast <|10H 15 (| NTERFACE_POH
13200000> [ fops ]

no gos storm { unicast 15 (| NTERFACE_POHR
gos qce { [ addr { sour 15 (| NTERFACE_POHR
{ doubge| nadmal - {ochde

no gqgos qgqce { [ addr 1 [ 15 || NTERFACE_POR
debug gos sha»200@00> {[ debyl NTERFACE _POR
<40268048> ] }33{00[0 0e0i>r

<40268048> 1 ] }

no debug qos shaper debyl NTERFACE _POR
debug goshgpeuvnequeue << debyl NTERFACE _POR
3300000> [ -26BD484096 }

3300000> [ -265/BD 484096 ]

no debug esohsapoeue ugeueue debyl NTERFACE _POR
debug show qos shapers debEXEC

debug qos cmef [ { enah debJEXEC

show rmon statistics [ 4 15 [EXEC

show rmon history [<1-~46 15 [EXEC

show rmon alarm [<1~6515 15 [EXEC

show rmon event [<1~654 15 [EXEC

r moanl ar 56B5> <word255> 15 [GLOBAL _CONFI (@
2147483647> {absotl ut es t

214748364B483646H53pb=0- f

threshRdl4d 483648483647 >

65535>] {[rising | fall

no rmon #&5&83m><1 15 [GLOBAL_CONFI ¢
rmon evemi3x4 [l og] [tr 15 [GLOBAL _CONFI (@
{[description <linel2?7H3>

no rmon €%6856><1 15 [GLOBAL_CONFI ¢
rmon collec65®d5stats A 15 || NTERFACE_POR
no rmon col |l 663G st at 15 || NTERFACE_POR
rmon col |l ect-65Mm3 H3 s[thou g 15 || NTERFACE_POR

6

5535>] [#60OpYal <1




no rmon coll e66b8B>hi st 15 || NTERFACE_POR
show sflow statistics {{Use sflow statisti 0 EXEC
sampl[emg erface [<rangeleither receiver or
<port_type_list>]1}
show sflow Use show sflow to 0 EXEC
sFl ow configuratio
clear sflow statisstep |Clearing statistic 15 [EXEC
samplers [interface [ <r
<port_type_list>] 1}
sfl ow-igpgegntpv4d <ipv4_ad|The agent | P addre 15 [GLOBAL _CONFI (@
<ipv6_addr >} address in UDP dat
| Pv4 |l oopback addr
no sfl owpagent Sets the agent I P 15 [GLOBAL _CONFI ¢
ageaddress in UDP
127.0.0. 1.
sflow timeout [receiverReceiver timeout m| 15 |GLOBAL_CONFI
2147483647> The switch decr eme
once per second, ar
nomnero, the receiyv
samples. Once the
the receiver and a
reset to defaults.
no sflow timeout [receilReceiver timeoetom 15 |[GLOBAL_CONFI d
The switch decr eme
once per second, a
nomero, the receiyv
sampl es. Once the
the receiver and a
reset to defaults.
sflcoow l-addoeress [receive|lColl ector address 15 [GLOBAL _CONFI ¢
[ <wor d>]
no sflowaddltéeestprecei\ 15 [GLOBAL _CONFI (@
sfl ow cpodritec[troecei ver- <|Coll ector UDP po-rt 15 [GLOBAL _CONFI (@
65535> 65536.
no sflowpootl|l pceoeiver |[Coll ector UDP port 15 [GLOBAL _CONFI (@
65536.
sfl owd antaxgsriazme [recei ve|Maxi mum datagram s 15 |[GLOBAL _CONFI ¢

<20104 68>




no sMmaxwat agsriazne [recei viMaxi mum datagram s 15 |[GLOBAL _CONFI d
<range_1list>]
sflow sampéiphgampl er -<r|Specifies the stat 15 || NTERFACE_POR
4294967295>] The sample rate is
sampl e 1/ Nt h otfheth
moni tored flows. T
restrictions on th
wi || adjust it to
sampling rate.
sfl ows anmapxlsiiege [ sampl er |Specifies the maxi 15 || NTERFACE_POH
[ <2D0>] tontsmat per flow s
no sfleswmmésxieee [ sampl elSpeci fies the maxi 15 || NTERFACE_POH
<range_1list>] to transmit per f
sflow @odmterval [samplThet emial secehatdeee 15 || NTERFACE_POH
[ <3600 >] counter poller sam
no sfl ow ceiohutnetrevral [ <r alThe i niar ¢ &keatdwe e 15 || NTERFACE_POH
counter poller sam
sflow [<range_1Ilist>] Enabl es/ di sabl es f 15 || NTERFACE_POH
port.
show smtp Email information 0 EXEC
smtp delete { server | |[Delete email serve 15 |[GLOBAL _CONFI ¢
returnpath | -6nmrai}l addr eqg
smtp mail abddwesd4 %2 Set email server 15 [GLOBAL _CONFI ¢
smtp returnpath <wor d47 15 [GLOBAL_CONFI ¢
smtp returnpath <wor d47 15 [GLOBAL_CONFI ¢
smtp sender <word47> 15 [GLOBAL _CONFI ¢
smtp username <word31> 15 |[GLOBAL _CONFI (
smtp server <word47> 15 |[GLOBAL _CONFI d
smtp | gwel <0 15 [GLOBAL_CONFI g
show snmp 15 |[EXEC
show snmp community v3 15 |[EXEC
show snmp user [ -8@%br 3
show snmp-tegeowmity { v1i
<word32> ]
show snmp <awooca@as3>[ { vl
any } { auth | noauth |
show snmp view [ <wordS3
snhnmperver Enabl e SNMP server 13 [GLOBAL _CONFI ¢




nmper ver -iandiomce I-3 2<>wo r specify SNMP se GLOBAL _CONFI

o ssmpver -edgiaoaedl set SNMP server GLOBAL _CONFI
default value.

nmperver version { vl1 the SNMP serve GLOBAL_CONFI
SNMPv1, SNMPv2c or

O smpversion SNMP server's GLOBAL _CONFI
setting.

nmperver community v2c GLOBAL _CONFI

nmperver community v3 GLOBAL _CONFI

<ipvd4_addr> <ipv4d_net

O ssmpeemmunity v2c GLOBAL _CONFI

O smpver community v GLOBAL _CONFI

nmperver user <wdar k3vd GLOBAL _CONFI

2> [ {mdd2x<worgdBda0o=wdr

des | a8 >} ]<Wwords8

0O ssmpverkwosard2>-idngi GLOBAL _CONFI

wor 8206

nmperver -s@cauptwmodel GLOBAL _CONFI

3 } name <word32> groy

0O ssmpver -s@cauptmodel GLOBAL _CONF

v3 } name <word32>

nmperveeresac <word32> mo GLOBAL _CONF

3 | any } level { auth

word255> ] [ write <wg

0O sSsmpver access <wor GLOBAL _CONFI

2¢c | v3 | any } level

nmperver view <word32> GLOBAL _CONFI

exclude }

o ssmpver view <word3] GLOBAL _CONFI

nmperver contact <Iline specify the sys GLOBAL _CONFI

(0] sis®@|p ver contact

Tocl ear the

system

GLOBAL_CONFI

nmperver | ocation <Ilin specify the sys GLOBAL _CONFI
o ssmpver | ocation specify the sys GLOBAL _CONFI
how snmp mib context Use gthew snmp mib EXEC
EXEC command\to di
the suppo
the switch.
how snmp mib ifmib ifl the show snmp EXEC




user EXEC cbmmand
di splay t
iflndex (d&dM Bhedapp
informati
switch.
show snmp mib redefine|Use the show snmp 15 |[EXEC
EXEC command\to di
the redef
in the switch,\ tha
definitio
standard MI Bs.
snmerver trap 15 |[GLOBAL _CONFI (@
no ssmpver host <wor d3]1 15 [GLOBAL _CONFI ¢
shut down 15 |ISNMPS_HOST
hos¢i gv4_ucast> | SB&SH 15 [SNMPS_HOST
[ traps | informs ]
host <i pv6-6lbcbaBs5t>> J[ [<1t 15 [SNMPS_HOST
no host 15 SNMPS_HOST
version { v1 [ <wordl27 15 |[SNMPS_HOST
[ probe |<Kkwemg2®ellD[ <w
no version 15 [SNMPS_HOST
informs 286pi &§ RPEIOUTL> < ( 15 [SNMPS_HOST
no informs 15 [SNMPS_HOST
traps [ aaa authenticat 15 |[SNMPS_HOST
[ warmstart ] ] [ switd
no traps 15 |[SNMPS_HOST
snmperver host <word32> 15 || NTERFACE_POR
[ I'inkdown ] [ |1 dp ]
no s#sm@mpver host <wor d3] 15 || NTERFACE_POR
show snmp host [ <wor d3 15 |[EXEC
[interface ] [ aaa ]
show i p ssh Use the show ip s\s 15 |[EXEC
command t
di splay the SSH st
ip ssh Use the ip ssh glo 15 |[GLOBAL _CONFI d

command t o
enabl e th
of

he no \form




command

t

di sabl e the SSH.
s how n ectl wocrkk Show selector stat 0 EXEC
clear wdtowdrolmr ke <rang|Clear active WTR t 15 [EXEC
net wolrkcsoarke <range_|I|[Nominate a clk inp 15 [GLOBAL _CONFI
{ €«4hk| {interface <portiselectable clock s
no neifcworckoarke <range 15 [GLOBAL _CONFI
nomi nat e
net wolrkck-sbapuf 1544khzjSets the station c 15 [GLOBAL _CONFI
10mhz 1}
no nefcworclk-sbopuoe 15 [GLOBAL _CONFI
net wolrkc k -oauutrpaude { 1544|Sets the station c 15 [GLOBAL _CONFI
10mhz }
no neicwork -sowd rpaud 15 [GLOBAL _CONFI
net wolrkcksocakrke <rangmodlSets the preferred 15 |[GLOBAL _CONFI
{ master | slave | forgd
no nefcworchoakrke <range 15 [GLOBAL _CONFI
mode
net wolr&kcksocakrke <range_|[The hold off timer 15 |[GLOBAL _CONFI
ti meo-t8><3 values arle8.range 3
no neicworcoakrke <range 15 [GLOBAL _CONFI
ti meout
net wol éscekl ect or {-spumaelSel ection mode of 15 |[GLOBAL _CONFI
<uint > } | selected ||sources
hol dover | freerun }
no neicworclk selector 15 [GLOBAL _CONFI
net wolrkckocakrke <range -IlPriority of nomina 15 |[GLOBAL _CONFI
1>
no nefcworchkoarke <range 15 |[GLOBAL _CONFI
net wol &c kt oveas t 0-1 2> <0 WTR ti-in2 (MOn) ' 0°' 15 |[GLOBAL _CONFI
no nefcwowdit wmest or e 15 |[GLOBAL _CONFI
net wolr &c khslsdnover { prc/jHold Over SSM over 15 |[GLOBAL _CONFI
eec?2 | eecl | dnu | i ny
no neicworchkhslsdover 15 [GLOBAL _CONFI
net wolr«c kf ssewr un { prc |[Free Running SSM o 15 [GLOBAL _CONFI
eec2 | eecl | dnu | i ny
no nefcworckkf rseser un 15 |GLOBAL _CONFI
net wolrkcksocakrke <range_|I|Clock source SSM o 15 |GLOBAL _CONFI




verwrite { prc | ssua
0 nefcWworcoakrke <range 15 |[GLOBAL _CONFI (
ver write
et wolrkck option { eeclEEC options 15 [GLOBAL _CONFI (@
0 nefcworclk option 15 [GLOBAL _CONFI (@
et wolrkck synchroni zatilSSMnabl e/ di sabl e. 15 (| NTERFACE_POHR
how |l ogging [ info ] [[Use the show | oggi 15 [EXEC
switch_1list> ] command without ke
the |l ogging config
the | ogging mesrs atg
l ogging |l evel
how | 0g492M4g9 6<71295> [ sUse the show | oggi 15 [EXEC
switch_1list> ] command wi t ht ol odgigsip
detail | ogging mes
OC_CMD_DEFAULT =
|l ear logging [ indwifclUse the clear 1l ogg 15 [EXEC
switch_1list> ] command to clear tH
ogging on Use the |l ogging on 15 [GLOBAL _CONFI ¢
commaneandiml e the |
Use the no cfoormma naf
di sable theetoggin
ogging host { <ipv4_ugqUse the |l ogging ho 15 [GLOBAL _CONFI ¢
configuratitom comfm
host address of | o
o |l ogging host Use the no |l ogging 15 |[GLOBAL _CONFI ¢
confi goommatod cl ear
address of |l ogging
ogging level { info | |[Use the |l ogging I|e 15 |[GLOBAL _CONFI (
configuratitolm comfm
what | evel of mess
l ogging server.
how cl ock Show running syste 0 EXEC
how version System hardware an 0 EXEC
assword unencrypted <IlUse the password e 15 |[GLOBAL _CONFI (@
<password> gl obal
commatna configure @
passworunemidrhy pt ed

for the |l ocal swit




password encr44*red <worlUse the password e 15 |[GLOBAL _CONFI d
<password> gl obal
commatna confi gure ¢
password with encr
the | ocal switch a
password none Use the password n 15 |[GLOBAL _CONFI d
configuratitomm rceomum
administrator pass
show system Show system inform 0 EXEC
system contact <l ine258To specify the sys 15 [GLOBAL _CONFI (@
no system contact To clear the syste 15 [GLOBAL _CONFI (@
system | ocation <line28To specify the sys 15 [GLOBAL _CONFI ¢
no system | ocation To specify the sys 15 [GLOBAL _CONFI (@
system name <l ine255> To specify the sys 15 [GLOBAL _CONFI (@
string.
no system name To specify the sys 15 |[GLOBAL _CONFI ¢
string.
show tiperomaelct [interfa(Shows ther mal p(rcontif 15 |[EXEC
temperature and po
therpmadt ect prio <0-~23>53Ther mal protection 15 |[GLOBAL _CONFI ¢
no thermakect prio <0~33Sets temperature a 15 |[GLOBAL _CONFI ¢
with the correspon
t herpradt e eptr i p® ¥<t0 Sets temperature a 15 || NTERFACE_POR
with the correspon
no ther makeetr iport Sets temperature a 15 || NTERFACE_POR
with the corr eocsfpfo.n
show upnp 15 |[EXEC
upnp 15 |[GLOBAL _CONFI (@
upnp 26b6><1 15 [GLOBAL_CONFI g
no upnp ttl 15 |[GLOBAL _CONFI d
upnp adwdeurtdtsiiang 4<0100>0 15 |[GLOBAL _CONFI (@
no upnp aduentishng 15 [GLOBAL _CONFI ¢
username <word3l1l5>ppasvssilUse the username < 15 |[GLOBAL _CONFI ¢
unencrypted <line31l1l> privilege <level >
<password> global
commatnal add a wuser
unencrypted passwo

switch

access.




sername <word31l5>ppasgUse the username < 15 |[GLOBAL _CONFI (
ncrypteddswor di4 privilege <level >
<password> gl obal
commatnad add a wuser
password for the |
sername <word3l15>ppasgsUse the username < 15 |[GLOBAL _CONFI (
one privilege <level >
configuratitomm rceomum
password for speci
0O username <word31> Use the no usernam/ 15 [GLOBAL_CONFI @
gobal configurtdoiadd
a |l ocal wuser.
lan protocol-0Xffeftth2| 19 13 [GLOBAL _CONFI (@
snap -xfofxfel 0#2|-86aph}-
xffff>}-0kf{PO0DKkBXKO0} ¢
wordl6>
witehwdran mac <mac_ucigUse the switchport 13 || NTERFACE_POH
to associate a MAC
I D.
witchport vlian protocdqUse the no form of 13 || NTERFACE_POH
vian_id> remove the gmampypp ntg
how vlIan protocol [ethUse the switchport 13 |[EXEC
xffff>]arp]| i pl|Qxpfxf/faftf}f]command to add gro
042|-862aph}-0xD&kOf >}0x[fIflimappi ng.
0 x00x f f >]
how vlIian mac [address 13 [EXEC
how vdamneéep-l1pBe] <1 13 [EXEC
witchpostububebah28p<l1 13 | NTERFACE_POH
i pvd_subnet> vlan <vl g
0 switchparbtnewl amrd i<pl ~ 13 || NTERFACE_POR
ebug vcl policy <uint 3 debyl NTERFACE_POR
o debug vecl policy debGLOBAL_CONFI @
ebug show vecl policy deb EXEC
witchport mode {accesgUse the switchport 13 || NTERFACE_POR
define thepdrytpe of
o0 switchport mode 13 || NTERFACE_POR
witchport access vlian|[Use the switchport 13 || NTERFACE_POR

command to configu




VLAN. Valid VLAN |

o switbclkpsest vl an 13 || NTERFACE_POR

witchport trunk nativgUse the switchport 13 || NTERFACE_POHR
command to configu
for a trunk port.

o switchport trunk natSet trunkamadeeri s 13 || NTERFACE_POHR
interface

witchport hybrid natiJUse the switchport 13 || NTERFACE_POHR
command to configu
for a hybrid port.

o switchport hybrid ngSet hybrcihdarnmaocdteer i § 13 || NTERFACE_POR
interface

witchportt hygdr{ dupowar|Set hybrid charact 13 || NTERFACE_POH

or tc uls tpoonmr t  } interface

o switchpo#ttyplerybrid pgSet hglbanacteristi 13 || NTERFACE_POH
interface

witchport Hybdrtied iinggr gSet hybrid charact 13 [ NTERFACE_POH
interface

witchport hy-bramegpecfepgSet hglharnacteristi 13 || NTERFACE_POR

agged | untagged } interface

0 switchport HykhimggpeadSet hybrid charact 13 || NTERFACE_POR
interface

witchport 4Hwhri{doegr-¢gSet hybrid chtahreact 13 || NTERFACE_POR

ativel]} interface

0 switchporttagybrid edSet hybrid charact 13 || NTERFACE_POR
interface

witchport trunk vlIan tjSet trunk characte 13 || NTERFACE_POR

witchport trunk all owgSet trunk mode cha 13 || NTERFACE_POR

emove | except] <vlanJinterface

o0 switchport trunk alllSet trunk characte 13 || NTERFACE_POR
interface,

witchport hybrid allovSet hybrid charact 13 || NTERFACE_POR

emove | except] <vlanJinterface

o switchport hybrid allSet hybrid charact 13 || NTERFACE_POR
ietrface

Il an et kceursttpopret s<Ox0 6 0 @ 13 |[GLOBAL _CONFI (@

o vlan { {fceutsh-poont y pe| s <\ 15 [GLOBAL _CONFI ¢




show interface <port _tyUse thienthewfaces ¢ 0 EXEC
| trunk | hybri d] di splay the admini
operational stabus
specified interfac
show vian [id <vlan_ligUse the show vl an 13 |[EXEC
brief] the VLAN configura
show wtlathus [ interfaceUse the show VLAN 13 [EXEC
[combined| admin| nas| mvrview the VLANs con
vlian| mstp|erps|vcl|evecl]|linterface.
name <vword32> Use the name <vwor 13 |[CONFI G_VLAN
cogfure VLAN name.
no name The no form of thi 13 |[CONFI G_VLAN
restore the VLAN n
switchport forbidden vI[Adds or removes fo 15 || NTERFACE_POH
<vlan_1Ilist> the current I|ist o
no switchport forbiddenAll ows for adding 15 || NTERFACE_POH
show switchport forbiddbLookup VLAN Forbid 0 EXEC
{name <word>}]
voice vian Use the wvdiochealvicaom 15 |[GLOBAL_CONFI Q
commanendlwl e voice
no f or nc oommanrhd st o ¢
di sable voice vlan
voice vlian vid <vlan_idUuse the voice vl an 15 [GLOBAL _CONFI ¢
configurati omno rcfoimgn
voice vian vid.
no voice vlan vid Use the no voice vV 15 [GLOBAL _CONFI ¢
configurati ome<toom
default voice vlan
voice Vvliltanmealgd g0 000 > Use the voideée mel gn 15 |[GLOBAL _CONFI ¢
configurati omo rcfoimgn
def awlitce vltanmeagi n
no voice -wvima@ aging Use the no votiicree v¢ 15 [GLOBAL_CONFI d
configurati ome<toom
default voi-tciemel an
voice vlaw>Illadoow |<Mho|lUseéehe voice vian c¢| 15 |[GLOBAL_CONFI ¢
high } configurati onorfoimgn
voice vlian cl ass.
no voice vlian cl ass Use the no voice v 15 |[GLOBAL _CONFI d




configurati ome<toonm
default voice vl an
voi ce loan >ojidescripti|Use the voice vl an 15 |[GLOBAL _CONFI d
configuratitom setmnt
entry for voice vl
no voice vlian oui <oui 3yUse the no voice v 15 |[GLOBAL _CONFI ¢
configurati odelcetmen
entry.
switchport voice vlian nUse the switchport 15 (| NTERFACE_POHR
di sabl e } interface configur
configure to switc
no switchport voice vlguse the no switctp 15 || NTERFACE_POHR
interface configur
restore the defaul
mode.
switchport voice vlian gUse the switchport 15 || NTERFACE_POH
interface configur
configure switsapuo
mode. Use t he cmoannfa
to globally disabl
security mode.
switchport voipeovbanl duse the switchport-| 15 || NTERFACE_POR
| bot h} protocol i ntaetrifoanc e
commandonfoi gure to
voice vl amproitocove
no switchport vepircodg owclogUse the no switchp 15 || NTERFACE_POH
di s c oepvreortyoc ol inter
configurati ome toonm
def aul t ts wioticchep ovrl-3g
protocol
show voice vlian [ oui qUse the show voice 15 |[EXEC
<port_type_list> ] command WwWieywouds t
the voice vlian con
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